
January 29, 2008

VIA FACSIMILE & ORDINARY MAIL
AttomeyGeneral
Department of JUStice
33 Capitol Street
Concord, NH 03301
Facsimile: 603-271-2.110

Wend's International Inc.'s Res onse to Com Personal In
Emolovee's DeDendents

Re:

Dear Sir or Madam:

We ~e ~ti~g~9".~~vi~eyou of a r~eni ~cid~Rt. involving an administrative error by Mercer
Outsourcing (L ife Choices Service Certter).'8' semce' proViaep for: Wendy" .s llitematioria.lf

;)!iI1:c.~S
he~l$ benefits plan. r~Ulting in the exposure of personal information for some employees'

., c c c

dependen~.7 .c .'.- ..: -C.":':':";""!' ]'i';'~

Learning About the Breach and Investigating the Disclosure.

On November 29.2007. Life Choices Service Center experienced an administrative error while
printing 2008 B~nept~bnftrmation Statements. Specifically. the information printed on the
2008 Benefit Coiifirriiation Statement for some Wendy's employees included dependent
information for other Wendy's employees. This imormation included dependent names. Social
SecuriNnumbers, and dates of birth.

'J .'.

Wendy's did not become aware oft.l1e breach until several days after the confimiatioJ:Jstatements
were mailed, when a number of employees began reporting receipt of incorrect statements. At
that time, Wendy's immediately contacted Life Choices and began working With them to

determine what ~~h~~ned and why. On December 21, 2007, Life C?oices mail@dcorrec~ed
Benefit ConfunlatIonStatements to those employees who had receIved statements which

included information ~rtainin g to the dependents of other employees. The cover Jetter which
r~

accom~ed the corrected. statemen~ directed these employees to destroy the incorrect

staten1ents that they had preVIously recelv~d.
" -

1~~1:~~~ber of~dividuals Affected and the Number of Individuals in New Hampshire
L'U1ect\1U.,.:" J:. " :

:~pproximateIy'l 006c(U';S:;~)~ The :'rotaJ:uU$b'et' <>f
" ~c ,., ., " ."

affectedihdividuaIsihNew HampshIre was four;





January 29, 2008

Dear Fellow Employee and Dependent (18 yrs. or older):

w~ to~ ake you FIrst, correct

Dec er 21,

AltlloUgh we have no indication tIlat tIlis information has been i
and your dependent aware of tile incident and the steps we are
Confirmation Statements were corrected and the corrected statements
2007. .~

a recipient of a corrected statement,
received. If you have not done so, please destroy
(e.g., shred it). Secondly, our provider
dependents and ~yroll deductions were
technical error, which was confmed to
applicable systems and

a matter it unreadable
the Jllnefit coverage for

and resolved the
Statements; and (iii)

We have also engaged Kroll Inc.,
no cost to you to address any
dependent will receive
greater detail
letter and to take time to review

! access to identity safeguards at
result of this incident. Your
Wendy's and Kroll that provides

We encourage you to watch for the

Your dependent
steps

to additional steps. We have outlined some of those

,.

Life~ hoi has" sincere regret for any inconvenience this may have
caus u. you -please contact your local fIR staff member or
contaWendy's ~ternati.al,Inc. Corporate Office at 1-800-443-7266 and when prompted by

2018. Please also accept my personal apology for any concern

Yours truly,

J!t:; 'lll.cZlI~-'
Jeffrey M. Cava
Executive Vice President, Human Resources

I

wny.



~

Steps Regarding Identity Theft Protection

We recommend that your dependant consider taking additional steps. The Federal Trade
Commission recommends several steps regarding identity theft prevention generally at
h :llwww.ftc. ov/bc ledulmicrositeslidtheftlconsumers/defend,html. That resource also
provides information about the questions listed below and the FTC minimum recommendations
include obtaining and reviewing the relevant credit report, filing a "fraud alert" and requesting a
"credit freeze." Its other recommendations relate to actual incidents of identity theft which, we
certainly hope, will not actually occur. The most current and detailed information is available
online, but if you are not able to access the linked material, let me know and I will mail a copy of
the FTC's answers to the following:

1-
2-

~

off""*

fee
reporting agency.]

2

~



~

January 29, 2008

Dear Fellow Employee and Parent or Guardian of a Minor Dependent:

Although we have no indication that this infonnation has been
aware of the incident and the steps we are taking. First,
corrected and the corrected statements mailed on

not done so, please destroy the data now in a
...Secondly, our provider has mfonned

deductions were not affected; (ii) they have

have been corrected.
keep credit files on minors.

We have also engaged Kroll Inc. to with ~ss to

As dIe

is prepared to answer
minor dependent.

Although
respond to requests

of your minor dependent. We have

Life
caused
contact

its sincere regret for any inconvenience this may have
other questions, please contact your local HR staff member or

Inc. Corporate Office at 1-800-443-7266 and when prompted by
2018. Please also accept my personal apology for any concern

Yours truly,

~

~"7Jl.~
Jeffrey M. Cava
Executive Vice President, Human Resources

1
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Steps Regarding .Identity Theft Protection

~

include obtaining and reviewing the relevant credit report, filing a
"credit freeze." .

~

the FfC's answers to the following:

.1- What are the steps I should take if I'm a
2- What is a fraud alert?
this, visit

~~

those agencies of a copy of your
3- What is a credit freeze?
4- What is an identity theft report?
5-

the Internet or

~

8- Should I apply

For visit
Federal Trade

toll free at 1 (888)

[In state law requires us to provide the following information,
some aps rights described by the FTC. Under Massachusetts law, a
perso t freeze" be placed on their consumer report (alk/a credit
repo est to a consumer reporting agency by certified mail, overnight. mail or

freeze isrequests.
a third party without the

For

~~

fee if a valid police report relating to the identity theft has been
reporting agency. J

~~

r
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~


