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ALABAMA •  FLORIDA •  GEORGIA •  LOUISIANA •  MARYLAND •  MISSISSIPPI •  SOUTH CAROLINA •  TENNESSEE •  TEXAS •  VIRGINIA •  WASHINGTON, D.C. 

April 10, 2020 

 
Attorney General Gordon J. MacDonald 
Office of New Hampshire Attorney General 
Attn: Security Breach Notification 
33 Capitol Street 
Concord, NH  03301 
DOJ-CPB@doj.nh.gov  
 
 Re: U.S. Xpress, Inc. - Notice of Data Incident 
 
Dear Attorney General MacDonald: 

I serve as outside legal counsel to U.S. Xpress Enterprises, Inc. (“USX”), which is a publicly traded 
company operating two national truckload carriers that provide services throughout the U.S. and 
across North America.  USX’s principal place of business is located at 4080 Jenkins Road, 
Chattanooga, TN 37421.   

This correspondence is to notify you of a recent security event involving the potential compromise 
of business email accounts resulting from a phishing scam.1 USX promptly conducted an extensive 
investigation and blocked the unauthorized access.   

Because the Personally Identifiable Information (“PII”) for some individuals was at risk during the 
incident, in an abundance of caution, notification letters were sent via U.S. Mail to 16 residents of 
your State on or about April 10, 2020.  The data elements for affected residents included a 
combination of first and last names with a driver’s license number, Social Security number or 
financial account number.  A sample notification letter is enclosed for your reference and includes - 

• A description of the security event;  
• Steps taken to investigate;  
• Steps taken to mitigate any potential harm to consumers;  
• Instructions for activation of 1 year of free identity theft protection services that includes 

credit monitoring and a $1 million insurance reimbursement policy to all consumers who 
received notification;  

                                                 
1 Law enforcement has not been alerted to this incident.   
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• Instructions on how to place a security freeze on the recipient’s consumer credit report; 
and 

• Instructions regarding how to obtain more information about this event, etc.  
 
Additional steps taken in response to the incident include the following: 

• Activated multi-factor authentication for all email users by October 24, 2019; 

• Provided individuals with free credit monitoring; and 

• Trained or retrained email users to reinforce security awareness. 

USX is fully committed to protecting consumer privacy and the confidentiality of personal 
information.  We will follow-up this correspondence with any forms or other documents that may 
need to be completed.  Please contact me if you require any additional information regarding this 
incident. 

Best regards, 

BAKER, DONELSON, BEARMAN, 
CALDWELL & BERKOWITZ, PC 

 
Brad C. Moody 

Enclosure:    

Exhibit 1: Sample Notification Letter sent to 16 residents



Dear ,

free
You must activate the Experian product by 

For more information about this incident
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