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)a id D. b_rbar t 
Ex~clltive VIce Presid nt 

June 13,2008Ceneral Counsel 

Department of Justice 
Consumer Protection Bureau 
33 Capitol Street 
Concord, ~ 03301 

Dear SirlMadam: 

We are wliting to inform you of a data security breach involving individuals' personal information 
pursuant to the requirements ofN.H. Rev. Stat. Ann. §359-C:20(I)(b). 

We were mformed recently of the theft ofa U.S. Foodservice, Inc. ("'USF") laptop computer, which 
contamed sensitive personnel informatLOn. Local authorities were immediately notified and we conducted 
an internal investigation. In the course of our investigation, we determined that the laptop computer 
contained the names, social security numbers, home addresses and/or dates of birth of some present and 
former USF employees, and in a few instances, their dependents and applicants for jobs at USF. We are 
sending a notification letter to individuals impacted by this incident. 

Although we ha ve no indication that any of the information is being misused, we are notifying you of the 
follOWing concerning the timing, distribution, and content of the notice we are sending to affected 
mdlviduals: 

•	 We are sending a notification letter for individuals whose information may have been involved in the 
incident (a copy of our notification letter is attached). 

•	 We estimate that approximately 25 individuals in New Hampshire will receive notification, We 
expect to begin mailing the notification letters on .Tune 13,2008 

•	 We are notifying all three consumer reporting agencies that compile and maintain files on consumers 
on a nationwide basis (as defined in 15 V.S.c. § l681a(p)) of the breach. 

We are available to answer any questions you may have regarding this incident and our notification to the 
affected individuals. 

Very truly yours, 

??(!5:----~, 
David B. Eberhardt 

Enclosure 
9755 Pi.llu -ent 'Woods Drive 

CoJumb.la, MD 21046 
410.3t2.71)7 Fax 410.309.6465 

r:"Ola'l: [ aVid.Eberhardt(glusfood.com 



U.S. Foodservice, Inc. 
9755 Patuxent Woods Drive 
Columbia, Maryland 21046 

JWle 13, 2008 

Dear 

We were i.rrfo.rmed recently of the theft of a U.S. Foodservice laptop which contained sensitive personnel 
-infonnation. We are notifying you Slllce the laptop contained certain old data files with some ofyour 
person.al illformatioD, including possibly your name, socia] secUlity number, bome address, and/or date of 
bilth. Please note that several ye-ars ago, the Company stopped. using social security numbers to i.dentify 
employees for internal reporting or other purposes. Local authorities were immediately notitled. and we 
conducted an internal investigation. 

Pursuant to USF policies, the laptop was protected by a llniqlle user J.D aud password. but the individual 
files containing personal information were not encrypted or password protected. At this point, we have no 
reason to believe that the information on the l.aptop has been access'ed or misllsed; however, we felt that it 
was very important to notify you about this incident. 

U.S. Foodservice takes 'I1le security of your personal i:n.fonnation seriously and apoJogi7.eS for any 
loconvenience or worr; tms incident may CaUse you. As a precautionary measure, wc are making several 
services available at the Company's expense., free of charge to you, to assist you in protecting your identity. 
AJthough at tbis point we have no il1dicatioo tbat your information has been compromised, we highly 
en.courage you to take the steps Usted below for an additional level of protection. 

1. Call the Toll Free Help Line at J-866-584-968] to get answer to your questions. 
•	 Staffed by a team ofprofessiou,als
 

Monday through Friday from 6:00 a.m. to 6:00 p.m. (Pa.cific Daylight Time)
 
Saturday and Sunday fi.:om 8:00 a.m to 5:00 p.m. (pacific Daylight Time)
 

2.	 Have a Fraud Alert placed on your credit 
•	 Fraud aler11ets credi.ton; know additional steps should be taken to verify your identity prior to 

granting credit in your name 
•	 Coutact one of the major U.S. credit bW'eaus listed below and have a "fraud alert" placed on your 

credi.t file: 

Equifax Experian	 TraosUnion 
P.O. Box 740241 P.O. Box 9554 P.O. Box 2000
 
Atlanta, GA 30374 Allen, TX 7501.3 Chester, PA l. 9022
 
J-800-685-1111 1-888-397-3742 1-800-916-8800
 

3.	 Sign up for 12 months offree Credit Monitoring. 
The product membership, Triple AdvantageSM Premium, includes one 3-Bureau credit report, daily 
monitoring of your credit reports from the three national credit reporting bureaus, notitlcation aJerts jf 
key changes arc detected on any of your three reports and $25,000 in identity theft insurance, Witll no 
deductible, provided by Virginia Surety Company.. Inc. II: This product is being provided to you by 
U.S. Foodservice at 1]0 cost to you. Contact the Help Line at the number above for additional details. 

52687001-001·00001419 



*Due to New York state law restrictions, identity theft insurance coverage cannot be offered to 
residents of New York. 

Your credit monitoring activati.on code is 

• To sign up online, please visit lill,p.://partner.consumerinfo.comfusfoodservice., enter the 
activation code provided above and follow the instructions.lfyoll sign up ouline, all credit reports 
Bnd alerts will be delivered via email. 

• To sign up by telephone, dial 1-866-584-9681. IfYOll sign up by telephone, all oredit reports and 
alerts win be delivered by the US POSt Office. 

To takc advantage of (he credit monitoring membership at no cost, you must enroll within Ninety 
(90) days from the date of this Jetter. Federal law does not aJlow us to activate this membership for 
yotl. 

4. Request 8 copy of yow' free credit report. 
U.S. law entitles you to one free ("1'edit report annually from each of me three major credil bureans 
listed above. To order your free credit report, ,risit www.ll.lUlUalcreditrc{)on.com or caD roll-free (877) 
322-8228. 

For more infonnatjon an ide:ntity theft visit the U.S. Trade Commission website at 
www.consumer.govlidtheft. 

Tsincerely apologize for any inoonvenience or concem this incident may have caused you. Please know 
that wllile we have infonnatiol1 seew;t)' poHc.ies ill place, we are reviewing those practices and procedures 
to see what changes need to be made. 

Sincerely. 

Dave Esler 
Chief Human Resources Officer 




