











ADDITIONAL STEPS YOU CAN TAKE

We remind you it is always advisable to be vigilant for incidents of fraud or identity theft by reviewing your account statements
and free credit reports for any unauthorized activity. You may obtain a copy of your credit report, free of charge, once every 12
months from each of the three nationwide credit reporting companies. To order your annual free credit report, please visit www.
annualcreditreport.com or call toll free at 1-877-322-8228. Contact information for the three nationwide credit reporting companies
is as follows:

e  Fguifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
e  Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742
e TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800

If you believe you are the victim of identity theft or have reason to believe your personal information has been misused, you should
immediately contact the Federal Trade Commission and/or the Attorney General’s office in your state. You can obtain information
from these sources about steps an individual can take to avoid identity theft as well as information about fraud alerts and security
freezes. You should also contact your local law enforcement authorities and file a police report. Obtain a copy of the police report
in case you are asked to provide copies to creditors to correct your records. Contact information for the Federal Trade Commission
is as follows:

e federal Trade Commission, Consumer Response Centre, 600 Pennsylvania Avenue NW, Washington, DC 20580,
1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

If you are a resident of Connecticut, Maryland, Massachusetts, New York, North Carolina, or Rhode Island, you may contact and
obtain information from your state attorney general at:

e  Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag

e Maryland Attorney General’s Office, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 / 1-410-576-6300, www.
oag.state.md.us. You can obtain additional information from the Federal Trade Commission and the Maryland Attorney
General’s Office about preventing identity theft.

e  Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-617-727-8400, www.mass.gov/
ago/contact-us.html.

e New York Department of State Division of Consumer Protection, One Commerce Plaza, 99 Washington Ave., Albany, NY
12231-0001, 518-474-8583 / 1-800-697-1220, hitp://www.dos.ny.gov/consumerprotection; and New York State Office of
the Attorney General, The Capitol, Albany, NY 12224-0341, 1-800-771-7755, https://ag.ny.gov

e North Carolina Attorney General’s Office, 9001 Mail Service Centre, Raleigh, NC 27699, 1-919-716-6400 / 1-877-566-
7226, www.ncdoj.gov. You can obtain additional information from the Federal Trade Commission and the North Carolina
Attorney General’s Office about preventing identity theft.

e  Rhode island Attorney General’s Office, 150 South Main Street, Providence, Rl 02903, 1-401-274-4400, www.riag.ri.gov.

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or Rhode Island law, you have the right
to file and obtain a copy of a police report. You also have the right to request a security freeze.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting agencies place “fraud alerts”
in your file to let potential creditors and others know that you may be a victim of identity theft, as described below. You also have a
right to place a security freeze on your credit report, as described below.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your creditors on notice that you may
be a victim of fraud—an initial alert and an extended alert. You may ask that an initial fraud alert be placed on your credit report if
you suspect you have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for at least
one year. You may have an extended alert placed on your credit report if you have already been a victim of identity theft with the
appropriate documentary proof. An extended fraud alert stays on your credit report for seven years. You can place a fraud alert on
your credit report by contacting any of the three national credit reporting agencies.

Credit Freezes: You have the right to put a credit freeze, also known as a security freeze, on your credit file, free of charge, so that
no new credit can be opened in your name without the use of a PIN that is issued to you when you initiate a freeze. A security freeze
is designed to prevent potential credit grantors from accessing your credit report without your consent. If you place a security
freeze, potential creditors and other third parties will not be able to get access to your credit report unless you temporarily lift the
freeze. Therefore, using a security freeze may delay your ability to obtain credit.
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Dear I

As a precautionary measure we, Urban Compass, Inc., are writing on behalf of certain of our agents to
let you know about a phishing incident affecting those agents’ Gmail accounts. This incident may involve
some of your information. Phishing attacks are increasingly common, and we, and your agent, value
your privacy. This notice explains the incident, measures we have taken, and some steps that you can
take in response.

We learned that certain of our agents’ Gmail accounts were subject to unauthorized access due to a
phishing attack. A phishing attack is a commonly employed cyber-attack that seeks to trick an email
recipient into believing the message is from a trustworthy entity and to click a malicious link or download
a malicious attachment. We began an internal investigation, and a leading computer forensic firm was
hired to assist. The investigation determined that an unauthorized person gained access to the Gmail
accounts between May 24, 2019 and November 6, 2019, and again between November 11, 2019 and
January 8, 2020. The investigation was unable to determine whether the unauthorized person actually
viewed any emails or attachments in the accounts. Out of an abundance of caution, we reviewed the
emails and attachments in the agents’ Gmail accounts to identify individuals whose information may
have been accessible to the unauthorized person. From this review, in April 2020, we determined that
the accounts may have contained your impacted data/more impacted data.

While we have no indication that your information was actually viewed by the unauthorized person, or
that it has been misused, we wanted to notify you of this incident and assure you that we take it very
seriously. We are offering a complimentary one-year membership of Experian’'s® IdentityWorksSM
Credit 3B. This product helps detect possible misuse of your personal information and provides you with
identity protection services focused on immediate identification and resolution of identity theft.
IdentityWorks Credit 3B is completely free to you and enrolling in this program will not hurt your credit
score. For more information on identity theft prevention and ldentityWorks Credit 3B, including
instructions on how to activate your complimentary one-year membership, as well as information on
additional steps you can take in response, please see the additional information provided in this letter.

Gmail of course has certain security measures that are built into the software to protect from phishing,
but in addition to those measures we continually evaluate and modify our practices to enhance the
security and privacy of your personal information. To help prevent something like this from happening in
the future, we are instituting additional security measures.

If you have any questions, please call 1-844-935-2461, Monday through Friday, between 9:00a.m. and
6:30p.m. Eastern Time.

Sincerely,

Brad Serwin

Urban Compass, Inc.
90 Fifth Avenue

New York, NY 10011






your credit report, free of charge, once every 12 months from each of the three nationwide credit
reporting companies. To order your annual free credit report, please visit www.

annualcreditreport.com or call toll-free at 1-877-322-8228. Contact information for the three nationwide
credit reporting companies is as follows:

e  Equifax, PO Box 740241, Atlanta, GA 30374, www.equifax.com, 1-800-685-1111
e  Experian, PO Box 2002, Allen, TX 75013, www.experian.com, 1-888-397-3742
e  TransUnion, PO Box 2000, Chester, PA 19016, www.transunion.com, 1-800-916-8800

If you believe you are the victim of identity theft or have reason to believe your personal information has
been misused, you should immediately contact the Federal Trade Commission and/or the Attorney
General's office in your state. You can obtain information from these sources about steps an individual
can take to avoid identity theft as well as information about fraud alerts and security freezes. You should
aiso contact your local law enforcement authorities and file a police report. Obtain a copy of the police
report in case you are asked to provide copies to creditors to correct your records. Contact information
for the Federal Trade Commission is as follows:

e  federal Trade Commission, Consumer Response Centre, 600 Pennsylvania Avenue NW,
Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

If you are a resident of Connecticut, Maryland, Massachusetts, New York, North Carolina, or
Rhode island, you may contact and obtain information from your state attorney general at:

e Connecticut Attorney General’s Office, 55 Elm Street, Hartford, CT 06106, 1-860-808-5318,
www.ct.gov/ag

s  Maryland Attomey General’s Office, 200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023
/ 1-410-576-6300, www. oag.state.md.us. You can obtain additional information from the
Federal Trade Commission and the Maryland Attorney General's Office about preventing
identity theft.

e  Office of the Massachusetts Attorney General, One Ashburton Place, Boston, MA 02108, 1-
617-727-8400, www.mass.gov/ ago/contact-us.html.

e New York Department of State Division of Consumer Protection, One Commerce Plaza, 99
Washington Ave., Albany, NY 12231-0001, 518-474-8583 / 1-800-697-1220,
~=-/lwww.dos.ny.gov/iconsumerprotection; and New York State Office of the Attorney General,
1ue Capitol, Albany, NY 12224-0341, 1-800-771-7755, https://ag.ny.gov

e North Carolina Attomey General’s Office, 9001 Mail Service Centre, Raleigh, NC 27699, 1-919-
716-6400 / 1-877-566- 7226, www.ncdoj.gov. You can obtain additional information from the
Federal Trade Commission and the North Carolina Attorney General’s Office about preventing
identity theft.

e  Rhode Island Attomey General’s Office, 150 South Main Street, Providence, Ri 02903, 1-401-
274-4400, www.riag.ri.gov.

If you are a resident of Massachusetts or Rhode Island, note that pursuant to Massachusetts or
Rhode Island law, you have the right to file and obtain a copy of a police report. You also have the right
to request a security freeze.

If you are a resident of West Virginia, you have the right to ask that nationwide consumer reporting
agencies place “fraud alerts” in your file to let potential creditors and others know that you may be a
victim of identity theft, as described below. You also have a right to place a security freeze on your credit
report, as described below.

Fraud Alerts: There are two types of fraud alerts you can place on your credit report to put your
creditors on notice that you may be a victim of fraud—an initial alert and an extended alert. You may ask
that an initial fraud alert be placed on your credit report if you suspect you have been, or are about to
be, a victim of identity theft. An initial fraud alert stays on your credit report for at least one year. You









