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University of Wiseonsin-Superiar Alumni Association
Our File No. 21263. 00244_

Dear Attorney Gene ra l Fos te r:

Pursuant to N.H. Rev. S ta t. Ann. §  359-C:20(I)(b), we  a re  writing to notify you of a  da ta  security
incide nt involving 3 Ne w Ha mpshire  re s ide nts . We  a re  submitting this  notifica tion on be ha lf of our clie nt, the
Unive rs ity of Wis cons in-S upe rior Alumni As s ocia tion.

Nature Of The Security Breach

On Fe brua ry l, 2018, UW-S upe rior Alumni Associa tion se nt its  a lumni a  Miss is s ippi Rive r Cruise
brochure  sponsored by the  UW-Superior Alumni Associa tion. In the  process  of prepa ring the  ma iling da ta , an
ID number was  sent to UW-Superior Alumni Associa tion's  trave l vendor and appea red above  each individua l's
name  and address  on the  brochure . On February 5, 2018, UW-Superior Alumni Associa tion was  made  aware
tha t the  ID number for its  a lumni who gradua ted during a  ce rta in time  pe riod may have  been the same as the
s tudent ID number (socia l security number) used while  in a ttendance  a t UW-Superior. As  a  re sult, some  of the
pe rsona l informa tion be longing to New Hampshire  re s idents  who a re  UW-Superior a lumni may have  been
exposed to others , including the ir firs t and last names, home addresses, and socia l security numbers .

The  re s idents  involved in this  incident we re  forwarded le tte rs  notifying them of this  incident on
Februa ry 22, 2018. A copy of the  form le tte r is  a ttached he re to .

S teps  Taken  Re la ting  To  The  Inc ident

Upon le a rning of this  s itua tion, UW-Supe rior Alumni Associa tion a dvise d UW-Supe rior Founda tion,
which owns  and controls  the  da ta . UW-Superior Founda tion took s teps  to address  this  incident promptly a fte r it
was  discovered, including underta ldng an inte rna l inves tiga tion of the  ma tte r in orde r to deve lop a  be tte r
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unders tanding of wha t had taken place  and how. UW-Superior Founda tion took immedia te  action to ensure  it
does  not happen aga in, including cleaning the  a lumni and friend da tabase  and replacing a ll of the  "old" ID
numbe rs . UW-Supe rior Alumni Associa tion's  tra ve l ve ndor ha s  a lso ve rifie d the  de le tion of a ll ma iling da ta
used for this  brochure . UW-Supe rior Founda tion is  in the  process  of reviewing its  inte rna l policie s  and da ta
management protocols  and has  implemented enhanced security measures  to he lp prevent this  type  of incident
from re curring M the  future .

UW-Supe rior Alumni Associa tion ha s  a lso a rranged to have  LifeLock protect the  a ffected individua ls '
identity and credit for one  yea r a t no cos t to them through its  identify the ft protection and credit monitoring
services .

Should you need additional infonnation regarding this matter, please contact me.

Very truly yours,

I
DAVID J. s ANNON

I , I" r

DJ S :jl
Encl.



UW-Superior Alumni Association
PO Box 2000
Superior, WI 54880

<<Mail ID>>
<<Name ]>>
<<Name 2>>
<<Add1'ess l>>
<<Add1'ess 2>>
<<Address 3>>
<<Address 4>>
<<Address 5>>
<<City>><<State>><<Z]p>>
<<Count1'y>>

<<Date>>

NOTICE OF DATA BREACH

Dear alumni and friend,

We are writing to notify you of a data breach at the UW-Superior Alumni Association that may have involved some
ofyour personal information. The privacy and protection of your information are matters that we take very seriously.
Please be assured that we have taken every step necessary to address the incident and that we are committed to fully
protecting all of the information that you have entrusted to us. Please review the information provided in this notice
for some steps that you may take to protect yourself against any potential misuse of your information.

What Happened

On February l, you were sent a Mississippi River Cruise brochure sponsored by the UW-Superior Alumni Association.
In the process of preparing the mailing data, an ID number was sent to our travel vendor and appeared above your
name and address on the brochure.

On February 5, 2018, we were made aware that the ID number for our alumni who graduated during a certain
time period may have been the same as the student ID number (social security number) used while in attendance
at UW-Superior.

While this was not a "system hack" or a "cyber-attack" as the result of malicious actions, we are acting in an
abundance of caution in alerting you to this situation. You may or may not have noticed this number on your brochure.
There is no law enforcement investigation concerning this incident.

What Information Was Involved

The personal information that may have been viewable on the brochure included first and last names, home addresses
and social security numbers.

What We Are Doing

After learning ofthis situation, our team took immediate action to ensure it doesn't happen again, to include cleaning
the alumni and friend database and replacing all of the "old" ID numbers. Go Next, our travel vendor, has also
verified the deletion of all mailing data used for this brochure.

We take our responsibility of protecting your personal data seriously. Therefore, we have retained LifeLock to
provide you one (1) year ofcomplimentary identify theft protection and credit monitoring services. To "activate" your
membership, call 1-800-899-0180 or go online at https://store.lifelock.com/enro1lment?promocode=UWSAA20l8.
You will need to provide a Membership ID. Your Membership ID is your first name last name plus 5-digit zip code.
The enrollment period will expire on March 30, 2018.
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What You  Can  Do

You can take the following steps to guard against identity theft and fraud :

l Register for the compiimentary identify theft protection and credit monitoring services provided at no cost
to you, as discussed in this notice.

I Review the  enclosed "Information About Identity Theft P rotection" re fe rence  guide , which describes
additiona l s teps  tha t you may take  to he lp protect yourse lf, including recommenda tions  by the  Federa l Trade
Commission regarding your identity theft protection.

Fo r More  In fo rmation

P lease  accept our apology, and know protecting your pe rsona l information is  important to us . If you have  any
questions, please call us at 715-394-8452. .

Sincerely,

Peter D. Nordgren
Chair, UW-Superior Alumni Associa tion

u05s2 VD1 02.15.2018



Information about Identity Theft Prevention

We recommend that you regularly review statements from your accounts and periodically obtain your credit report
from one or more of the national credit reporting companies. You may obtain a free copy ofyour credit report online
at www.annualcreditreportcom, by calling toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request
Form (ava ilable  a t www.annua lcreditreportcom) to: Annua l Credit Report Request S e rvice , RO. Box 105281,
Atlanta, GA, 30348-5283. You may also purchase a copy of your credit report by contacting one or more of the three
national credit reporting agencies listed below.

Eq u ifax: P .O. Box 740241, Atla nta , Georgia  30374-0241, 1-800-685-1111, www.equifa x.com

Experian : P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com

Tra n s Un i0n : P .O. Box 1000, Ches ter, PA 1902.2, 1-800-888-4213, www.tra ns union.c01n

When you receive  your credit reports, review them carefully. Look for accounts or creditor inquiries tha t you did
not initiate or do not recognize. Look for information, such as home address and Social Security number, that is not
accurate . If you see  anything you do not understand, call the  credit reporting agency at the  te lephone number on
the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit reports, and promptly
report any suspicious activity or suspected identity theft to the proper law enforcement authorities, including local
law enforcement, your state 's attorney general and/or the Federal Trade Commission ("FTC"). You may contact the
FTC or your state 's regulatory authority to obtain additional information about avoiding identity theft.

Fe d e ra l Tra d e  Co m m is s io n , Cons umer Res pons e  Center
600 P enns ylva nia  Avenue , NW, Wa s hington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idthe ft

For res idents  of Maryland: You may also obtain information about preventing and avoiding identity theft from
the Maryland Office  of the  Attorney General:

Maryland Office of the Attorney General, Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.0ag.state.md.us

Fo r re s id e n ts  o f No rth  Ca ro lin a : You ma y a ls o obta in informa tion a bout preventing a nd a voiding identity the ft
from  the  North Ca rolina  Attorne y Ge ne ra l's  Office :

No r th  Ca ro lin a  At to rn e y Ge n e ra l' s  Offic e , Cons um e r P rote ction Divis ion
9001 Ma il S e rvice  Ce nte r, Ra le igh, NC 27699-9001, l-877-5-NO-S CAM, www.ncdoj.gov

You m a y wa nt to  orde r copie s  of your cre dit re ports  a nd che ck for a ny bills  tha t you do not re cognize . If you find
a nything s us picious , ca ll the  credit reporting a gency a t the  phone number on the  report. Keep a  copy of this  notice  for
your records  in ca s e  of future  problems  'with your records . If you a re  a  Ca lifornia  res ident, we  s ugges t tha t you vis it
the  we b s ite  of the  Ca lifornia  Office  of P riva cy P rote ction a t www.priva cy.ca .gov to  find m ore  inform a tion a bout
your priva cy.

Fra u d  Ale r t s : There  a re  a ls o two types  of fra ud a le rts  tha t you ca n pla ce  on your credit report to put your creditors
on notice  tha t you m a y be  a  victim  of fra ud: a n initia l a le rt a nd a n extended a le rt. You m a y a s k tha t a n initia l fra ud
a le rt be  pla ced on your credit report if you s us pect you ha ve  been, or a re  a bout to be , a  victim  of identity the ft. An
initia l fra ud a lert s ta ys  on your credit report for a t lea s t 90 da ys . You ma y ha ve a n extended a lert pla ced on your credit
report ifyou ha ve  a lrea dy been a  victim  of identity the ft with the  a ppropria te  docum enta ry proof An extended fra ud
a le rt s ta ys  on your credit report for 7 yea rs . You ca n pla ce  a  fra ud a le rt on your credit report by ca lling the  toll-free
fra ud number of a ny of the  three  na tiona l credit reporting a gencies  lis ted be low.

Equifax:
Experi an :
TransUnion:

1-888-766-0008, www.equifax.co1n
1-888-397-3742, www.experian.com
1-800-680-7289, fraud.transunion.com
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Credit Freezes : You may have the right to put a  credit freeze, also known as a  security freeze, on your credit file ,
so that no new credit can be opened in your name without the use of a  PIN number that is issued to you when you
initia te  a  freeze. A credit freeze is designed to prevent potentia l credit grantors from accessing your credit report
without your consent. If you place a  credit freeze, potentia l creditors and other third parties will not be  able  to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a  credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state  to sta te . The cost of placing, temporarily lifting, and removing a  credit freeze also varies by sta te ,
generally $5 to $20 per action at each credit reporting company. Unlike afraua ' a lert, you mus t separa te ly place  a
creditfreeze  on your credittle  a t each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information:

Equifax:
Experian:
TransUnion LLC:

P.O. Box 105788, Atlanta, GA 30348, www.equifax.com
P.O. Box 9554, Allen, TX 75013, www.experian.com
P.O. Box 2000, Chester, PA, 19022-2000, freeze.transunion.com

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
credit reporting agencies listed above.
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