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December 4, 2020 

Via First Class 11'/ail 

Attorney General Gordon J. l\tlacDonald 
Office of the Attorney General 
33 Capitol Street 
Concord, NH 03302 

Re: Data Security Incident 

Deas Attorney General MacDonald: 

Anjali Das 
31 2. 821. 6164 (d irec t) 

a nj a li.das@wilsonelser. com 

W ilson Elser Moskowitz Edelman and Dicker LLP ("Wilson Elser") represents Univers ity of 
South Dakota Foundation ("USDF") with respect to a data security incident involving Blackbaud , 
Inc. (hereinafter, the "Blackbaud Incident") described in more detail below. USDF takes the 
security and privacy of the info1mat ion in its control seriously , and has taken steps to prevent a 
similar incident from occurring in the future. 

1. D escription of the Blackbaud Incident. 

Blackbaud , Inc. ("Blackbaud") is a cloud computing provider that is used by USDF and many 
other institutions to organize and store information related to members of our community. 

On July 16, 2020, as your Office may already be aware, Blackbaud first notified hundreds of its 
customers , including USDF, that Blackbaud experienced a ransom ware event in May 2020 \Nhich 
involved the exposure of data stored by Blackbaud 's customers on Blackbaud 's platforms . In 
response to Blackbaud 's July notification, USDF launched an internal investigation to determine , 
based on the info1mation provided by Blackbaud , \;i,rhich of its ' const ituents were impacted. 

Pri or to the completion of this invest igat ion, on September 29 , 2020, USDF received a second 
notificat ion letter from Blackbaud (hereinafter, "Blackbaud 's September notice"). This letter 
indicated that it was discovered that addit ional data maintained by USDF v ia Blackbaud that was 
previously believed to be encrypted, was in fact unenc1ypted and potentially accessible to the threat 
actor. Following Blackbaud 's September notice , USDF continued its internal investigation to 
determine the identities of additional indiv iduals whose personal info1mation was impacted. 
During its investigation, USDF discovered that one (1) resident of New Hampshire was impacted 
by the Blackbaud incident. Specifi cally, the Blackbaud Incident resulted in the unauthorized 
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WILSON ELSER 

exposure of the New Hampshire resident 's personal information, including their tax identification 
number/social security number. 

As of this writing, USDF has not received any repo11s of related identity theft since the date of the 
incident (May 2020 to present) . 

2. Number of Nel'I' Hampshire residents affected. 

As discussed above, one (1) resident of Nev,r Hampshire was potentially affected by this Incident. 
Incident notification letters addressed to that individual will be mailed on December 4, 2020, via 
First Class Mail. A sample copy of the Incident notification letter being mailed to the potentially 
affected resident of New Hampshire is included with this letter as Exhibit A. 

3. Steps taken. 

USDF takes the privacy and secmity of their information very seriously, and has taken steps to 
protect the privacy and security of potentially impacted individuals ' info1mation. Upon discove1y 
of the incident, USDF immediately informed Wilson Elser, and began identifying the individuals 
contained within the Blackbaud platform in preparation for notice. USDF has also requested 
Blackbaud to explain the steps it has taken to mitigate the risk of a similar attack. Blackbaud has 
stated that the provider's teams were able to quickly identify the vulnerability associated with this 
incident, including the tactics used by the cyberc1iminal , and took swift action to fix it. They have 
confirmed through testing by multiple third pai1ies , including the appropriate platform vendors , 
that their fix withstands all known attack tactics . Additionally, they are accelerat ing their efforts 
to fu1ther harden their environment through enhancements to access management, network 
segmentation, deployment of additi onal endpoint and network-based platforms. Additionally, all 
notified individuals were also offered complimentary identity theft and cred it monitoring services 
for a period of twenty-four (24) months. 

4. Contact information. 

USDF remains dedicated to protecting the sensitive informat ion within its control. If you have any 
questions or need additional information, please do not hesitate to contact me at 
Anjal i.Das@wilsonelser.com or (3 12) 821-6164. 

Ve1y tiuly yours , 

W ILSON ELSER MOSKOWITZ EDELMAN AND DICKER LLP 

Anjali Das 

855 793 2v.1 



WILSON ELSER 
Wl',IJf,tl ~·~{J\(,~- ,/fi;ilNIAl46 11,_t;flr:lf• 

EXHIBIT A 

8557932v.1 



SOL"TH DAKOTA 
-----To-li-.z15·;;:-r1<.-;--

Re turn Mail Processing Center 
PO Box 6336 
Portland, OR 97228-6336 

<<MaiLID>> 
<<Name] >> 
-.::<Name 2>-
<<Address l>> 
<<Address 2>> 
<<Address 3>> 
<<Address 4>> 
<<Address 5>> 
<<City>-<<State>><<Zip>> 
<<Cou ntry>> 

Dear <<Name 1 >>: 

<<Date>> 

Please accept this letter as notification of efforts that have taken place at the University of South Dakota Foundation 
("USDF") to address notice of a data security incident provided to USDF by Blackbaud, Inc . ("Blackbaud"), a 
provider of database technologies and cloud computing services. 

On July 16'h of this year, USDF was among hundreds of institutions notified by Blackbaud of a ransomware attack 
affecting customer infonnation Blackbaud holds as a se1v ice to its largely educational and nonprofit clients. USDF 
uses a Blackbaud product known as Financial Edge NXT, which acts as a database of infonnation gathered about 
employees and vendors of the University of South Dakota. 

Since then, USDF has worked with its insurer to engage outside counsel to further investigate the ex tent of the breach 
and its impact on our community. Since \Ve were notified of this incident, we have worked diligently to gather from 
Blackbaud additional details and understandings of how the incident might have sp ecifically impacted USDF data. 

We were no tified again on September 29, 2020, that additional personal infonnation of our << Variab le D ata 3>> was 
exposed to unauthorized individuals. USDF was notified that your name and <<Breached E lements>> may have been 
exposed as a result of this incident. 

.Based on theinfonnationwe have received from Blackbaud, we have no reason to believe that any perso nalinfonnation 
of members of the USDF community bas been misused as a re:mLt of this incident. However, for purp oses of fu ll 
disclosure, we feel it important to inform you that information may lmve been viewed by unauthorized individuals as 
a re:m Lt of this incident. B lackbaud has assured us that appropriate measures have been taken to n~solve the incident, 
stTengthen the Blackbaud netwm'k, and better secure data stored in the Blackb::mcl env ironment. 
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As a bes t practice, we recommend that you remain vigilant and report any suspicious activity or suspected identity 
theft to the prop er law enforcement authorities. Please review the enclosed "Additional Important Info1mation" 
section included with this letter. It explains how you may access a credit monitoring service for two years at no cost 
to you. This sec tion describes additional steps you can take to help protect yourself, including recommendations by 
the Federal Trade Commission ("FTC") regarding identity theft protection and details on how to place a fraud alert 
or a security freeze on your credit file . Please continue to remain vigilant, and carefully monitor your mail and credit 
reports for any suspicious activity, and report any incident of identity theft to your local law enforcement, Attomey 
General, and the FTC. 

We remain in contact with Blackbaud to promote accountability and to better understand their con ective solutions. 
We regret any inconvenience this situation may cause. Should you have any further questions or concerns regarding 
this letter, please contac t us at 605-624-5709 or usdfound@usdfoundation.org . You may also visit our \vebsite at 
usdalumni .com/b lackbaud . 

Sincerely, 

Steve Brown, 
President & CEO 
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Additjoual Important lnformatfou 

For residents of Hawaii. Michiran. Missouri. Virginia, Vermont, and North Carolina: It is recomm end ed by 
s ta te law tha t you remain vig ilant for in cidents of fraud and identity th ef t by rev iew ing credit card account 
s tatements and monitorin g you r cre dit report for unauth ori zed ac ti v itv. 

For resid ents of Illinois. Iowa. Marvland. Missouri, North Carolina, Oreron, and West Virrinia: 
It is required by s tate law s to info rm you that y ou may obta in a cop y of y our credit rep ort, free of 
charge, wh e ther or not y ou su sp ect any un authori zed ac ti vity on your account . You may obta in a free 
cop y of you r credit report from each of the three nati onw id e credi t rep orting age nc ies. To order your 
free credit report, please visit www.annualcreditre1)ott.com, or call toll-free at 1-877-322-8228. You can also 
ord er your annu al free credit report by mailing a completed Annu al Credit Rep ort Request Fonu (availab le at 
ht tps ://www.consu mer.f tc.govlarticles/Ol 5 5-free-credit-rep orts) to: Annual Credit R ep ort Request Service, P.O . B ox 
105 28 1, Atlan ta, GA, 30348- 5281. 

For residents of Iowa: 
Sta te law· ad v ises you to r ep ort any su specte d id entity thef t to law enfo r ce ment or to th e A ttorney Genera l. 

For residents of Oreron: 
S ta te laws advise you to rep ort any su spected id entity theft to law e nforc eme nt , inclu ding the A ttorney 
General, and the F ederal Trade Commi ss ion. 

F or residents of Arizona. Colorado. Marvland. Rhode Island. Illinois. New fork. and N orth Carolina: 
You can obta in info rmation from the Offi ces of the A ttorney Ge ner al and the F edera l Trade Co mmi ss ion 
about fraud a lerts, security freezes , and s tep s you can take toward preventing id entity theft . 
Maryland Office of the Attorney General Consum er Protection Di vision 200, S t. Paul Place Baltimore, MD 21202 
1-8 88 -743-0023 www.oag.state .md.us 
Rhode Island Office of the Attorney G€neral Consumer Protection 150 South Main Street, Prov idence RI 02903 
1-401-274-4400 www.riag.ri.gov 
North Carolina Office of the Attorney General Consumer Protection Di v ision, 9001 Mail Service Center Raleigh, 
NC 27 699-9001 1-877-566-7226 www.ncdo j.com 
Federal Trade Commission Co nsum er Resp ons e C enter, 60 0 Pennsy lvania Ave, NW Washing ton, D C 20 580 
1-877-IDTHEFT (438-4338) www.ftc .govl idtheft 
Ne·wYork Office of Attorney G€ueral Consumer Frauds &Protecti on, The Capitol A lbany, NY 12224 1-800-771-77 55 
http s:/ I ag .ny.gov I consumer-frauds/identity -theft 
Colorado Office of the Attorney General Consumer Protec ti on 1300 Broadway, 9'11 Floor, Denver, CO 80203 
1-720-508-6000 www.coag.gov 
Arizona Office of the Attorney G€neral Consumer Pro tection & Advocacy Section, 2005 North Central Avenue, 
Phoenix, AZ 85004 1-602-542-5025 
Illinois Office of the Attorney General Consumer Protection Division l 00 W Randolph St. , Chicago, IL 60601 
1-8 00-243-0618 www.illinoisattorneygeneral.gov 

For residents of Massachusetts: It is required by state law that you are infonued of your right to obtain a police report 
if you are a victim of identi ty theft 

For residents of all states : 
Fraud Alerts : You can place fraud alerts w ith the tln·ee credit bureaus by phone and online with Equifax 
(http s : 11 ass e t s. e qu ifax. co ml ass e ts l p e r so nal/F r aud A le rt R e qu e st Fo rm .p d f); Tran s Uni o n 
(b ttp s:/lww\v. transunion.comlfraud -alerts); or Experian (bttp s:/lwww.experian.com/frau dlcenter.html) . A fraud alert 
tells creditors to follow certain procedures, including contacting you , before they op en any new accounts or change 
your ex isti ng accounts. For that reason, placing a fraud alert can protect you , but also may delay you when you seek 
to obtain credit. As of Septemb er 21, 2018, initial fraud alerts las t for one year. Victim s of identi ty theft can also get 
an ex tended fraud alert for seven years. The phone numb ers for all three credit bureaus are at the bottom of this p age. 
Monito1iug : You should always remain vigilant and monitor your accounts for suspi cious or unusual ac tivity. 
Security Freeze: You also have the right to place a security freeze on your credit report. A security freeze is intended 
to prevent credit, loans, and services from being approved in your name without your consent . To place a security 
freeze on your credit report, you need to make a request to each consumer rep orti ng agency. You may make that request 
by cettified mail, ovemight mail, regu lar s tamp ed mail, or by following the instmctions found at the websites li s ted 
below. The fo llowing infomiation must be included when requesting a security freeze (note that if you are requesti ng 
a credit rep ort for your spouse or a minor under the age of 16, this infonuation r11U st be provided for him/her as well): 
(l) full name, with middle initial and any suffixes; (2) Social Security numb er; (3) date of birth; ( 4) cunent address 
and any previou s addresses for the p ast five years; and (5) any applicable incident rep ort or complaint w ith a law 
enforcement agency or the Regis tty of Motor Vehicles. The request must also include a copy of a govemment-issued 
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identification card and a copy of a recent utility bill or bank or insurance statement. It is essential that each copy be 
legible, display your name and cunent mailing address, and the date of issue . As of Septemb er 21, 2018, it is free to 
place, lift, or remove a security freeze. You may also place a security freeze for children under the age of 16. You may 
obtain a free security freeze by contacting any one or more of the following national consumer reporting agencies: 

Equifax Security Freeze 
P.O. Box 105788 
Atlanta, GA 30348 
https ://www.equifax.com/personal/ 
credit-rep ort-setvices/ctedi t-freeze/ 
800-525-6285 

Experian Security Freeze 
P.O. Box 9554 
Allen, TX 75013 
www.experian.com/freeze 
888-397-3742 

TransUnion (FVAD) 
P.O. Box 2000 
Chester, PA 19022 
freeze. transunion.com 
800-680-7289 

More information can also be obtained by contacting the Federal Trad e Commission listed above . 
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Blackbaud Credit Monjtoring- Seryice 

Blackbaud is prov iding you \Vi th access to Single Bureau Credit Monitoring"' services at no charge . Services are for 
24 months from the date of enro llment. When changes occur to your Exp erian credi t file, notificati on is sent to you 
the same day the change or update takes place with the bureau . In add iti on, \Ve are providi ng you with proac tive fraud 
assistance to help with any questions you mighi have. In the event you become a victim of fraud you will also have 
access remediation support from a CyberScout Fraud Investi gator. In order for you to receive the monitoring service 
described above, you must enroll within 90 days from the date of thi s letter. 

Proactive Fraud Assistance. For sensitive breaches focused on customer retention, reputation management, or 
escalation handling, Cyb erScout provides unlimited access during the serv ice p eriod to a fraud sp ecialist who will 
work with enrolled notification recipi ents on a one-on-one bas is, answering any questions or concerns that they may 
have. Proactive Fraud Assistance includes the following features : 

Fraud sp ecialist-assisted placement of fraud alert, protective registration, or geographical equivalent, in 
situations where it is wananted. 
After p lacement of a Fraud Alert, a credit report from each of the three (3) credit bureaus is made avai lable to 
the notification recipient (United States only). 
Assistance wi th read ing and inte1pre ting credit reports for any poss ible fraud indicators . 
Removal from credit bureau marketing li sts while Fraud Alert is active (United States only). 
Answering any questions individuals may have about fraud . 
Provide individuals with the abili ty to receive electronic education and alerts through email. (Note that these 
emails may not be sp ecific to the recipient 's jurisdiction/locati on.) 

Identity Theft and Fraud Resolut.ion Services . Resolution serv ices are provided for enrolled notification recipients 
who fall victim to an identity theft as a result of the app licab le breach incident. ID Theft and Fraud Resolution 
includes, but is not limited to, the fo llowing features: 

Unlimited access during the service p eriod to a p ersonal fraud sp ecialist via a toll-free numb er. 
Creation of Fraud Victim affidav it or geographical equ ivalent, where applicable . 
Preparation of all documents needed for credit grantor notification, and fraud infonnation removal pmposes. 
All phone calls needed for credit grantor notification, and fraud infonnation removal pmposes. 
Notification to any relevant government and private agencies. 
Assistance with filing a law enforcement report. 
Comprehensive case file creation for insurance and law enforcement. 
Assistance with enrollment in app licable Identity Theft Passport Programs in states where it is avai lable and 
in situations where it is wananted (United States only). 
Assistance with p lacement of credit file freezes in states where it is avai lab le and in situations where it is 
wananted (United States only); this is limited to online-based credit freeze assistance. 
Customer se1v ice support for individuals when enrolling in monitoring products, if applicab le. 
Assistance with review of credit reports for possible fraudu lent activ ity. 
Unlimited access to educational fraud info1mation and threat alerts. (Note that these emails may not be 
sp ecific to the recipient 's jurisdiction/locati on.) 

Enrollment Instructions 

How do I enroll for the free services? 

To enroll in Credit Monitoring services at no charge, please navigate to: 

bttos: / /www.cyberscoutba.com  

If prompted, please provide the following unique code to gain access to services :  

Once. registered, you can access Monitoring Services by selecting the " Use Now" link to fully authenticate your 
identi ty and activate your se1v 1ces. Please ensure you take this step to receive your alerts within 90 days from the date 
of this letter. 
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