From: Finglas, Ivy
Sent: Tuesday, July 21, 2020 10:36 AM
To: DOJ: Attorney General

cc

Subject: FW: Notification of Potential Data Breach

EXTERNAL: Do not open attachments or click on links unless you recognize and trust the
sender.

To whom it may concern

Under the direction of UNH’s Cybersecurity, and in accordance with New Hampshire RSA 359: C-20,
the purpose of this email is to serve as notification of a Data Security Breach incurred at the
University of New Hampshire Advancement Department on June 22, 2020 for one users laptop. The
computer of a staff member was accessed remotely by an unauthorized non-UNH agent. The
computer contained personal data files (containing the user and her daughters social security
numbers and the users health enrollment information). The computer password was changed when
reported and the computer was obtained by Cybersecurity for further investigation and a new
computer issued to the affected user removing these records. While we cannot determine
conclusively that the files were viewed or copied, the university has provided the affected individuals
with appropriate notification in accordance with New Hampshire RSA 359: C-20.

Number of affected users = one



Date of notification to the one user = by phone and logged on June 24, 2020 and officially by email
on July 13, 2020

Regards,

Ivy

From: Finglas, Ivy

Sent: Monday, July 13, 2020 8:36 AM

To: attorneygeneral@doj.nh.gov

c I
Subject: Notification of Potential Data Breach

To whom it may concern

Under the direction of UNH’s Cybersecurity, and in accordance with New Hampshire RSA 359: C-20,
the purpose of this email is to serve as notification of a Data Security Breach incurred at the
University of New Hampshire Advancement Department on June 22, 2020 for one users laptop. The
computer of a staff member was accessed remotely by an unauthorized non-UNH agent. The
computer contained personal data files (containing the user and her daughters social security
numbers and the users health enrollment information). The computer password was changed when
reported and the computer was obtained by Cybersecurity for further investigation and a new
computer issued to the affected user removing these records. While we cannot determine
conclusively that the files were viewed or copied, the university has provided the affected individuals
with appropriate notification in accordance with New Hampshire RSA 359: C-20.

Regards,

Ivy

lvy Finglas

Director Cybersecurity Operations and Identity Access Management

University System of New Hampshire

5 Chenell Drive, Suite 301

Concord, NH 03301

Phone 603-862-3503

www.usnh.edu

Confidentiality Notice: This e-mail and any files transmitted with it are confidential and are intended
solely for the use of the individual(s) addressed in the message above. This communication may contain
sensitive or confidential information. If you are not an intended recipient, you have received this e-mail in
error and any use, dissemination, forwarding, printing, or copying of this e-mail is strictly prohibited. If

you believe you have received this e-mail in error, please notify us immediately and delete all copies of
this message including any contained in your reply. Thank you.
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