





EXHIBIT A






For More Information. V. understand that you may have questions about thic = ident that are not addressed in this letter.
If you have additional questions, please call our dedicated assistance line at (866) 783-5580 between 5 AM and 6 PM PST
Monday through Friday excluding major U.S. holidays.

Again, UA takes the privacy and security of the personal information in our care earnestly. We sincerely regret any concern
or inconvenience this incident may cause you.

Sincerely,
/‘v/' 1( ~/ A{
{

Mark Kondrak
Chief Information Technology Officer



Steps You Can Take to Protect Personal Information
ng
As a safeguard, we have arranged for you to enroll, at no cost to you, in an online credit monitoring service (myTrueldentity)

for one year provided by TransUnion Interactive, a subsidiary of TransUnion®, one of the three nationwide credit reporting
companies.

To enroll in this service, go to the myTrueldentity website at www.mvtrneidentirv.com and in the space referenced as “Enter
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Activation Code”, enter the following  letter Activation Code and follow the three steps to receive

your credit monitoring service online within minutes.

If you do not have access to the Internet and wish to enroll in a similar offline, paper based, credit monitoring service, via U.S.
Mail delivery, please call the TransUnion Frax ices toll-free hotline at 1-855-288-5422. When prompted,
enter the following 6-digit telephone pass code ind follow the steps to enroll in the offline credit monitoring
service, add an initial fraud alert to your credit file, or to speak to a TransUnion representative if you believe you may be a
victim of identity theft.

You can sign up for the online or offline credit monitoring service anytime between now and August 31, 2019. Due to privacy
laws, we cannot register you directly. Please note that credit monitoring services might not be available for individuals who
do not have a credit file with TransUnion, or an address in the United States (or its territories) and a valid Social Security
number. Enrolling in this service will not affect your credit score.

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit report and credit
score. The daily credit monitoring service will notify you if there are any critical changes to your credit file at TransUnion,
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of address and more. The
service also includes the ability to lock and unlock your credit report, access to an identity restoration program that provides
assistance in the event your identity is compromised to help you restore your identity and up to $1,000,000 in identity theft
insurance with no deductible. (Policy limitations and exclusions may apply.)

- . -r .

We encourage you to remain vigilant against incidents of identity theft and fraud, to review your account statements, and
to monitor your accounts and credit reports for suspicious activity and to detect errors. Under U.S. law you are entitled
to one free credit report annually from each of the three major credit reporting bureaus. To order your free credit report,
visit www.annualcreditreport.com or call, toll-free, 1-877-322-8228. You may also contact the three major credit bureaus
directly to request a free copy of your credit report.

You have the right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from
releasing information in your credit report without your express authorization. The security freeze is designed to prevent
credit, loans, and services from being approved in your name without your consent. However, you should be aware that using
a security freeze to take control over who gets access to the personal and financial information in your credit report may
delay, interfere with, or prohibit the timely approval of any subsequent request or application you make regarding a new
loan, credit, mortgage, or any other account involving the extension of credit. Pursuant to federal law, you cannot be charged
to place or lift a security freeze on your credit report. Should you wish to place a security freeze, please contact the major
consumer reporting agencies listed below:

Experian TransUnion Equifax

PO Box 9554 P.O. Box 2000 PO Box 105788

Allen, TX 75013 Chester, PA 19016 Atlanta, GA 30348-5788
1-888-397-3742 1-888-909-8872 1-800-685-1111

www.exy . " Jc--*er.t*—] www.transunion.com/credit-freeze www.equ - com/pers--al’---dit-

In order to request a security freeze, you will need to provide the following information:

Your full name (including middle initial as well as Jr., Sr., II, ITI, etc.);

Social Security number;

Date of birth;

If you have moved in the past five (5) years, provide the addresses where you have lived over the prior five years;

Proof of current address, such as a current utility bill or telephone bill;

A legible photocopy of a government-issued identification card (state driver’s license or ID card, military identification, etc.);
If you are a victim of identity theft, include a copy of either the police report, investigative report, or complaint to a law
enforcement agency concerning identity theft.
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UNIVEKSITY UF ALASKA MEDIA cuniACt: rOr 1mmeaiare Kelease:
Alexandra Belton Fairhonkg Alaska
267-930-4773
abelton@mullen.law

UNIVERSITY OF ALASKA - NOTICE OF DATA BREACH

The University of Alaska is notifying affected students and individuals after an investigation into a data privacy
incident involving potential unauthorized access to certain UA email accounts. University of Alaska is notifying
individuals whose records were or may have been in the email accounts at the time of the unauthorized access and
is providing these individuals with information and resources that can be used to better protect against the possible
misuse of information.

What Happened? In February 2018, University of Alaska (UA) began receiving reports from UAOnline system
users of issues accessing their UAOnline accounts. UA immediately took steps to terminate unauthorized access,
initiated an investigation, and began working with third-party forensic experts to assist in determining the impact of
this activity. Based on the investigation, UA determined that certain users’ UAOnline account passwords were
changed by an unauthorized third party. In February 2018, UA notified all UAOnline users whose accounts were
affected and upgraded security protocols for password changes.

Following the notification to affected UAOnline users, UA continued to investigate the unauthorized access to the
UA system to confirm the full nature and scope of the activity. That investigation included a thorough review of
other university systems and applications. Through this review, on or around March 28, 2018, the investigation
determined that an unauthorized user also may have accessed certain email accounts between January 31, 2018 and
February 15, 2018. UA expanded the investigation to include a comprehensive programmatic and manual review of
the affected email accounts to determine whether protected information was present and to whom such records
related. UA then worked diligently to determine the identity and contact information for individuals whose
information may have been present in the email accounts at the time of the unauthorized access. This process was
completed on or around February 25, 2019.

What Information Was Involved? The information that may have been present in the affected email accounts
varies by individual; however, it may include an individual’s name, government issued identification number, date
of birth, digital signature, driver’s license number, usernames and/or passwords, financial account numbers, health
and/or health insurance information, passport number, and UA student identification number. For certain
individuals, Social Security number may also have been present in the affected email accounts.

What UA Is Doing. Upon learning of potential unauthorized access to certain email accounts, UA immediately
took steps to respond and worked with outside experts to confirm the nature and scope of the email incident and
identify any individuals whose information may have been present in the emails potentially subject to unauthorized
access. UA is notifying potentially affected individuals of this incident, providing them with access to credit
monitoring, and providing information and access to resources they may use to better protect against potential
misuse of personal information, should they feel it appropriate to do so. While UA has security measures in place
to protect information in its care, it is also taking steps to evaluate additional safeguards and review policies and
procedures in order to protect the security of information on our systems.

What You Can Do. UA encourages potentially affected individuals to review the information it is providing on
“Steps Individuals Can Take To Protect Information.”

For More Information. To assist individuals who may have further questions about thic incidant TTA hog
established a toll-free hntli»~ This d~“i~ated assistance line may be reached by calling ,
Monday through a.m. to p-m. PST (excluding US holidays). Additional intormation may also be
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, Monday through am.to  p.m. PST (excluding US holidays). The University will
not comact you by phone w request any personar information.



