








¥ 1" " yPoint Health Has Done to Address the Situation

Upon learning of this attack, UnityPoint Health launched an investigation with an expert computer forensics firm to determine the
size and scope of the attack, as well as the number of people potentially impacted. We informed law enforcement agencies about this
situation. In addition, our organization has taken a number of important steps intended to prevent similar situations from happening
in the future:

»  We reset passwords for all compromised accounts to prevent further unauthorized access;

»  We conducted mandatory education for our employees to help them recognize and avoid phishing emails;

*  We added technology to identify suspicious external emails; and

*  We implemented multi-factor authentication which requires users to go through multiple steps to verify their identity in order to
access our systems.

What You Car ™ to Protect Your Personal and Health Info on

We want to help protect you from potential misuse of your personal information. We are offering you a free one-year membership for
credit monitoring through Experian Identity WorksS™ Credit 3B. This service helps detect possible misuse of your personal information
and provides you with identity protection services focused on immediate identification and resolution of identity theft. IdentityWorks
Credit 3B is completely free to you and enrolling in this program will not hurt your credit score. For more information on identity
theft prevention and IdentityWorks Credit 3B, including instructions on how to activate your one-year membership, please see the
additional information provided in this letter.

Also enclosed, you will find information about other precautionary measures you can take, including placing a fraud alert and/or
security freeze on your credit files and obtaining a free credit report. Additionally, we encourage you to remain vigilant in reviewing
your financial account statements for fraudulent or irregular activity on a regular basis. You should also review your payment card
account statements closely and report any unauthorized charges to your card issuer immediately because card-network rules generally
provide that cardholders are not responsible for unauthorized charges that are reported promptly. The phone number to call is usually
on the back of the payment card.

Finally. we want to make you aware of what you can do to protect your medical identity by monitoring your health information:

*  Only share your health insurance cards with your health care providers and other family members who are covered under your
insurance plan or who help you with your medical care.

*  Review your “explanation of benefits statement™ which you receive from your health insurance company. Follow up with your
insurance company or care provider for any items you do not recognize. If necessary, contact the care provider on the explanation
of benefits statement and ask for copies of medical records from the date of the potential access (noted above) to current date.

*  Askyour health insurance company, HMO or health benefits provider for a current year-to-date report of all services paid for you
as a beneficiary. Follow up with your insurance company or the care provider for any items you do not recognize.

For More Information

If you have any questions or concerns regarding this incident, please call our dedicated and confidential toli-free helpline at
1-888-266-9285. The help line is staffed by professionals familiar with this incident and knowledgeable about what you can do to
protect against misuse of your information. The help line is available Monday through Friday. 8:00 a.m. to 8:00 p.m. Central Time.
Information is also available on our website at www.unitypoint.org/security-notice.

Finally, please accept our sincere apology for this incident. UnityPoint Health is committed to protecting your information and
has many procedures in place to help safeguard it. We are continually evaluating and modifying our security practices to further

strengthen the privacy of your personal and health information.

Sincerely,

RaeAnn Isaacson
Privacy Officer UnityPoint Health
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