
July~ · 2017 
VIA 1 ERTIFIED MAIL 

Offic . of the Attorney General 
33 C pitol Street 
Concord , NH 03301 

Dear Attorney General Foster: 

RECEIVED 

JUL 1 0 2017 

CONSUMER PROTECTION 

DLA Piper LLP (US) 

500 Eighth Street, NW 
Washington , DC 20004 
www.dlapiper.com 

James N. Duchesne 
james.duchesne@dlapiper.com 
T 202. 799.4384 
F 202.799.5448 

I am riting on behalf of our client United Airlines ("United") to notify you of an incident involving the theft 
of New Hampshire residents' personal information by a now former employee that likely occurred 
somJtime between 2013 and 2014. United learned of this incident when it was notified by the Federal 
Bureku of Investigation in May 2017. 

At th~ FBl 's request, United did not notify any individuals or state regulators so the FBI could conduct its 
investigation into this incident. The FBI recently informed United that its investigation was at a point where 
Unit1d could begin providing notice of this incident to affected individuals and state regulators. 

The incident resulted in the unauthorized access to the personal information (as defined under N.H. Rev. 
Stat.§ 359-C:19 et seq.) of six (6) New Hampshire residents. The personal information that may have 
been accessed includes: 

1 
Stolen United paper documents, which included individuals' names, MileagePlus (frequent flyer) 
numbers, and credit card information (without security codes) of United customers. 

Sine learning of this incident, United has worked closely with the FBI. United is offering affected 
indiv!duals one year of identity monitoring services from ID Experts. To take advantage of this offer, 
ind iv duals can follow the instructions in their notification letter. 

United is in the process of notifying those affected. A copy of the notice template that will be sent to New 
Ham,pshire residents is attached. Please contact me at 202-799-4384 if you have any questions. 

Res ectfully, 

Piper LLP (US) 

~~-

Jam s N. Duchesne 

JND 
Atta · hment 

,. 



UNITEDIJI. 
CIO ID Expe s 
10300 SW G eenburg Rd. Ste. 570 
Portland, OR 97223 

<<First Na e>> <<Last Name>> 
<<Addressl > <<Address2>> 
<<City>>, <State>> <<Zip Code>> 

NOTICE OF DATA BREACH 

Dear <<Fir t Name>>, 

June 30, 2017 

United reco izes the importance of safeguarding its customers' personal information. To that end, United has 
administrati e, technical and physical safeguards for that information. Even the most rigorous safeguards, 
however, c ot guarantee protection against criminal conduct. 

We are wri ing to inform you of an incident involving theft of your personal information that likely occurred 
sometime b tween 2013 and 2014. Law enforcement provided us relevant information about this incident in 2017, 
including t at it might have affected your information, but requested that we delay in notifying you while it 
continued t investigate. Law enforcement now has permitted us to send this notice to you. 

What Infol mation Was Involved? 

During a la enforcement investigation, authorities obtained stolen United paper documents, which included your 
name, Mile gePlus number, and credit card information (without security code) for your card ending in <<Last 
4>>. 

These doc ments had been used by United to manually process certain credit card charges that had been 
authorized y MileagePlus account holders. These documents contained information about a charge you 
authorized in <<Transaction Date>>. 

What WefJ re Doing. 

We underst nd that the theft of your personal information, and any related inconvenience is upsetting. We regret 
that this in ident has occurred, and we apologize for any inconvenience it may cause you. 

We are coo erating with law enforcement authorities in their ongoing investigation. 

We have e gaged ID Experts® to help answer questions you may have. 



, What You l.. Do. 

The Federal Trade Commission (FTC) recommends that you remain vigi lant by checking your credit reports 
periodically Checking your credit reports periodically can help you spot problems and address them quickly. 
You can als order free copies of your annual reports through www.annualcreditreport.com. You should also 
monitor yo r financial accounts for any suspicious activity. For more information about steps you can take to 
reduce the r el ihood of identity theft or fraud , call 1-877-ID-THEFT (877-438-4338), visit the FTC's website at 
htt ://www. c. ov/bc /edu/microsites/idtheft/, or write to : Federal Trade Commission, 600 Pennsylvania 

, Washington, DC 20580. However, if you believe you are the victim of identity theft, you should 
contact your local law enforcement agency or the FTC. 

e you to contact ID Experts with any questions by calling 1-800-939-4170. ID Experts agents are 
nday through Friday 6 am - 5 pm Pacific Time (exc luding holidays and weekends). 

Other Imp ' rtant Information. 

Law Enforcement Delay 
Because of n ongoing law enforcement investigation into this incident, we delayed sending this notification. 

Information on Credit Report Fraud Alerts 

You may al . o place a fraud alert on your credit fi le. A fraud alert tells creditors to contact you before they open 
any new ac~ounts or change your existing accounts. Call any one of the three major credit bureaus. As soon as 
one cred"t b fi f d I h h "fi d I fl d I a ert, t e ot ers are not! 1e top ace rau a erts . I ureau con !fms your rau 

E ~perian Equifax Trans Union 
1 888-397-3742 1-800-525-6285 1-800-680-7289 
w1ww .exoerian.com www.eguifax.com www.transunion.com 
EKperian Fraud Division Equifax Information Services P.O. Box 6790 
P 0. Box 9554 LLC Fullerton, CA 92834-6790 
A llen, TX 75013 P.O. Box 105069 

Atlanta, GA 30348-5069 

also lace fraud alerts onl ine b visitin the followin You can p y g g 

• Ex1erian: https://www.experian .com/fraud/center .html 

websites: 

• Eq ifax: https://www.alerts.eguifax.com/ AutoFraud Online/ jsp/fraudA lert.j sp 

• 

Information on Credit Freezes 

In add ition o a fraud alert, you may also have a security freeze placed on your credit fi le. A security freeze will 
block a ere ' it bureau from releasing information from your credit report without your prior written authorization. 
However, lease be aware that it may delay, interfere with, or prevent the timely approval of any requests you 
make for n w loans, mortgages, employment, housing or other services. To place a security freeze on your credit 
report, you wi ll need to send a written request to a consumer reporting agency (listed above) by certified mail , 



overnight ail, or regular stamped mail. The consumer reporting agency may charge a fee of up to $10.00 to 
place a free e or lift or remove a freeze. 

You can als place security freezes online by visiting the following websites: 

• Exp rian: https://www.experian.com/freeze/center.html 

• Equ fax: https://www.freeze.equifax.com/Freeze/jsp/SFF PersonalIDlnfo.jsp 

• Tra sU nion: https://freeze.transunion.com/sf/securityFreeze/landingPage.jsp 

Call 1-800- 39-4170. 



Other State Soecific Notices 

For residents of Oregon 

State law a wises you to report any suspected identity theft to local police or other law enforcement officials, 
Oregon's Attorney General as well as the Federal Trade Commission. 

For residen~s of Maryland, North Carolina, and Rhode Island 

You can ob1ain information from the Maryland, North Carolina, and Rhode Island Office of the Attorney General 
and the Fed;:ral Trade Commission about steps you can take to avoid identity theft. 

Maryland Office of the 
Attorney :;eneral 
Consumer Protection 
Division 
200 St. Paul Place 
Baltimore,IMD 21202 
1-888-743 0023 
www.oag.)tate.md.us 

I 

I 

I 

North Carolina Office 
of the Attorney 
General 
Consumer Protection 
Division 
9001 Mail Service 
Center 
Raleigh, NC 27699-
9001 
1-877-566-7226 
www.ncdoj.com 

Rhode Island Office of Federal Trade 
the Attorney General 
Rhode Island Office of 
the Attorney General 
150 South Main Street 
Providence, RI 02903 
(401) 274-4400 
http://www.riag.ri .gov/ 

Commission 
Consumer Response Center 
600 Pennsylvania A venue, 
NW 
Washington, DC 20580 
1-877-IDTHEFT (438-
4338) 
www.ftc .gov/bcp/edu/micro 
sites/idtheft 


