BakerHostetler

January 30, 2015

VIA OVERNIGHT MAIL

Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Attn.: Attorney General Joseph Foster

Re: Incident Notification

Dear Attorney General Foster:

On April 9, 2014, our client, UMass Memorial Medical Group (UMMMG), learned that
information related to some of its patients may have been accessed inappropriately and
potentially for fraudulent purposes. UMMMG immediately began an investigation and reported
the incident to law enforcement. Thereafter, law enforcement required that UMMMG withhold
notification to its patients while they conducted their investigation. On January 28, 2015,
UMMMG was given permission by law enforcement to notify and it began notifying potentially
affected patients on January 30, 2015.

Upon further investigation of the incident, UMMMG identified an employee who may
have accessed billing records outside of normal job duties from January 7, 2014 to May 7, 2014.
That employee no longer works with UMMMG. Also, in August 2014, law enforcement advised
UMMMG that they found copies of some patient billing documents in possession of an
unauthorized person related to the April incident. The precise information potentially accessed
by the former employee varies with regard to different patients, but it may have included
patients’ names, addresses, dates of birth, medical record numbers, and Social Security
numbers. The information also may have included credit or debit card numbers used for
payments to UMMMG, phone number(s), email addresses and guarantors’ names, if any.
UMMMG continues to work with law enforcement in its investigation.

This incident did not affect all UMMMG patients. UMMMG is notifying the potentially
affected patients and offering to eligible patients one year of free credit monitoring services.
UMMMG is also providing call center support for those potentially affected.

UMMMG deeply regrets this incident and any inconvenience it may cause its patients.
To help prevent this type of situation from happening again, UMMMG is further strengthening its
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privacy and information security program, including identifying additional measures and
enhancements to existing safeguards to protect patient information. UMMMG is also re-
enforcing staff education regarding its policies and procedures to safeguard patient information.

UMMMG is notifying approximately 76 New Hampshire residents in substantially the
same form as the attached letter.! As a covered entity under the Health Insurance Portability
and Accountability Act of 1996 (“HIPAA”), UMMMG is required to maintain procedures for
responding to a breach of security, and notification to New Hampshire residents is being
provided in compliance with those procedures. See N.H. Rev. Stat. Ann. § 359-C:20(V); see
also 45 C.F.R. §§ 160.103 and 164.400 et seq.

Please do not hesitate to contact me if you have any questions regarding this matter.

Sincerely,

' As UMMMG does not conduct business in New Hampshire, this report is not, and does not constitute, a
waiver of personal jurisdiction.
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