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 September 9, 2022 

 

VIA EMAIL (DOJ-CPB@DOH.NH.GOV) 

Attorney General John Formella 
Office of the Attorney General 
33 Capitol Street 
Concord, NH  03301 

Re: Incident Notification 
   

Dear Attorney General Formella: 

We are writing on behalf of our client, U-Haul International, Inc. (U-Haul), to notify your 
office of a cybersecurity incident that involved New Hampshire residents’ information. U-Haul is 
located at 2727 North Central Avenue, Phoenix, AZ 85004. 

On July 12, 2022, U-Haul detected a compromise of two unique passwords. Credentials 
were used to access a customer contract search tool. The contract search tool allows users to access 
U-Haul customer contracts. Upon discovering the incident, U-Haul took steps to secure the account 
and launched an investigation. A cybersecurity firm was engaged to assist. On August 1, 2022, the 
investigation determined that an unauthorized party accessed some customer contracts using the 
contract search tool between November 5, 2021, and April 5, 2022. None of U-Haul’s financial, 
payment processing or U-Haul email systems were involved. 

U-Haul reviewed the accessed contracts to determine what customer information was 
involved. On September 7, 2022, U-Haul determined that the contracts accessed included the name 
and driver’s license or state identification number of 7,948 New Hampshire residents.  

U-Haul is emailing or mailing via USPS First Class Mail, depending on the contact 
information available to U-Haul, notification letters to these New Hampshire residents in 
accordance with N.H. Rev. Stat. Ann. § 359-C:20.1 A sample of the notification is enclosed. U-
Haul is offering impacted individuals a complimentary, one-year membership to credit monitoring 

 
1 This report is not, and does not constitute, a waiver of U-Haul’s objection that New Hampshire lacks personal 
jurisdiction over the company related to this matter. 
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and identity theft protection services. U-Haul has also established a dedicated, toll-free call center 
that individuals can call to obtain more information regarding the incident. 

To reduce the risk of a similar incident from occurring in the future, U-Haul continues to 
take steps to enhance its existing security protocols. 

Please do not hesitate to contact me if you have any questions regarding this matter.  
 
Sincerely, 

M. Scott Koller 
Partner 
 

 
Enclosure 
 





  

   
  

       

  

    
                 

  

              

       

                   

       

                    

        

                     

      

                   

  

  

   

      

  

        

  

  

          

                   

                

   

             

    

               

  

            

       

  

       

         

                                    

                               

                                

                               

                                  

                               

                                   

                          

                               

                                 

                        

                                  

    
 



     

                       
                       
                 
                

    

          

          

           

                       
                  

                      
                      

                     
   

               

   

       

                        
                          

                           
                         

               

                        
                    

                        
                      

            

                         
                     

                       

                           
                     

             

           

            

           

                 

                   
                     

                          
                           

              

                          
                        
        

 



 

4895-9392-2351.3 

The U-Haul main office mailing address is 2727 North Central Avenue, Phoenix, AZ 85004. Its telephone number is 866-963-0620. 

Additional information for residents of the following states: 

Connecticut: You may contact and obtain information from your state attorney general at:  Connecticut Attorney General’s 
Office, 165 Capitol Ave, Hartford, CT 06106, 1-860-808-5318, www.ct.gov/ag 

District of Columbia: You may contact and obtain information from your attorney general at: Office of the Attorney General for 
the District of Columbia, 441 4th Street NW, Washington, DC 20001, 1-202-727-3400, www.oag.dc.gov 

Maryland: You may contact and obtain information from your state attorney general at: Maryland Attorney General’s Office, 200 
St. Paul Place, Baltimore, MD 21202, 1-888-743-0023 / 1-410-576-6300, www.oag.state.md.us 

New York: You may contact and obtain information from these state agencies: New York Department of State Division of 
Consumer Protection, One Commerce Plaza, 99 Washington Ave., Albany, NY 12231-0001, 518-474-8583 / 1-800-697-1220, 
http://www.dos.ny.gov/consumerprotection; and New York State Office of the Attorney General, The Capitol, Albany, NY 12224-
0341, 1-800-771-7755, https://ag.ny.gov 

North Carolina: You may contact and obtain information from your state attorney general at: North Carolina Attorney General’s 
Office, 9001 Mail Service Centre, Raleigh, NC 27699, 1-919-716-6000 / 1-877-566-7226, www.ncdoj.gov 

Rhode Island: This incident involves 5,611 individuals in Rhode Island. Under Rhode Island law, you have the right to file and 
obtain a copy of a police report. You also have the right to request a security freeze, as described above. You may contact and 
obtain information from your state attorney general at: Rhode Island Attorney General’s Office, 150 South Main Street, 
Providence, RI 02903, 1-401-274-4400, www.riag.ri.gov 

West Virginia: You have the right to ask that nationwide consumer reporting agencies place "fraud alerts" in your file to let 
potential creditors and others know that you may be a victim of identity theft, as described above. You also have a right to place a 
security freeze on your credit report, as described above. 
 
A Summary of Your Rights Under the Fair Credit Reporting Act: The federal Fair Credit Reporting Act (FCRA) promotes 
the accuracy, fairness, and privacy of information in the files of consumer reporting agencies. There are many types of consumer 
reporting agencies, including credit bureaus and specialty agencies (such as agencies that sell information about check writing 
histories, medical records, and rental history records). Your major rights under the FCRA are summarized below. For more 
information, including information about additional rights, go to www.consumerfinance.gov/learnmore or write to: Consumer 
Financial Protection Bureau, 1700 G Street NW, Washington, DC 20552. 

 You must be told if information in your file has been used against you. 
 You have the right to know what is in your file. 
 You have the right to ask for a credit score. 
 You have the right to dispute incomplete or inaccurate information. 
 Consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable information. 
 Consumer reporting agencies may not report outdated negative information. 
 Access to your file is limited. 
 You must give your consent for reports to be provided to employers. 
 You may limit “prescreened” offers of credit and insurance you get based on information in your credit report. 
 You have a right to place a “security freeze” on your credit report, which will prohibit a consumer reporting agency from 

releasing information in your credit report without your express authorization. 
 You may seek damages from violators. 
 Identity theft victims and active duty military personnel have additional rights. 




