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1528 Walnut Street 
Suite 1502 

VIA FIRST CLASS MAIL 

NH Department of Justice 
Gordon J. MacDonald, Attorney General 
33 Capitol Street 
Concord, NH 03301 

January 6, 2021 

RE: Data Incident Notification 
UFCW Local 1776 

To Whom It May Concern: 

Philadelphia, PA 19102 

RECEIVED 

JAN 14 2021 

CONSU En ?~·::YrECilOt 

T 215.433.1500 
F 215.433.1501 
Wertman.j@WSS LLP.com 

Let this letter serve as the notification requirement pursuant to N.H. Rev. Stat. Ann. § 359-
C:20(I)(b) pertaining to a data incident involving two (2) New Hampshire residents as to the 
above referenced entity located in Pennsylvania. The data incident occurred on the computer 
system of the above referenced entity and involved New Hampshire residents whose information 
was originally sourced by the Pennsylvania Liquor Control Board and maintained on the above 
referenced entity' s system for union related purposes. There is no indication that there has been 
any breach of the Pennsylvania Liquor Control Board ' s computer system. This letter follows the 
results of a forensic investigation that wa recently completed. A sample copy of the notification 
letter is enclosed. 

On or about September 11 , 2020, we learned that there was potentially unauthorized access from 
a foreign IP system to union employee e-mails which contained certain limited information as to 
certain individual from approximately July 14, 2020-August 12, 2020. An in depth analysis of 
the union employee emails, to determine which individuals were affected, wa completed on or 
about ovember 4, 2020. Analysis was completed on December 30, 2020, in order to verify 
contact infonnation for this notice. Prior to December 30, 2020, neither the addresses of the 
affected individuals nor contact information for the affected individuals was known. The 
investigation is now complete but, unfortunately, the forensic IT firm cannot determine which 
files , if any, were actually accessed. 

The information included the following infonnation full name and Social Security Number. The 
information was contained in an excel file wherein the Social Security Numbers were hidden 
from view, subject to reformatting. Out of an abundance of caution, everyone who e information 
was potentially accessible is being notified. 
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We have no way of knowing which individuals' information may have been accessed, so all 
individuals are being notified in an overabundance of caution. In addition, we are providing 
complimentary credit monitoring services through IDX to all affected persons for a period of one 
year. Notices are being sent beginning on January 5, 2021 through IDX. 

Should you have any additional questions, please do not hesitate to contact counsel listed below. 

Sincerely, 

Isl Joel Wertman 

Joel Wertman, Esq. 
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UFCW Local 1776 
c10 mx 
P.O. Box 1907 
Suwanee, GA 30024 

<<First Name>> <<Last Name>> 
<<Address 1 >> <<Address2>> 
<<City>>, <<State>> <<Zip>> 

Dear «First_Name» «Last_ Name», 

Notice of Data Incident 

To Enroll, Please Call : 
833-905-3226 

Or Visit: 
https://app.idx.us/account­

creati on/protect 
Enrollment Code: XXXXXXXX 

January 5, 202 1 

Please all ow thi s letter to noti fy you of a data incident invo lving some of your personal info rmation. We take the 
privacy of your info rmation very seriously and recommend that you close ly rev iew the info rmation prov ided in 
thi s letter fo r steps that you may take to protect yourself aga inst the potential misuse of information. 

Ulhat Happened? 

On or about September 11 , 2020, we learned that there was potentially unauthorized access from a fo reign IP 
system to union employee e-mail s which contained certain limited info rmation as to certa in individuals from 
approximately July 14, 2020-August 12, 2020. An in depth analysis of the union employee email s, to determine 
which individuals were affected, was completed on or about November 4, 2020. Analysis was completed on 
December 30, 2020, in order to veri fy your contact info rmation fo r thi s notice. The investigation is now complete 
but, unfo rtunately, the fo rensic IT firm cannot determine which fil es, if any, were actually accessed. Out of an 
abundance of caution, I am noti fy ing everyone whose info rmation was potentially accessible. 

What Information Was Involved? 

If you are a member of the union, the information may have included the fo ll owing information: fu ll name, 
address, Social Securi ty Number, and government identification number. 

If you are not a member of the union, the info rmation may have included the fo llowing information: full name, 
address, Social Securi ty Number, and government identification number. 

What We are Doing 

Cyber-attacks on emai I continue to increase and evo lve. For thi s reason and to help prevent this type of incident 
in the future, we are continuously enhancing our data securi ty procedures. In addition, we have worked diligently 
with counsel and third party vendors of identity protection services to reso lve thi s matter and protect your 
personal info rmation. Likewise, we are currently in the process of communicating with the appropriate law 
enfo rcement departments, where appropriate. 

In addition, we are offering identi ty theft protection services through IDX, the data breach and recovery ervices 
expert. IDX identity protection service include: twe lve (12) months of credi t and CyberScan moni to ring, a 



$1,000,000 insurance reimbursement po li cy, and full y managed id theft recovery services . With this protection, 
IDX will help you reso lve issues if your identi ty is compromised. 

What You Can Do 

We encourage you to contact IDX with any questions and to enroll in free identi ty protection services by calling 
833-905-3226 or go ing to https://app.idx.us/account-creation/protect and using the Enro llment Code provided 
above. IDX representatives are avail able Monday through Friday from 9 am - 9 pm Eastern Time. Please note the 
deadline to enro ll is March 3, 2021. 

Again, at thi s time, there is no evidence that your info rmation has been misused. However, we encourage you to 
take fu ll advantage of thi s service offering. IDX representatives have been full y versed on the incident and can 
answer questions or concerns you may have regarding protection of your personal information. 

For More Information 

Yo u will find detail ed instructions fo r enrollment on the enclosed Recommended Steps document. Also, you will 
need to reference the enrollment code at the top of this letter when calling or enrolling on line, so please do not 
di scard thi s letter. 

Please call 833-905-3226 or go to https://app.idx.us/account-creation/protect fo r ass istance or fo r any additional 
questi ons you may have. 

Sincerely, 

Wendell W. Young, IV 
President 

(Enclosure) 



~ IQ~. 
Recommended Steps to help Protect your Information 

l. Website and Enrollment. Go to https://app.idx.us/account-creation/ protect and follow the instructions for enrollment 
using your Enrollment Code provided at the top of the letter. 

2. Activate the credit monitoring provided as part of your IDX identity protection membershjp , The monitoring included 
in the membership must be activated to be effective. Note: You must have established credit and access to a computer and 
the internet to use thi s service. lf you need assistance, IDX wi ll be able to ass ist you. 

3. Telephone. Contact IDX at 833-905-3226 to grun additiona l information about this event and speak with knowledgeable 
representatives about the appropriate teps to take to protect your credit identity. 

4. Review your credit reports. We recommend that you remain vigi lant by reviewing account statements and monitoring 
cred it reports. Under federa l law, you also are entitled every 12 months to one free copy of your credit report from each of 
the three major credit reporting companies. To obtain a free annual credit report, go to www.annualcreditreport.com or ca ll 
1-877-322-8228. You may wish to stagger your requests so that you receive a free report by one of the three credit bureaus 
every four months. 

If you discover any suspicious items and have enrolled in IDX identity protection, notify them immediately by calling or 
by logging into the IDX website and filing a request for help. 

If you file a request for he lp or report suspicious activity, you wi ll be contacted by a member of our ID Care team who wi ll 
he lp you determine the cause of the suspicious items. In the unlikely event that you fa ll victim to identity theft as a 
consequence of this incident, you wi ll be assigned an ID Care Specialist who will work on your behalf to identify, stop and 
reverse the damage quickly. 

You should also know that you have the right to file a police report if you ever experience identity fraud . Please note that 
in order to file a crime report or incident report wi th law enforcement for identity theft, you wi ll likely need to provide some 
kjnd of proof that you have been a victim. A police report is often required to dispute fraudulent items. You can report 
suspected incidents of identity theft to local law enforcement or to the Attorney General. 

5. Place Fraud Alerts with the three credit bureaus. If you choose to place a fraud alert, we recommend you do this after 
activating your credit monjtoring. You can place a fra ud a lert at one of the three major credit bureaus by phone and also via 
Experian ' s or Equi fax s ebs ite. A fraud alert t II creditor to fo lio certain procedure including contactmg ou, before 
they open any new accounts or change your existing accounts. For that reason, placing a fraud alert can protect you, but 
also may delay you when you seek to obtain credit. The contact information for all three bureaus is as fo ll ows: 

Credit Bureaus 

Equifax Fraud Reporting 
1-866-349-5191 
P.O. Box 105069 
Atlanta, GA 30348-5069 
wwv.1.eq ui fax.com 

Experian Fraud Reporting 
1-888-397-3742 
P.O. Box 9554 
A llen, TX 75013 
v.rww.experian.com 

TransUnion Fraud Reporting 
1-800-680-7289 
P.O. Box 2000 
Chester, PA 19022-2000 
www.transunion.com 

It is necessary to contact only ONE of these bureaus and use only ONE of these methods. As soon as one of the three bureaus 
confirms your fraud alert, the others are notified to place alerts on their records as we ll . You wi ll receive confirmation letters 
in the mail and wi ll then be ab le to order all three credit reports, free of charge, for your review. An initia l fraud alert wi ll 
last for one year. 



Please Note: No one is allowed to place a fraud alert on your credit report except you. 

6. Security Freeze. By plac ing a securi ty freeze, someone who fra udulently acquires your personal identify ing info rmation 
will not be ab le to use that info rm ation to open new accounts or borrow money in your name. You will need to contact the 
three national credi t reporting bureau listed above to place the freeze. Keep in mind that when you pl ace the freeze, you 
will not be able to borrow money, obtain instant credit, or get a new credit card until you temporarily li ft or permanently 
remove the freeze. There is no cost to freeze or unfreeze your credi t fil es. 

7. You can obtain additional information about the steps you can take to avo id identity theft fro m the fo llowing agencies. 
The Federal Trade Commission also encourages those who di scover that their inform ation has been misused to fi le a 
complaint with them. 

California Residents: Visit the Cali fo rnia Office of Privacy Protecti on (www.oag.ca.gov/privacy) fo r additional 
info rm ation on protection aga inst identity theft. 

Kentucky Residents: Office of the Attorney General of Kentucky, 700 Capitol A enue, Sui te 118 Frankfort, Kentuck 
40601, www.ag. ky.gov, Telephone: 1-502-696-5300. 

Maryland Residents: Office of the Attorney General of Maryland, Consumer Protecti on Di vision 200 St. Paul Place 
Baltimore, MD 21202, WW\N.oag.state.md.us/Consumer, Telephone: 1-888-743-0023. 

New Mexico Residents: You have rights pursuant to the Fair Credi t Reporting Act, such as the right to be told if info rmation 
in your credi t fi le has been used against you, the right to know what is in your credit fi le, the right to ask for your credi t 
score, and the right to dispute incomplete or inaccurate information. Further, pursuant to the Fair Credit Reporting Act, the 
consumer reporting agencies must correct or delete inaccurate, incomplete, or unverifiable info rm ation; consumer reporting 
agencies may not report outdated negative information; access to your fil e is limi ted; you must give your consent for credi t 
reports to be provided to employers; you may limi t "prescreened" offers of credi t and insurance you get based on inform ation 
in your credi t report; and you may seek damages fro m a vio lator. You may have additional rights under the Fair Credit 
Reporting Act not summ arized here. Identi ty theft victi ms and active duty mili tary personnel have specific addi tional rights 
pursuant to the Fair Credi t Reporting Act. You can review your rights pursuant to the Fair Credit Reporting Act by visiting 
www.consumerfmance.gov/f/201504 cfub summary your-rights-under-fcra.pdf, or by writing Consumer Response 
Center, Room 130-A, Federal Trade Commi ssion, 600 Pennsylvania Ave. N.W., Washington, D.C. 20580. 

New York Residents: the Attorney General may be contacted at: Office of the Attorney General, The Capi to l, Albany, NY 
12224-034 1; 1-800-771 -7755; https://ag.ny.gov/. 

North Carolina Residents: Office of the Attorney General of North Carolina, 9001 Mail Service Center Raleigh, NC 
27699-9001 www.ncdo j.go , Telephone: 1-919-716-6400. 

Oregon Residents: Oregon Department of Justi ce, 11 62 Court Street NE, Salem, OR 97301-4096, www.do j.state.or.us/, 
Telephone: 877-877-9392 

Rhode Island Residents: Office of the Attorney General, 150 South Mai n Street, Providence, Rhode Island 02903 , 
www.riag.ri.gov, Telephone: 40 1-274-4400 

All US Residents: Identity Theft Clearinghouse, Federal Trade Commi ssion, 600 Pennsy lvani a Avenue, NW Washington, 
DC 20580, vvww.consumer.gov/ idtheft, 1-877-IDTHEFT (438-4338), TTY: 1-866-653-426 1. 


