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Re:  Notice of Data Breach
Dear [FIRST NAME] [LAST NAME

TrueFire LLC (“TrueFire”) is writing to inform you of an incident that may affect certain personal
information you provided while making a purchase at TrueFire.com (the “Website”). As a precaution, we
are providing this notice and outlining some steps you may take to help protect yourself. We truly
apologize for any inconvenience or concern this may cause you.

What happened? On January 10, 2020, TrueFire discovered that an unauthorized person gained access to
our computer system and, more specifically, to information that consumers had entered through the
Website. While we do not store credit card information on our website, it appears that the unauthorized
person gained access to the Website and could have accessed the data of consumers who made payment
card purchases, while that data was being entered, between August 3, 2019 and January 14, 2020.

What Information Was Involved? We cannot state with certainty that your data was specifically
accessed, however you should know that the information that was potentially subject to unauthorized
access includes your: name, address, payment card account number, card expiration data and security
code.

What are we doing? We take the privacy and protection of personal information very seriously. As soon
as we discovered the incident, we immediately took steps to address it, including working with computer
forensic specialists to determine the full nature and scope of the intrusion and reporting the incident to law
enforcement. We are continuing to monitor all activity on the Website to ensure the intrusion remains
contained, and are working with an outside computer forensic team to monitor, remediate and identify any
issues.

What can you do? We want to make you aware of steps you can take to guard against identity theft and
fraud. Please review the enclosed Information about Identity Theft Protection. We also recommend that
you review your credit and debit card accounts statements to determine if there are any discrepancies or
unusual activity listed. You should also remain vigilant and continue to monitor your statements for
unusual activity going forward. If you see anything you do not understand or that looks suspicious, or if
you suspect that any fraudulent transactions have taken place, you should call the bank that issued the
credit or debit card immediately to report the issue.
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For More Information. We understand that you may have questions about the incident that are not be
addressed in this letter. If you have additional questions, or need assistance, you may contact.us at
877-423-5870 from 9:00 am ET to 7:00 pm ET Monday through Friday. Again, we apologize for any
inconvenience or concern this event may have caused.

Sincerely,

whe®

Ren Wright
Chief Customer Officer
TrueFire LLC
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