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March 24, 2017

Office of the Attorney General
33 Capitol Street
Concerd, NH 03301

RE: Notice of Data Security incident
Dear Madam / Sir:

On March 16, 2017, Total Phase discovered that it had been the victim of a cyber attack. Cyber
attackers instalied unauthorized code on our website to harvest information from customers’ web
browsers during the checkout process.

The attack affected customers who placed orders or entered information on Total Phase’s online
store checkout pages from March 10 through March 16. The potentially compromised data is limited to
information entered on the checkout pages of Total Phase's online store.

This information included the customer name, billing and shipping addresses, credit card number,
expiration date and CVV, company name, and phone number. Their Total Phase username and
passworc ay also have been compromised if they were entered on the checkout page during the
impacted time period.

A total of 1 resident of New Hampshire was affected in this attack.

There is no evidence that the attackers gained access to data stored in any Total Phase
database. Total Phase does not store customer credit card information. Therefore, credit card
information that was not used in the checkout process during the impacted time period would not have
been disclosed.

In response to this incident, Total Phase promptly halted access to our website. All instances of
the unauthorized code were removed and a security audit was perforn | to verify the integrity of our
servers. As a precautionary measure, all affected users ! | their password reset.

On March 24, 2017, Total Phase sent email notices to the affected users to inform them of the
breach and to be vigilant for credit card fraud.

A copy of the notice is attached. In the notice, Total Phase offered 12 months of identity
monitoring services from Experian at no cost to the affected user. Total Phase has also created an
internal working group to support the affected users.
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