





v
&
o
2

We are writing to make you aware of a recent data security
incident involving potential unauthorized access to some
of our customers’ payment card data used at websites
owned by TK Classics, LLC. The privacy and security of
your personal information is of utmost importance to us
and we are routinely evaluating and improving our security
and payment systems to ensure your information is secure.

We discovered that e-commerce websites owned by TK
Classics, LLC were modified with malicious code that
acted to capture payment card data as it was entered on the
websites in connection with a purchase. We immediately
engaged external forensic investigators and data privacy
professionals and commenced a prompt and thorough
investigation into the incident. As a result of this review,
we determined that the payment card information
potentially accessed and/or acquired related to transactions
made through our online stores between January 24, 2020
and August 6, 2020.

The information that may have been accessed and/or
acquired in this incident included customer name, credit or
debit card number, card expiration date and CVV (3 or 4
digit code on the front or back of the card). We discovered
on January 6, 2021 that you completed a transaction at one
of our websites during the window of compromise and
your card information may be at risk. No other personal
information of yours is at risk as a result of this incident.

Because we value our relationship with you, we wanted to
make you aware of the incident. We also wanted to let
you know what we are doing to further secure your
information, and suggest steps you can take. Since learning
of the incident, we have implemented enhanced security
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safeguards to help protect against similar intrusions. We
are also conducting ongoing monitoring of our websites to
ensure that they are secure and cleared of any malicious
activity.

Below you will find precautionary measures you can take
to protect your personal information. Additionally, you
should always remain vigilant in reviewing your financial
account statements for fraudulent or irregular activity on a
regular basis.

As a best practice, you should also call your bank or card
issuer if you see any suspicious transactions. The policies
of the payment card brands such as Visa, MasterCard,
American Express and Discover provide that you are not
liable for any unauthorized charges if you report them in a
timely manner. You should also ask your bank or card
issuer whether a new card should be issued to you.

Your trust is a top priority for us and we deeply regret the
inconvenience this may have caused. The privacy and
protection of our customers’ information is a matter we
take seriously.

If you have any further questions regarding this

incident, please contact [ NNEGGENGEGE

Thank you,
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New York Residents: You may obtain information about
preventing identity theft from the New York Attorney
General’s Office: Office of the Attorney General, The
Capitol, Albany, NY 12224-0341; 1-800-771-775
(TDD/TYY: 800-788-9898)
https://ag.ny.gov/consumer-frauds-bureauv/identity-theft.

North Carolina Residents: You may obtain information
about preventing identity theft from the North Carolina
Attorney General’s Office: Office of the Attorney General
of North Carolina, Department of Justice, 9001 Mail
Service Center, Raleigh, NC 27699-9001,
www.ncdoj.gov/, Telephone: 877-566-7226.



