


New Hampshire Department of Justice
November 27, 2019
Page 2

Please do not hesitate to contact me if you have any questions regarding this letter.

Very truly yours,

Scott Ferber
outside counsel

The UPS Store, Inc.
202-626-8974
sferber@kslaw.com
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6060 Cornerstone Court West
San Diego, CA 92121

November 27, 2019
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NOTICE OF DATA BREACH

Re: Important Security Notification
Please read this letter.

Dear Sample A Sample:

We are contacting you regarding a security incident that may have involved some of your personal information. We take the
privacy and security of your personal information very seriously and for this reason want you to understand what we are
doing to address this issue and what steps you can take to protect yourself. This letter explains what happened and offers
assistance in protecting against potential identity theft. Although we have no information at this time that would indicate that
your personal information has been used in an unauthorized manner, we are offering you complimentary credit monitoring
and identity theft restoration services described in this letter.

What Happened

We recently determined that between October 11 and 22, 2019, a small percentage of local store locations were the victim of
a phishing incident in which an unauthorized person potentially had access to a limited number of local store email accounts.
Immediately upon learning of this, The UPS Store, Inc. initiated an investigation to assess the incident’s scope, including
engaging a third-party cybersecurity firm, and have taken steps to further strengthen and enhance the security of systems in
The UPS Store network, including updating administrative and technical safeguards. As part of the investigation, The UPS
Store, Inc. reviewed the potentially affected accounts, and in early November, found personal information in those accounts.
The personal information was contained in documents that were emailed to The UPS Store location for printing or similar
services provided by those locations. You, or someone you know, may have emailed the document(s) containing personal
information to the local store for this service. We are unaware of any misuse of your personal information in connection with
this incident at this time.

What Information Was Involved

Based on the investigation, some of your personal information was in documents that were emailed to the accounts.
Depending on the document(s) sent, this information may have included your name and one or more of the following:

What We Are Doing
As part of our ongoing investigation, we have taken steps to further strengthen and enhance the security of systems in the
network, including updating administrative and technical safeguards. We have also engaged a third-party cybersecurity
firm to assist with our review and have notified law enforcement authorities and intend to cooperate with any investigation.
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