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Complete data breach care

2015 H | March 5, 2015
Dear Attorney General’s Office:

This letter is to inform you of a privacy incident affecting 1 resident of New Hampshire. We have been hired
by the non-profit organization The Painted Turtle to notify and provide identity theft protection to persons
whose personal information may have been viewable by individuals who were listed in their application as a
Medical Provider, Emergency Contact, or Reference. This was a result of an error in the database supporting
The Painted Turtle’s online application system for campers, their family members, and volunteers.

The circumstances in which the information would have been disclosed are unique and unlikely: the person
would have had to have a pending application, have listed a Medical Provider, Emergency Contact, or
Reference, and that person would have also had to have a pending online application with The Painted Turtle
at the same time. Information would not have been accessible to anyone outside of the persons listed as
Medical Providers, Emergency Contact, or References within their application. The incident was discovered
on January 12, 2015, and The Painted Turtle immediately began an investigation and tracked down the
individuals who could have been affected. The notification letters will be mailed via USPS on March 6,
2015.

ID Experts and The Painted Turtle wanted to inform you of this privacy incident and make you aware that
upon discovery, The Painted Turtle promptly brought the database offline to prevent anyone from being able
to access the affected records. Also, in an effort to prevent similar incidents in the future, before bringing the
system back online they updated their database’s code to prevent the issue from occurring again.

In addition to making sure that The Painted Turtle properly notified those whose information was
compromised, The Painted Turtle is also providing a one-year membership in ID Expert’s identity theft
protection and restoration program to those whose Social Security numbers were involved. The service
includes a dedicated toll free number for members of the affected population to call, 12 months of credit
monitoring, fraud restoration services, and a $1,000,000 insurance reimbursement component should anyone
experience identity theft as a result of this incident. This membership is paid for entirely by The Painted

Turtle.

ID Experts has been providing identity theft services to individuals and organizations since 2003. We remain
the leader in the industry and have provided services for hundreds of data breaches.

We have included a copy of the notification letters to campers/family members and volunteers here to
provide you with more details about the incident as well as the offering. Please do not hesitate to contact us if
you have any questions about this incident or the assistance we are providing to The Painted Turtle.

Sincerely,

A
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