TERMINIX

Office of the New Hampshire Attorney General
Asst. Attorney General in Charge

Department of Justice

Consumer Protection

33 Capitol St

Concord, NH 03301

Subject: Data Breach Notice

I’'m writing today to inform your office of a recent data breach at Terminix and our former affiliate,
ServiceMaster. This breach was caused by an employee responding to a credentials phishing email, allowing the
criminals to access her email account in the cloud and setup a rule to forward emails to an account they setup,
unbeknownst to the employee. Emails were forwarded from September 10™ until September 22", As we
reviewed the compromised emails, we discovered (on September 26') one email contained an attached file
which included the name, social security number, date of birth, employment dates, and the 401K provider’s
name as well as account balance. A total of 14,708 individuals (current and former employees of either Terminix
or ServiceMaster), 61 who we believe are residents of New Hampshire, based on the contact information in our
systems.

I've attached the notice that we emailed to the majority of affected individuals on October 9. As an additional
measure, we've also engaged a company (ID Experts / IDX) to assist us with communicating via letter, as well. It
is the same notice provided via email (attached) and will be sent out on Monday. We’ve also engaged this
company to offer two years of identity theft protection services, as described in the notice of breach, at no cost
to the affected individuals.

If you have any questions or concerns, please use the information below to contact me directly.

Thank you,

Brooke Stapleton

Compliance Director

150 Peabody Place | L/E — 0085 | Memphis, TN 38103
M: +1 901 896 6046

E: brooke.stapleton@servicemaster.com
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