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VIA U.S. MAIL 

June 20,2008 

Office of the Attorney General 
Consumer Protection and Antitrust Bureau 
33 Capitol Street 
Concord, New Hampshire 03301 

Re: Notice of Potential Security Breach 

To Whom It May Concern: 

Pursuant to New Hampshire law, this letter notifies you of a potential data security 
breach involving the personal information of some New Hampshire residents. Colt 
Express Outsourcing Services, Inc., ("Colt") was a third-party vendor providing benefits 
administration services for former employees of Avant! Corporation. In June 2002, 
Synopsys, Inc., acquired Avant! Corporation. Synopsys ended Avant!'s relationship with 
Colt effective March 31,2003. 

On June 10, 2008, Synopsys received written notification from Colt that on May 26, 
2008, someone broke into Colt's locked office in Walnut Creek, California and stole 
computer equipment containing personal information regarding fonner Avant! 
employees. This personal infonnation included home addresses and Social Security 
numbers for 3,053 fonner Avant! employees and their dependents, of which 34 are New 
Hampshire residents. The scope of this data security breach as it relates to other Colt 
clients is unknown by Synopsys. 

Colt has infonned us that they have reported the break-in and theft to the Walnut Creek 
Police Department, report number 08-12367, and the REACT High Tech Crimes Task 
Force in Silicon Valley. At this time, Colt reports that there is no indication that any 
personal data has been accessed or misused. 

Synopsys is currently notifying all affected fonner Avant! employees and their 
dependents via first-class U.S. mail. This mailing will begin on June 20, 2008. Enclosed 
is a copy of the notification letter and enclosure being mailed to affected individuals. 

Synopsys is also providing affected fonner Avant! employees and their dependents with 
access to AIG's Ambassador ID Theft Service at no charge for six months. This service 
includes: (1) 24/7 toll-free access to trained identity theft specialists; (2) a Theft 
Recovery Kit to help detennine if identity fraud has occurred and guide employees in 
restoring their credit; and (3) professional assistance from a personal case manager who 
guides employees through the identity recovery process if needed. 
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If you have any questions or need further information regarding this incident, please do 
not hesitate to contact us. 

Daniel A. Feldstein, Esq.
 
Senior Corporate Counsel - Employment
 
Synopsys, Inc.
 
700 E. Middlefield Rd.
 
Mountain View, CA 94043
 
(650) 584-2932 
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June 20, 2008 

<First Name> <Last Name> 
<Address1> (Line 1) 
<Address2> (Li ne 2) 
<City>, <State> <Zip> 

Dear <First Name>, <First Name of Dependants> <Last Name>, 

We are writing to provide important information related to your prior employment at Avant! As 
you may know, Avant! previously contracted certain benefits administration services to Colt 
Express Outsourcing Services (Colt), Colt recently informed us that its office in Walnut Creek, 
California, was broken into and electronic equipment was stolen. Information regarding former 
Avant! employees and their dependents from October 1, 2000 through March 31, 2003, was 
electronically stored on this equipment. Regrettably, Colt has notified Synopsys that your 
personal information (and the information of your dependents listed above), including name(s), 
addressees) and Social Security number(s), may have been subject to unauthorized access as a 
result of this theft. Colt has informed us that they have contacted local and federal law 
enforcement agencies. While Colt has notified us that, as of this time, there is no actual evidence 
that your personal information has been accessed or misused by the thieves, Synopsys takes data 
security very seriously and we want to make you aware of certain options you may consider to 
guard against identity theft as a result of this incident. 

WHA T SYNOPSYS IS DOING 

Former Employee Notifications. We are attempting to contact all former Avant! employees 
whose information was compromised to provide them with notification as to what has occurred. 

AIG Ambassador ID Theft Service. We will provide you with access to AIG's Ambassador ill 
Theft Service at no charge. This service will provide you with: 

•	 24/7 toll-free access to trained identity theft specialists 

•	 a Theft Recovery Kit to help determine if identity fraud has occurred and guide 
you in restoring your credit 

•	 professional assistance from a personal case manager who guides you through the 
identity recovery process and any follow-up work if needed. 

To take advantage of this service, please call AIG at 800-626-2427 and mention Synopsys' 
enrollment in AIG's Ambassador ID Theft Service. A copy of AIG's Ambassador Program 
information sheet and enrollment card is enclosed with this letter. 
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Synopsys Employee Service Center. Synopsys' Employee Service Center is also available to 
answer questions via email at: employee411 @synopsys.com; or telephone at: 650-584-7411. 

WHAT YOU CAN DO 

Remain vigilant and report any signs of fraud. We recommend that you remain vigilant and 
review your credit card bills and credit reports routinely for any unauthorized activity. You 
should promptly report any suspected identity theft or fraud to your local law enforcement 
agency, the U.S. Federal Trade Commission, your financial institutions, and to the Fraud Alert 
phone line of one of the three national consumer reporting agencies by calling: Experian 888­
397-3742; Equifax 800-525-6285; or TransUnion 800-680-7289. You may also obtain a free 90­
day Fraud Alert status on your record by calling anyone of these credit bureau phone numbers. 

Right to police report. You also have the right to obtain a copy of the police report if you are 
the victim of identity theft. You may wish to contact your credit card issuers and financial 
institutions and inform them of the incident as well. 

Security Freeze for Consumer Reports. In addition, you have the right to place a security 
freeze on your consumer report. A security freeze is designed to prevent credit, loans and 
services from being approved in your name without your consent; however, please be aware that 
implementing a security freeze may delay your ability to have legitimate credit requests 
approved. You may request that a security freeze be placed on your consumer report by sending 
a request to a consumer reporting agency by certified mail, overnight mail, or regular stamped 
mail to the addresses below. The following information should be included when requesting a 
security freeze (please note that if you are requesting a credit report for your spouse or other 
dependents, this information should be provided for them as well): (1) full name, with middle 
initial and any suffixes; (2) Social Security number; (3) date of birth (month, day and year); (4) 
your addressees) for the past two years; and (5) any applicable incident report or complaint with 
a law enforcement agency. The request should also include a copy of a government-issued 
identification card (such as a dri ver' s license or military ID card) and a copy of a recent utility 
bill or bank or insurance statement. Each copy should be legible, display your name and current 
mailing address, and the date of issue. The consumer reporting agency may charge a fee to place 
a freeze or lift or remove a freeze, unless you are a victim of identity theft or the spouse or other 
dependent of a victim of identity theft, and you have submitted a valid police report relating to 
the identity theft to the consumer reporting agency. 

Experian Security Freeze Equifax Security Freeze TransUnion 
P.O. Box 9554 P.O. Box 105788 Fraud Victim Assistance Dept. 
Allen, Texas 75013 Atlanta, Georgia 30348 P.O. Box 6790 
www.experian.com www.equifax.com Fullerton, California 92834-6798 

www.transunion.com 

Obtain a copy of your credit report. There are also ways to obtain your consumer credit report 
without charge. Under federal law, you are entitled to one free copy of your consumer credit 
report from each of the three national consumer reporting agencies. You may request your free 
annual consumer credit report by visiting www.annualcreditreport.com or by calling 877­
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FACTACT (877-322-8228). To learn more and to report incidents of identity theft, you can go 
to www.consumer.govlidtheft, www.ftc.gov/credit, or call 877-IDTHEFT (877-438-4338). 

If you have any questions regarding this incident, please contact Synopsys' Employee Service 
Center via email at: empJoyee411@synopsys.com; or telephone at: 650-584-7411. 

Sincerely, 

Brian E. Cabrera 
General Counsel 
Synopsys, Inc. 
700 E. Middlefield Rd. 
Mountain View, CA 94043 

3 20115/00000/SF/523244U.J 





Worldwide Business Travel Assistance 

INSURED rERSON 

SYNOPSYS 
GROUP 

55762 
ASSISTANCE NUMBER 

GTP 9117963 
POUCY NUMBER 

In the 'United States or Canada. call BOO.626.2427
 
From anywhere else in the world. contact an
 

International Operator to call collect 01.713.267.2525
 


