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ATTORNEYS

April 16, 2015

VIA CERTIFIED MAIL

New Hampshire Department of Justice
Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Attn: Joseph Foster

Re:  Notification of Security Incident

Dear Attorney General Foster:

On behalf of our client, Sweaty Bands, LLC, we are writing to notify you that on
March 18, 2015, Sweaty Bands learned that an unidentified criminal not employed by or
affiliated with Sweaty Bands obtained unauthorized access to the servers hosting the payment
processing software for its website at www.sweatybands.com and was able to use malicious code
to acquire personal information about certain customers of Sweaty Bands, including three
residents of New Hampshire. The personal information acquired by the criminal for each
customer was the name, address, telephone number, credit card number, expiration date, and
verification code. Sweaty Bands does not store credit card information, but the criminal was
able to capture the information during the transaction processing. On or about April 17, 2015,
Sweaty Bands will send a notification in the form of Exhibit A to affected customers.

The malicious code was operating on the servers from March 14 through March
18, 2015. An investigation has been ongoing since March 18, 2015 to understand the scope and
details of the attack.

Upon learning of this incident, Sweaty Bands worked with a third-party
information technology company to remove the malicious software and implement software
solutions that will remedy the vulnerability. Furthermore, Sweaty Bands is implementing two-
factor authentication in portions of its network and other controls that will reduce an attacker’s
ability to exploit any portion of Sweaty Bands’ network.


















