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April 13,2015

Attorney General Joseph Foster
Office of the Attorney General

33 Capitol Stre

Concord, NH 03302

Re: Data Security Incident
Dear Attorney General Foster:

We represent Suburban Lung Assaciates, S.C. (“SLA™), with respect to a recent security incident
involving the potential exposure of certain personal health information described in more detail below.
SLA is a medical practice in Arlington Heights, TL, specializing in sleep, lung, and allergy disorders.
Notification has been provided to impacted individuals. Notification is also being provided to the credit
reporting agencies,

1. Nature of security incident.

On February 13, 2015, SLA learned that some medical records that had been stored with a third party
vendor and were scheduled to be securely destroyed, were instead left by the vendor unsecured in a
dumpster. As soon as SLA learned that the vendor had not destroyed the records, it began an immediate
investigation and has been working with authorities. SLA has since recovered these documents and
placed them in a secure location. Upon review, the medical records appear to contain patient names,
addresses, dates of birth, phone numbers, Social Security numbers, and protected health information, such
as their diagnosis and treatment.

2. Number of New Hampshire residents affected.

One (1) New Hampshire resident was affected by the security incident. A notification letter to that
individual was mailed on April 10, 2015 via regular mail. A copy of the notification letter is included
with this letter.

3. Steps you have taken or plan to take relating to the incident.

SLA has taken steps to prevent this type of event from happening again, including ending its contract

with the vendor involved and engaging with a different company to assist with secure storage and
shredding of medical records. Additionally, SLA has reviewed and updated its internal policies to ensure
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patients’ personal information is appropriately protected. SLA is also offering potentially impacted
individuals with identity protection services through Kroll.

4, Contact information.

SLA remains dedicated to protecting the sensitive information in its control._If vou have any guestions or
o jti i tion, please do not hesitate to contact me at

Very truly yours,

Wilson Flm Moskowitz Edelman & Dicker LLP
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