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STRATEGIC WORKFORCE SOLUTIONS
Joy E. BARBOUR
SENIOR COUNSEL
(678} 857-3826
JOYBARBOUR@SFNGROUP.COM
April 8, 2010

New Hampshire Department of Consumer Affairs
Attn: Consumer Protection

33 Capitol Street

Concord, NH 03301

Dear Sir or Madam:

The purpose of this letter is to notify you that the Tatum division of SFN Professional Services LLC
(“Tatum') recently discovered on March 24, 2010 that employee information about 2 New Hampshire
residents, including name, address and Social Security Number, may have been compromised. Tatum’s
investigation is still ongoing, but it appears that a portable storage device was stolen from an
employee’s car in Atlanta, Georgia.

After this incident was discovered, Tatum immediately reported the theft to local law enforcement
authorities in Atlanta, and launched an internal investigation. We retained a security consultant and &
data recovery and analysis firm to confirm the scope of the potential compromise. We are reviewing
our data security policies and procedures to ensure that this incident does not repeat. In particular, we
are prohibiting by company policy the downloading of sensitive personal information onto unencrypted
external devices where feasible. We are also offering the affected employees credit monitoring
services. We have no evidence at this time that any of the personal information on the stolen
computer equipment has been used for fraudulent purposes.

Attached please find the draft letter that we have sent to the known affected individuals on April 7.
2010. Please contact me right away at the phone number or email address indicated above in the event
that you have any questions regarding this matter.

J_HS‘incerely,
L;wﬂ% & D admun

Joy E. Barbour
Senior Counsel

Attachment



[TATUM LETTERHEAD]

April 7, 2010

[Insert address]
Dear

[ am writing to notify you that the Tatum division of SFN Professional Services LLC (“Tatum”)
recently discovered on March 24, 2010 that your personal information may have been compromised.
In particular, it is possible that an unauthorized person may be in possession of your name, address
and Social Security Number. We are still investigating the details of this incident, but it appears that
computer equipment containing the information was stolen from an employee’s car.

We take this potential breach of our data seriously, and we deeply regret that this incident has
occurred. We have reported this incident to local law enforcement personnel. In addition, we are
redoubling our efforts to protect data of this kind, including reviewing our existing data security
policies and procedures.

To protect against possible identity theft or other financial loss, we encourage you to review your
bank account statements, monitor your credit reports, and take other appropriate actions as
provided below.

¢« Qut of an abundance of caution, in order to help you detect the possible misuse of your
information, we are providing you with a free one-year membership in ProtectMylD™ from
Consumerinfo.com, Inc. an Experian® company to provide you with world-class credit
monitoring capabilities and in-depth assistance in every aspect of identity theft protection
including $1 Million Product Guarantee*, ProtectMylD is completely free and enrolling in this
program will not hurt your credit score. * Unfortunately, regulatory restrictions do not allow
Experian to make this Product Guarantee available to residents of New York.

o First step: activate your complete credit monitoring product from Experian.

o To activate your complimentary one year membership in ProtectMylD from
Experian, visit the website listed below and enter your individual activation code. If
you prefer, you can enroll on the phone by speaking with Experian Customer Care
representatives toll-free at (877) 441-6943.

*  ProtectMylD Web Site: http:/iwww.protectmyid.com/enroll
= Your Activation Code: [Activation Code]
=  You Must Enroll By: 8/30/10

o Assoon as you enroll in your complimentary ProtectMylD membership, Experian will
begin to monitor your credit reports from Experian, Equifax® and TransUnion® on a
daily basis and notify you of key changes. This powerful tool will help you identify
potentially fraudulent use of your information, and provide you with immediate
assistance from a dedicated team of fraud resolution representatives should you
ever need help.

¢ We have provided names and contact information for the three major U.5. credit bureaus
below. At no charge, you can have the agency place a “fraud alert” on your file that alerts
creditors to take additional steps to verify your identity prior to granting credit in your
name. This service can make it more difficult for someone to get credit in your name.



Note, however, that because it tells creditors to follow certain procedures to protect you, it
also may delay your ability to obtain credit while the agency verifies your identity. As soon
as one credit bureau confirms your fraud alert, the others are notified to place fraud alerts
on your file. Should you wish to place a fraud alert, or should you have any guestions
regarding your credit report, please contact any one of the agencies listed below.

Experian: 888-397-3742; www.experian.com; P.Q. Box 9532, Allen, TX 75013

Equifax: 800-525-6285; www.eguifax.com; P.0. Box 740241, Atlanta, GA 30374-0241
TransUnion: 800-680-7289; www.transunion.com; Fraud Victim Assistance Division, P.O. Box
6790, Fullerton, CA 92834-6790

* You are also entitled under U.S. law to one free credit report annually from each of the
three major credit bureaus. To order vyour free credit report, visit
www .annualcreditreport.com or call toll-free (877) 322-8228. For additional information on
how to further protect yourself against identity theft, you may wish to visit the web site of
the U.5. Federal Trade Commission at www.consumer.gov/idtheft or reach the FTC at 1-
877-382-4357 or 600 Pennsylvania Avenue, NW, Washington, DC 20580.

All questions concerning this incident should be directed to Jeanne Tromp, Associate Counsel, at
404.880.1324.

Again, we deeply regret this incident and any inconvenience or concern it may cause you. We are
working diligently to investigate and resolve the matter, and prevent similar incidents in the future.,

Sincerely,

Rich D’ Amaro
President



