BakerHostetler BakeraHostetier LLP

December 19, 2014

VIA OVERNIGHT DELIVERY

Office of the Attorney General
33 Capitol Street
Concord, NH 03301
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Re:  Incident Notification
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Dear Sir or Madam:

N . ; . 3 .
Our client, Staples, Inc. (“Staples™), is committed to protecting the payma%c card
information of its customers. We are writing to inform you about an incident related to some of

that information.

Staples self-detected malware activity in mid-September 2014 on some of the point-of-
sale systems at a small percentage of its U.S. retail stores. Upon discovery, Staples immediately
took steps to eradicate the malware. Staples also commenced an investigation, and worked
closely with the payment card companies and law enforcement on the matter. In mid-December,
2014, the investigation found that the malware may have enabled an unauthorized person to
access some payment card transaction data, possibly including cardholder names, payment card
numbers, expiration dates, and card verification codes, at the affected point-of-sale systems for
purchases made from August 10, 2014 through September 16, 2014. No stores in your state

were affected.

Staples is notifying all individuals who used a payment card at an affected store during
the relevant time period and is offering these individuals free identity protection services from
Experian, including credit monitoring, identify theft insurance, and a free credit report. The total
number of New Hampshire residents who may have been potentially affected is presently
unknown. For individuals with an identified address, Staples will be mailing notification letters
in substantially the same form as the enclosed letter. For individuals with an unidentified
address, but identified email addresses, Staples will be sending email notification in substantially
the same form as the enclosed letter. In addition, Staples is providing notification on its website
and by issuing a press release to major statewide media. See N.H. Rev. Stat. Ann. § 359-

C:20(IID)(d).
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