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Sony Eleclronics Inc.
y Drive, Park Ridge. New Jgrsey OTE56-8003 Telephone (201) 33D-1000

June 21, 2010

Office of the Attorney General
Kelly A. Ayotte, Esq.

33 Capitol Street

Concord, NH 03301

Dear Ms. Ayotte:

In accordance with N.H. Rev. Stat. Ann. §§ 359, Sony Electronics Inc., (Sony) is writing to
inform you of a data security incident that occurred at our third party service provider TeleTech
Holdings.

TeleTech Holdings (TeleTech), a third party service provider that manages customer telesales
services for Sony, notified Sony that unauthorized copies were made of certain credit card information
and emailed to an account outside of the TeleTech network.

We have conducted a thorough investigation of this incident, and ali relevant credit card
companies have been notified. At this point, we have no information indicating that any credit card
information has actually been used fraudulently. This incident affected 2 residents within your state.

We will be sending written notification to all individuals whose credit card information was
potentially compromised, and offering such individuals the opportunity to enroll in a credit monitoring
service for one year without any cost to the individual. We expect tec mail these notifications the week
of June 28, 2010. A copy of the form of notice to affected individuals is attached for your reference.

If you have any questions or need further information regarding this incident, please do not
hesitate to contact me.

Sincerely,
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Betsy McCann

Sony Style
Director, eCommerce & Contact Center Operaticn

Enclosure
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Sony Electronics Inc.
1 Sony Drive, Park Ridge. New Jarsey D7656-80023 lalephons (201) 230-1000

DEBIX

The identlly Protectlon Network

Activation Code: <<code>>
Enroliment URL: www.debix.com/safe
Assistance Hotline: 888-332-4963

<<FirstiName>> <<LastName>> <<Date>>
<<AddresslLingi>>

<<AddressLine2>>

<<City>>, <<State>> <<ZipCode>>
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Dear <<FirstfName>> <<lLastName>>,

We are writing to inform you that we have uncovered an incident involving one of our third party
service providers that may have resulted in the unauthorized disclosure of the credit card that you used
when you contacted the Sony Style Telesales Department between May 23, 2010 and June 3, 2010.

The third party service provider that manages customer telesales services for Sony Electronics
Inc. (Seny), recently advised Scny that unauthorized copies were made of certain credit card information
and emailed to an account outside of their network. This was in violation of clearly established policies.
We have conducted a thorough investigation of this security breach, and all relevant credit card
companies have been notified.

While we have no indication that any of your information has actually been misused, because we
take the protection of your personal information very seriously, we have arranged for you to receive 12
months of identity protection under the Debix Identity Protection Network at no cost to you. From the date
that you set up your account, Debix will enroll you in OnCali Credit Monitoring™ and you will receive
OnCall Credit alerts regarding changes in your credit fite. Using your phone, you can review and verify
these credit alerts and the Debix on-call investigators are there to assist you in the event that you suspect
fraud. This service also includes a $1,000,000 identity Theft Insurance Policy, and 12 months enroliment
in Debix Fraud Resolution Services, if needed, to assist you in restoring your credit file.

Debix has a simple Internet-based verification and enrollment process. To sign up, go to
http:/f'www. debix.com/safe. You will need to provide the activation code that is listed at the top of this
page. Once you have entered your activation code, click on "Sign up now” on the right side of the page
and follow the web site's instructions. Please note that if you enroll online, part of the sign-up process
may include receiving a phone call from Debix soon after you initiate the registration process. You have
90 days from the receipt of this letter to register.

Alternatively, if you do not wish to register over the internet, or have questions regarding this
incident, we have setup a special hotline at 888-332-4963. For those wishing to register via the U.S.
Postal Service, we have included a mail-in registration form.
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This service will be valid for one year from the date you register for it. If you have guestions about
Debix or its coverage, please contact them directly at 888-332-4963. Their support is available Monday to
Friday, 9 am to 5 pm (Central Time).

Furthermore, we encourage you to diligently review your account statements and to menitor your
credit report to protect against credit card fraud. If you notice unauthorized charges on your credit card
statement, contact your credit card issuer immediately about the charges in guestion. In the event that
you ever suspect that you are a victim of identity theft, you should report the incident to local law
enforcement or the attorney general of your state, and consider other actions as described in the attached
reference guide.

We apologize for any inconvenience this may cause you.
Sincerely,
Betsy McCann

Sony Style
Director, eCommerce & Contact Center Operation
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DEmn:lemity Protection Netwark

Complimentary Debix Identity Protection

Activation Code: «ActivationCode »
Signup Link: https:.//www.debix.com/safe
Breach Hotline: 888-332-4963

VISIBILITY

COnly you know when it’s really you applying for credit. Bebix gives you the power to review and approve changes
in your credit file.

CONVENIENCE

All you need is a phone for a Debix to contact you through our secure, automated phone network before opening
any new accounts.

PEACE OF MIND

Your Social Security Number and other personal information become useless to identity thieves. No one can
impersonate you with creditors.

DEBIX PROTECTION INCLUDES:

*  OnCall Credit Monitoring™ — you will receive a secure Credit Call when there are key changes in your
credit file. This puts you in charge of your managing your credit.

= Strong security - You'll always know that your Credit Call is legitimate because you'll hear your own pre-
recorded Voice Key message and no one can hear the Credit Call without your pre-registered phone and
4-digit PIN.

=  OnCall Investigation Team - is there for you when you need us most. When you receive a Credit Call and
suspect fraud, simply press the star key on your phone to connect to an OnCall Investigator who will
gather the facts and engage law enforcement while the case is hot.

= ldentity theft insurance coverage and recovery services - We provide insurance and recovery services to
correct mistakes and protect your good name.

*  Your confidentiality is guaranteed - Debix will never sell or share your information with anyone. We keep
all sensitive and personal information encrypted and secure.

HOW IT WORKS:

Debix solves this problem by putting you in control of managing your identity. The idea behind the Debix Network
is simple - a thief can convince a bank that he is you, but he can't convince you that he is you. The Debix Network
puts the power to authorize new credit accounts in your hands.
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fraud.
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For one year of free Debix Identity Protection, you may sign up online at http://www.debix.com/safe, call 888-
332-4963, or fill out the enclosed mail-in registration form.
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Additional Information on Identity Theft Prevention

Even if you do not feel the need to register for the credit monitoring service, we recommend that you
regularly review statements from your accounts and periodically obtain your credit report from one or
more of the national credit reporting companies. You may obtain a free copy of your credit report once
every 12 months by visiting http:/Awww.annualcreditreport.com, calling toll-free 877-322-8228, or by
completing an Annual Credit Report Request Form and mailing it to: Annual Credit Report Request
Service, P.O. Box 105281, Atlanta, GA 30348-5281 (you can print a copy of the request form at
http:/ivwww fic. gov/ibcp/menus/consumer/credit/rights. shtm). You can also purchase a copy of your credit
report by contacting one of the three national credit reporting companies:

Flease note that if you sign up with Debix, you DO NOT need to place a fraud alert on your credit
file. Debix has already done this for you

Equifax Experian TransUnion

{800) 685-1111 (888) 397-3742 (800) 916-8800

www . equifax.com WWw.experian.com www fransunion.com
P.O. Box 740241 P.C. Box 8532 P.C. Box 6790

Atlanta, GA 30374-0241 Allen, TX 75013 Fullerton, CA 92834-6790

When you receive your credit reports, review them carefully. Look for accounts you did not open. Look for
inquiries from creditors that you did not initiate. And look for personal information, such as home address
and Social Security number, that is not accurate. If you see anything you do not understand, call the
credit reporting agency at the telephone number on the report.

We recommend you remain vigilant with respect to reviewing your account statements and credit reports,
and promptly report any suspicious activity or suspected identity theft to us and to proper law
enforcement authgrities, including local law enforcement, your state’s attorney general and/or the Federal
Trade Commission (“FTC”). You may contact the appropriate regulatory agency in your state, as
applicable, or the "FTC” to obtain additiona! information about avoiding identity theft.

Federal Trade Commission
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-IDTHEFT {438-4338)
hitp:/fwww ftc gov/idtheft/

For Maryland Residents: You can obtain information from the Maryland Office of the Attorney General
about steps you can take to help prevent identity theft. You can contact the Maryland Attorney General at:

Maryland Office of the Attorney General
Consumer Protection Division

200 St. Paul Place

Baltimore, MD 21202

888-743-0023, www.oag.state.md.us

For North Carolina Residents: You can obtain information from the North Carolina Attorney General's
Office about steps you can take to help prevent identity theft. You can contact the North Carclina Attorney
General at;

Consumer Protection Division
NC Attorney General's Office
8001 Mail Service Center
Raleigh, NC 27699-9001
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(919) 716-6400, hitp:/f'www ncdoj.com/

Fraud Alerts. There are also two types of fraud alerts that you can place on your ¢redit report to put your
creditors on notice that you may be a victim of fraud: an initial alert and an extended alert. An initial fraud
alert stays on your credit report for at least 90 days. You may ask that an initial fraud alert be placed on
your credit report if you suspect you have been, or are about {0 be, a victim of identity theft. An extended
fraud alert stays on your credit report for seven years. You ¢an have an extended alert pfaced on your
credit report if you have been a victim of identity theft and you provide the credit reporting company with
the documentary proof it requires. You can place a fraud alert on your credit report by calling the toli-free
fraud number of any of the three credit reporting companies provided above.

Credit Freezes: You may put a “credit freeze” (also known as a "security freeze”) on your credit fite so
that no new credit can be opened in your name without the use of a PIN number that is issued to you
when you initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing
your credit report without your consent. Therefore, using a credit freeze may delay your ability to obtain
credit. in addition, you may incur fees to place, lift, and/or remove a credit freeze which generally range
from $5-20 per action. Uniike a fraud alert, you must separately p/ace a credit freeze on your credit file at
each credit reporting company. Since the instructions for how to establish a credit freeze differ from state
to state, please contact the three major credit reporting companies at the numbers above to find out more
information.



