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VIA OVERNIGHT DELIVERY

Attorney General Joseph Foster
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Re: Notice of Data Security Incident Involving Retail Capital, LLC
Dear Attorney General Foster:

This firm represents Retail Capital, LLC (“Retail Capital’). Pursuant to New Hampshire Rev. Stat. Ann.

§ 359-C:20(l)(b), this letter is to inform you of a data security incident involving a single user email box of
a Retail Capital employee that occurred on March 17, 2015. Retail Capital identified the intrusion, re-
established the security of the compromised electronic mailbox within approximately 40 minutes and
immediately initiated an investigation.

Retail Capital provides growth capital to help small businesses expand, purchase inventory or equipment,
or manage working capital. Retail Capital is headquartered in Troy, Michigan. The company was formed
in 2010 and currently employs 75 people (full-time-equivalents) in Troy and its other office locations.

The incident involved unauthorized access by an unidentified third party to the electronic mailbox
of one of Retail Capital’s sales managers. The mailbox contained funding applications and supporting
information submitted by small businesses (including sole proprietorships) seeking to use Retail Capital's
services. Thus, although personal information was included with the applications, including one or more
of individual principals’ names, addresses, Social Security numbers, driver's license numbers and bank
account numbers or statements, the individuals were interacting with Retail Capital in business, not
consumer, capacities. At this time we believe that information concerning 3 New Hampshire residents
(out of a total of 741 notified data subjects) was contained in the mailbox. Those residents are being
notified by mail on April 2, 2015, and a copy of that notice is enclosed.

The intruder was able illicitly to acquire the manager’s password, thereby gaining access to the
manager’s electronic mailbox. Upon gaining access, the intruder locked Retail Capital's employee out of
the mailbox. Retail Capital does not believe any other employee mailbox or system resource was
compromised. Retail Capital became aware of the intrusion almost immediately and was able to lock out
the intruder within 40 minutes of the intrusion. The company has no reason to believe any specific
person’s personal information was accessed or otherwise compromised, but, because the mailbox
contained personal information, is providing notice.

Retail Capital understands the importance of its applicants’ personal and business information. The
company takes very seriously its obligation to safeguard that information and to use it in an appropriate
manner. Retail Capital has implemented additional security procedures that are intended to prevent
recurrence of this or a similar type of event, including a new access procedure for all employees.
Employees now must utilize dual-factor authentication (currently, Google’s Authenticator tool which
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requires both a password and a code sent to the employee’s phone via text, voice call or Google's mobile
app) in order to access their mailboxes.

As a cautionary measure, to protect against any potential misuse of information that may result from the
compromise, Retail Capital will offer affected individuals identity theft coverage for a period of two
years through ID Experts. ID Experts®, data breach and recovery services expert, will provide fully
managed recovery services which include: 2 years of FraudStop™ credit monitoring, a $20,000 insurance
reimbursement policy, exclusive educational materials and complete access to their fraud resolution
representatives.

Should you have any questions or concerns regarding this matter, please contact me for additional
information.

Enclosure


















