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March 17, 2015

VIA OVERNIGHT DELIVERY

Office of the Attorney General
33 Capitol Street
Concord, NH 03301

Attn: Attorney General Joseph Foster
Re: Incident Notification
Dear Attorney General Foster:

Our client, Premera Blue Cross, including its affiliates Academe, Inc. (formerly known as
LifeWise Health Plan of Arizona, Inc.), Connexion Insurance Solutions, Inc., LifeWise Health
Plan of Washington, LifeWise Health Plan of Oregon, Inc., LifeWise Assurance Company, and
Vivacity, Inc. (collectively (“Premera™)), on January 29, 2015, discovered that cyber-attackers
had executed a sophisticated attack to gain unauthorized access to its Information Technology
(IT) systems. Further investigation revealed that the initial attack occurred on May 5, 2014.
Premera worked closely with Mandiant, one of the world’s leading cybersecurity firms, to
conduct its investigation and to remove the infection created by the attack on its IT systems.
Premera notified the FBI and continues to work closely with the agency on its investigation.

Premera’s investigation has determined that the attackers may have possibly gained
unauthorized access to members’ and other individuals’ personal information, including names,
addresses, telephone numbers, dates of birth, Social Security numbers, member identification
numbers, bank account information, email addresses if provided, and claims information,
including clinical information. Premera acquires this information in its capacity as a health plan,
as an administrator for self-funded accounts, as a service provider, or as a participant in the
national BlueCard program.! In all cases and without waiving any objection to personal

! Premera participates in the national BlueCard program, which allows a member in one Blue Cross Blue Shield
(BCBS) plan to get high-quality affordable health care they need wherever they are form providers that participate in
a different BCBS plan’s network. If an individual received healthcare in Washington or Alaska (Premera’s home
states), health care providers in Washington and Alaska may have shared information with Premera in order to

process claims.
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