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May 21, 2014

State of New Hampshire
Office of the Attorney General
33 Capitol Street

Concord, NH 03301

Office of the Attorney General:

While exercising an abundance of caution, we proactively make notice about a potential security
breach involving computerized data. We have a reasonable expectation that no personal information
was disclosed or harm occurred against residents of the State of New Hampshire. As required by New
Hampshire Revised Statute Section 359-C 20(1)(b), the following is provided:

Power Equipment Direct, Inc. 1325 Rodeo Drive Bolingbrook, IL 60490, a subsidiary of Ferguson
Enterprises, Incorporated experienced a potential data breach from around 5:00PM CDT May 4" until
approximately 10:00AM CDT May 5™ 2014. Power Equipment Direct trades on the following Websites:
AirCompressorsDirect.com, SnowBlowersDirect.com, PressureWashersDirect.com,
ElectricGeneratorsDirect.com, MowersDirect.com, WaterPumpsDirect.com, SumpPumpsDirect.com,
ChainSawsDirect.com, LogSplittersDirect.com, TillersDirect.com, LeafBlowersDirect.com,
ChippersDirect.com and StringTrimmersDirect.com.

For additional information please contact me, Raymond C. Ferrara, Director of Security for Ferguson
Enterprises. You can contact me telephonically at (757) 223-6145 or via email at
ray.ferrara@ferquson.com.

A small piece of malicious computer code was uploaded to the server handling our check-out
process. At various times, this malicious code captured and transmitted screen shots of check-out
pages. Whether the originator of this code captured any personal information or credit card data
depends on what was visible at the moment of the screen capture. This-maticious-fite-included code
which enabled access to shopping cart information prior to data being transferred to our credit card
processing company.

After completely an analysis of this incident, information from three (3) New Hampshire residents was
potentially compromised. Notification will be released to the three (3) New Hampshire residents on or
about May 23™ 2014,

Sincerely,
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Ray Ferrara, CPP, CFE, MBCI
Director of Security
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