Baker Hostetler

February 5, 2015

VIA OVERNIGHT DELIVERY

Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Attn: Attorney General Joseph Foster

Re:  Incident Notification
Dear Attorney General Foster:

Our client Phoenix House Foundation, Inc. and its affiliates (collectively “Phoenix
House™) is writing to inform you of an incident involving the unauthorized changes to their
electronic payroll system.

On December 22, 2014, Phoenix House learned that, on December 19, 2014, a consultant
hired to perform payroll activities appears to have made unauthorized changes to the information
stored in Phoenix House’s electronic payroll systems hosted by third parties. Upon learning this,
Phoenix House immediately removed the consultant’s access to the systems at issue and
conducted an investigation to determine what information may have been changed. It appears
that, as part of this incident, the consultant may have accessed certain personal information,
including name, address, Social Security number, salary, and benefit information of ninety one
(91) New Hampshire residents. Phoenix House has terminated the consultant’s contract and
reported the incident to law enforcement, and is cooperating with law enforcement in its
investigation of this incident.

Phoenix House has received no reports that the information has been used in any manner
that would compromise an individual’s identity or credit. Still, as a precaution, Phoenix House
will begin notifying individuals affected by the incident on February 5, 2015 and is offering them
one year of complimentary credit monitoring and identity theft protection services through
Experian. Phoenix House is also providing call center support for those affected. To help prevent
something like this from happening in the future, Phoenix House has terminated the consultant’s
contract and will be conducting a comprehensive review of our information security practices
and procedures.
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Attached hereto is a sample copy of the notification letter being sent to affected residents.
Please do not hesitate to contact me if you have any questions regarding this matter.


















