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February 12, 2015

VIA OVERNIGHT DELIVERY

Office of the Attorney General

33 Capitol Street

Concord, NH 03301

Attn: Attorney General Joseph Foster

Re:  Incident Notification
Dear Attorney General Foster:

On November 25, 2014, our client, Partners HealthCare System, Inc. and its affiliated
institutions and hospitals (“Partners HealthCare™), learned that some Partners HealthCare
workforce members may have provided their user credentials and answers to security challenge
questions in response to phishing emails they received, thinking the emails were legitimate.
When Partners HealthCare learned of this, it immediately began an investigation, contacted law
enforcement and alerted the affected employees. Partners HealthCare also is working with an
expert computer forensic firm to investigate the incident. Although the investigation is ongoing,
Partners HealthCare believes that as a result of the phishing attack an unauthorized individual
was potentially able to access information in its PeopleSoft system relating to some of its
workforce members and their designated beneficiaries and dependents. The information
potentially accessed with respect to workforce members included name, address, Social Security
Number, date of birth, phone number, e-mail address, bank account number and bank routing
number. With respect to beneficiaries and dependents, the information potentially accessed
included name, address, date of birth, phone number, and Social Security number.

Partners HealthCare is notifying affected workforce members and their designated
beneficiaries and dependents, and offering eligible individuals a complimentary one-year
membership in credit monitoring and identity theft protection services from Experian. Partners
HealthCare has also established a call center to assist individuals with any questions they may
have.
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Sincerely,
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