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ATTORNEYS AT LAW

March 20, 2015

VIA U.S. MAIL

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Park ‘N Fly — Data Security Event Update

Dear Attorney General Foster:

We are writing to provide an update on the Park ‘N Fly (“PNF”) data security event. By providing
this update, PNF does not waive any rights or defenses regarding the applicability of New
Hampshire law or personal jurisdiction.

Update on PNF’s Investigation

On December 30, 2014, we provided preliminary notice to your office of a data security event
involving PNF’s ecommerce site. On January 20, 2015, we provided an update to your office
regarding the status of PNF’s investigation and notification to its potentially affected customers.
Attached as Exhibit A please find a copy of our preliminary notice and update to your office for
your convenience. Since our January 20, 2015 update to your office, the independent third-party
forensic experts for whom PNF has been working with, have confirmed the security of some data
from certain payment cards that were used from November 27, 2013 through December 24, 2014, to
make reservations through PNF’s ecommerce site, may be at risk. The data potentially at risk
includes customer’s name, card number, billing address, card expiration date, and CVV. Other
customer data potentially at risk for certain customers includes email addresses, PNF passwords,
and telephone numbers. On March 3, 2015, the final report relating to this matter was provided to
PNF by the independent third-party forensic experts.

While PNF has reason to believe the intruder stole some data from certain payment cards that were
used to make reservations on PNF’s ecommerce site, PNF has not determine which specific
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e Enhanced security setting relating to the ecommerce site such as implementing web
application firewall, file integrity monitoring, and upgrading the frameworks and PHP
components relating to the ecommerce site.

e Reviewed and enhanced policies and procedures regarding data protection including firewall
rules. -

e Engaged third-party forensic expert to assess and confirm the security of all PNF systems.

Contact Information

Should you have any questions regarding this notification or other aspects of the data security event,
please contact us NN

Very truly yours,

Abohagie
I

4839-8260-9186.1



















































































