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March 27, 2015

Consumer Protection and Antitrust Bureau
Office of the Attorney General

State of New Hampshire

33 Capitol Street

Concord, NH 03301

Dear Attorney General Foster:

On March 11, 2015, we learned from our website services provider that our online store at
www.niteize.com had experienced a cyber attack, and as a result, a global total of approximately
309 credit card transactions were compromised during order processing. On March 13, 2015, we
learned that it was possible that the attackers may have accessed our general customer database
that includes customer Nite Ize passwords, along with other customer data such as name,
address, email address and telephone number(s). The general customer database does not
contain credit card information.

As a result, the customer information of approximately 350 New Hampshire residents may have
been accessed by unauthorized parties. At this time, we cannot confirm that any customer data
was actually viewed or taken but are notifying you and our customers in an abundance of
caution. We also have reason to believe that the credit card numbers of a subset of 2 of those
same New Hampshire customers were among those compromised on a transaction-by-transaction
basis. We are notifying those customers of the situation, and have contacted our bank and the
credit card companies so they can be alerted to any potential fraud or other unauthorized activity.

We have been actively investigating the incident with our website service provider and upon
discovery of the breach, immediately took steps to protect our website against further
unauthorized access. We have established a password reset protocol to require a password reset
for all customer accounts on our website at the next login attempt. We are in the process of
preparing notifications to the affected residents of New Hampshire. We expect that the
notifications will be sent out by the week of March 30, 2015.

Attached is a copy of the notification we anticipate sending to affected residents. Please contact
me if you wish to gbtain ¢ information about this unfortunate event.

4835-2386-3074.1.























