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Office of the Attorney General

33 Capitol Street

Concord, NH 03301
Atin: Attorney General Michael A. Delaney

Re: Incident Notification

Dear Attorney General Delaney:

We write to inform you of an incident regarding some of the personal information that our client,
The Nemours Foundation, maintains in connection with the services it provides to its patients.
¥
On September 8, 2011, our client learned that a locked tape storage cabinet containing
computer backup tapes was missing. Nemours (immediate|y began an investigation and now
believes the cabinet went missing from its Wilmington facility during a remodeling project on or
about August 10, 2011. Nemours has been unable to locate the storage cabinet. The
investigation has revealed that the cabinet conte‘\ined three unencrypted backup tapes from a
computer system Nemours stopped using in 2004. No medical records were on the backup
tapes, but they did contain information that includes:
. i

(1) For patients: patient billing information, including patient names, dates of
birth, insurance information, medical treatment inﬁormation and Social Security numbers;

(2) FFor employees: name, gate of birth, address, marital status, social
security number, insurance information, and bank account mformatlon

(3) For patient guarantors:, | name, address, phone number, insurance
information, and Social Security number;

(4) For vendors: name, address, and Social Security number.
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Nemours is taking steps to help prevent this from happening in the future, including moving
towards encrypting all backup tapes, retraining its employees, and enhancing its storage
procedures. Nemours has no reason to beli'e-ve that the cabinet was stolen, or that the
information on the backup tapes has been accessed or used improperly. It would take highly
specialized equipment and specific technical expertise to access any of the information on the
tapes. Nonetheless, as a precautionary measure, Nemours is notifying all affected individuals

of this incident and offering them one year of free credit monitoring and credit protection
services through TransUnion. e
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There are approximately 173 New Hampshire resid
Notification will be sent to those residents o

hereto. ) f
Very truly yours,
P Yl 92
Theodore J. Kobus, Ill
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CcC. Steven R. Sparks, Esq
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Dear SAMPLE A SAMPLE:

Nemours has provided high quality and compassionate bediatric care for over 70 years, and the privacy and
confidentiality of the information we maintain for ouri patients has always been an important part of the
fundamental trust that we share with our patients and their families. Regrettably, we are writing to inform you
about an incident involving some of that information.

On September 8, 2011, we leaned that a locked tape storage cabinet containing computer backup tapes was
missing. We immediately began an investigation and now believe the cabinet went missing from our
Wilmington facility during remodeling on or about August 10, 2011. To date, we have been unable to locate
the storage cabinet. We believe the cabinet contained three unencrypted backup tapes from a computer
system we stopped using in 2004. No medical records were on the backup tapes, but they did contain your
patient billing information, including name, date of birth, insurance information, medical treatment
information, and Social Secunty number.

2

We are taking steps to help prevent this from happening iagain, including moving towards encrypting backup
tapes, retraining our employees and enhancing our storage procedures. We have no reason to believe that the
cabinet was stolen or that the information on the backupitapes has been accessed or used improperly. It
would take highly specialized equipment and specific technical expertise to access any of the information on
the tapes. As a precautionary measure, we have anangeg for you to enroll, at no cost to you, for one (1) year
in an online three-bureau credit monitoring service provided by TransUnton, one of the three major
nationwide credit reporting companies.

To enroll in this free service, go to the TransUnton Monitoring Website at www.transunionmeonitoring.com
and in the space referenced as “Activation Code”, enter Fhe following 12-letter Activation Code <<Insert
Unique 12-letter Activation Code>> and follow the simple steps to receive your services online within

minutes.

If you have any questions regarding this incident, are concemed that you may have an identity theft issue, or
do not have access to the Internet and wish to enroll in a similar offline, paper based, three-burcau credit
monttoring service, please call the TransUnion Fraud Rclasponse Services toll-free hotline at 1-855-685-5408
Monday through Friday, 9:00 am. to 7:00 p.m. Eastern ‘time. (Closed on all U.S. observed hohidays). You
can sign up for the online or offline credit monitoring service between now and January 31, 2012, Due to

privacy laws, we cannot register you directly.

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit
report and credit score. The daily three-bureau credit m?nitoring service will notify you if there are any
crtical changes to your credit files at TransUnion, Expe‘rian and Equifax, including fraudulent activity, new
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Inquiries, new accounts, new public records, late payments change of address and more. The service also
includes up to $25,000 in 1dentity theft protection with no deductible. (Certain limitations and exclusions
may apply.)

Whether or not you enroll in credit monitoring, we recommend that you remain vigilant to the possibility of
fraud and 1dentity theft by reviewing your credit card, bank and other financial statements for unauthorized
activity and monitoring free credit reports. Under federal law, you are also entitled to one free credit report,
free of charge once every 12 months, from each of the three major nationwide credit reporting companies.
To order your free report visit www.annualcreditreport.c‘om or call toll free at 1-877-322-8228.

You also have the right to ask that the nationwide credit repomng companies place a “Fraud Alert” on your
credit file to let potential credit grantors know to verify your identification before extending credit in your
name in case someone is using your information w1thout‘ vour consent. This is a free service and must be
renewed every 90 days. A Fraud Alert can make it more dlﬂicult for someone to get credit in your name;
however, please be aware that it also may delay your ability to obtain credit. You can call one of the three

nationwide credit reporting companies to place your F ra+d Alert: TransUnion, Equifax, or Experian. As
soon as the credit reporting company confirms your Fraud Alert, they will also forward your alert request to

the other two nationwide credit reporting companies so )‘lou do not need to contact each of them separately.

The contact information for the three nationwide credit reporting companies is:

Equifax TransUnion Experian

PO Box 740256 PO Box 6790 PO Box 9554
Atlanta, GA 30374 Fullerton,CA 92834 Allen, TX 75013
www .equifax.com WWW_transunion.com WWW.expenan.com
1-800-525-6285 1-800-680-7289 1-888-397-3742

If you believe you are the victim of identity theft or have reason to believe your information is being

misused, you should immediately contact the police in your jurisdiction and file a police report of identity
theft. Obtain a copy of the police report as vou may need 10 provide copies of the report to creditors to clear
up your records. You should also contact the Federal Tr‘ade Commission and the attorney general’s office in
your home state.

We also recommend that you regularly review the expla‘nation of benefits statements that you receive from
your insurer. If you see any service that you believe you did not receive, please contact your insurer.

We deeply regret any inconvenience this incident may cause you. If you have any questions about this
incident, please call 1-855-685-5408 Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time. (Closed
on all U.S. observed holidays).

Sincerely,

il

David J. Bailey, M.D.
President and Chief Executive Officer
Nemours Foundation
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Dear I

The privacy and security of the personal information we maintain is a top priority at Nemours, and we value
the trust we share with our Associates, both past and present. Regrettably, this letter concerns an incident
related to that information.

On September 8§, 2011, we leamed that a locked tape storage cabinet containing computer backup tapes was
missing. We immediately began an investigation and now believe the cabinet went missing from our
Wilmington facility during remodeling on or about August 10, 2011. To date, we have been unable to locate
the storage cabinet. We believe the cabinet contained th‘ree unencrypted backup tapes from a computer
system we stopped using in 2004. The backup tapes contained your name, date of birth, address, mantal
status, social security number, insurance information and bank account information related to your
employment at Nemours.

We are taking steps to help prevent this from happening again, including moving towards encrypting backup
tapes, retraining our employees and enhancing our storaée procedures. We have no reason to believe that the
cabinet was stolen or that the information on the backup itapes has been accessed or used improperty. It
would take highly specialized equipment and specific technical expertise to access any of the information on
the tapes. As a precautionary measure, we have arranged for you to enroll, at no cost to you, for one (1) year
in an online three-bureau credit monitoring service provided by TransUnion, one of the three major

nationwide credit reporting companies.

To enroll 1n this free service, go to the TransUnion Momtonng Website at www.transunionmonitoring.com
and in the space referenced as “Activation Code”, enter the following 12-letter Activation Code

. |
and follow the simple steps to receive your services online within minutes.

If you have any questions regarding this incident, are concemed that you may have an identity theft issue, or
do not have access to the Internet and wish to enroll in a‘ similar offline, paper based, three-bureau credit
monitoring service, please call the TransUnion Fraund Re‘sponse Services toll-free hotline at 1-855-685-5408
Monday through Fnday, 9:00 am. to 7.00 p.m. Eastern tlme (Closed on all U.S. observed holidays). You
can sign up for the online or offline credit monitoring se‘rwce between now and January 31, 2012, Due to

privacy laws, we cannot register you directly. |
Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit
report and credit score. The daily three-bureau credit monitoning service will notify you if there are any

critical changes to your credit files at TransUnion, Expenian and Equifax, including fraudulent activity, new

(Over P‘lease)




inquiries, new accounts, new public records, late paymen‘ts, change of address and more. The service also
includes up to $25,000 in identity theft protection with no deductible. (Certain limitations and exclusions

may apply.)

Whether or not you enroll in credit monitoring, we recommend that you remain vigilant to the possibility of
fraud and identity theft by reviewing your credit card, bank, and other financial statements for unauthorized
activity and momtoring free credit reports. Under federal law, you are also entitled to one free credit report,
free of charge once every 12 months, from each of the three major nationwide credit reporting companies.
To order your free report visit www annualcreditreport.com or call toll free at 1-877-322-8228.

You also have the right to ask that the nationwide credit reporting companies place a “Fraud Alert” on your
credit file to let potential credit grantors know to verify y‘our identification before extending credit in your
name in case someone 1s using your information without your consent. This is a free service and must be
renewed every 90 days. A Fraud Alert can make it more|difficult for someone to get credit in your name;
however, please be aware that it also may delay your ability to obtain credit. You can call one of the three
nationwide credit reporting companies to place your Fraud Alert: TransUnion, Equifax, or Expenan. As
soon as the credit reporting company confirms your Fraud Alert, they will also forward your alert request to
the other two nationwide credit reporting companies so y"ou do not need to contact each of them separately.

The contact information for the three nationwide credit reporting companies 1s:

Equifax TransUnion Experian

PO Box 740256 PO Box 6790 | PO Box 9554
Atlanta, GA 30374 Fullerton,CA 92834 Allen, TX 75013
www.equifax.com WWWw.transunion.com WwWw experian.com
1-800-525-6285 1-800-680-7289 1-888-397-3742

If you believe you are the victim of identity theft or have reason to believe your information is being
misused, you should immediately contact the police in your jurisdiction and file a police report of identity
theft. Obtain a copy of the police report as you may nee;d to provide copies of the report to creditors to clear
up vour records. You should also contact the Federal Trade Commission and the attomey general’s office in

your home state.

We also recommend that you regularly review the explanation of benefits statements that you receive from

} . . I . .
your insurer. If you see any service that you believe you did not recetve, please contact your insurer.

We deeply regret any inconvenience this incident may cause you. If you have any questions about this
incident, please call 1-855-685-5408 Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time. (Closed
on all U.S. observed holidays).

Sincerely,

oot

David J. Bailey, M.D.
President and Chief Executive Officer
Nemours Foundation
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Dear Parents of N

Nemours has provided high quality and compassionate pediatric care for over 70 years, and the privacy and
confidentiality of the information we maintain for our| patients has always been an important part of the
fundamental trust that we share with our patients and their families. Regrettably, we are writing to inform you
about an incident involving some of that information.

On September 8, 2011, we leamed that a locked tape storage cabinet containing computer backup tapes was

missing. We immediately began an investigation and no‘w believe the cabinet went missing from our

Wilmington facility during remodeling on or about Augu}st 10, 2011. To date, we have been unable to locate
the storage cabinet. We believe the cabinet contained three unencrypted backup tapes from a computer

system we stopped using in 2004, No medical records were on the backup tapes, but they did contain your

child’s billing information, including name, date of birth, insurance information, medical treatment
information, and Social Security number.

We are taking steps to help prevent this from happening again, including moving towards encrypting backup
tapes, retraining our employees and enhancing our storage procedures. We have no reason to believe that the
cabinet was stolen or that the information on the backup|tapes has been accessed or used improperly. It

would take highly specialized equipment and specific technical expertise to access any of the information on

the tapes. As a precautionary measure, we have arrange? for all affected and ehgible individuals to enroll, at
no cost to the individual, for one (1) year in an online three-bureau credit monitoring service provided by

TransUnion, one of the three major nationwide credit reporting companies.

To enroll in this free service, go to the TransUnion Mon;itoring Website at www.transunionmonitoring.com

and in the space referenced as “Activation Code”, enter the following 12-letter Activation Code

and follow the simple steps to receive these services online within minutes.

If you have any questions regarding this incident, are concerned that you may have an identity theft 1ssue, or
do not have access to the Internet and wish to enroll in a similar offline, paper based, three-bureau credit
monitoring service, please call the TransUnion Fraud Relsponse Services toll-free hotline at 1-855-685-5408
Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time. (Closed on all U.S. observed holidays). You

can sign up for the online or offline credit monitoring se‘rvice between now and January 31, 2012. Due to
privacy laws, we cannot register you directly.

All eligible enrollees will be able to obtain one year of unlimited access to their TransUnion credit report and
credit score. The daily three-bureau credit monitoring se‘rvice will notify the individual if there are any
critical changes to their credit files at TransUnion, Experian and Equifax, including fraudulent activity, new

(Over Please)




inquiries, new accounts, new public records, late payments, change of address and more. The service also
includes up to $25,000 n identity theft protection with no deductible. (Certain limitations and exclusions
may apply.)

Special note for minors affected by this incident: The %ame service referred to above may not be available
to affected minors. For general information on child identity theft and what precautions parents can take,
you can access the following site: www.transunion.com/childidentitytheft or a TransUnion representative
at the telephone number above will be able to assist you.

We recommend remaining vigilant to the possibility of fraud and identity theft by reviewing credit card,
bank, and other financial statements for unauthorized activity and monitoring free credit reports. Under
federal law, people are also entitled to one free credit report, free of charge once every 12 months, from each

of the three major nationwide credit reporting companies;. To order a free report visit
www annualcreditreport.com or call toll free at 1-877-322-8228.

Individuals also have the nght to ask that the nationwide |credit reporting companies place a “Fraud Alert”
on their credit file to let potential credit grantors know to|verify their identification before extending credit
in their name in case someone is using thetr information without their consent. This is a free service and

must be renewed every 90 days. A Fraud Alert can maké 1t more difficult for someone to get credit in an
mdividual's name; however, please be aware that it also r}nay delay the ability to obtain credit. One of the
three nationwide credit reporting companies can place a Ifraud Alert: TransUnion, Equifax, or Experian. As
soon as the credit reporting company confirms a Fraud Alert, they will also forward the alert request to the
other two nationwide credit reporting companies so you (:io not need to contact each of them separately. The
contact information for the three nationwide credit reporting companies is:

Equifax TransUnion Experian

PO Box 740256 PO Box 6790 PO Box 9554
Atlanta, GA 30374 Fullerton,CA 92834 Allen, TX 75013
www .equifax.com Www transunion.com WWW.experian.com
1-800-525-6285 1-800-680-7289 1-888-397-3742

If you believe you or your child are the victim of identity theft or have reason to believe your or your child's
information is being misused, you should immediately contact the police in your jurisdiction and file a
police report of identity theft. Obtain a copy of the police report as vou may need to provide copies of the
report to creditors to clear up your records. You should|also contact the Federal Trade Commission and the
attorney general’s office in your home state.

We recommend that you regularly review the explanation of benefits statements that you receive from your
child's msurer. If you see any service that you believe your child did not receive, please contact the insurer.

We deeply regret any inconvenience this incident may C?USC you. If you have any questions about this
incident, please call 1-855-685-5408 Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time. (Closed

on all U.S. observed holidays).

Sincerely,

L)W/gfré/ vz,

David J. Bailey, M.D.
President and Chief Executive Officer
Nemours Foundation
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To the Estate of [ NN

Nemours has provided high quality and compassionate plediatn'c care for over 70 years, and the privacy and
confidentiality of the information we maintain for our pa‘tients has always been an important part of the

fundamental trust that we share with our paticuts and their families. Regrettably, we are writing to inform you
about an incident involving some of that information.

On September 8, 2011, we leamned that a locked tape sto‘rage cabinet containing computer backup tapes was
missing. We immediately began an investigation and now believe the cabinet went missing from our
Wilmington facility during remodeling on or about August 10, 2011. To date, we have been unable to locate
the storage cabinet. We believe the cabinet contained three unencrypted backup tapes from a computer
system we stopped using in 2004. No medical records were on the backup tapes, but they did contain your
family member’s billing information, including name, da‘lte of birth, insurance information, medical treatment
information, and Social Security number.

We are taking steps to help prevent this from happening jagain, including moving towards encrypting backup
tapes, retraining our employees, and enhancing our stora:ge procedures. We have no reason to believe that
the cabinet was stolen or that the information on the backup tapes has been accessed or used umproperly. It

would take highly specialized equipment and specific te chnical expertise to access any of the information on
the tapes.

We deeply regret any inconvenience this incident may c‘ause you. If you have any questions about this
icident, please call 1-855-755-8483 Monday through Friday, 8:00 a.m. to 5:00 p.m. Eastern time. (Closed on
all U.S. observed holidays).

Sincerely,

gl

David J. Bailey, M.D.
President and CEO
Nemours Foundation
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To the Guarantor of <Patient first name><patient last name>

<street address>
<city>, <state> <zip code>

Dear Guarantor of <patient first name><patient last name>:

Nemours has provided high guality and compassionate pediatric care for over 70 years, and the privacy
and confidentiality of the information we maintain for our patients has always been an important part of

the fundamental trust that we share with our patients ?.nd their families. Regrettably, we are writing to

inform you about an incident involving some of that information.

On September 8, 2011, we learned that a locked tape storage cabinet containing computer backup tapes
was missing. We immediately began an investigation and now believe the cabinet went missing from our
Wilmington facility during remodeling on or about August 10, 2011. To date, we have been unable to
locate the storage cabinet. We believe the cabinet contained three unencrypted backup tapes from a
computer system we stopped using in 2004. No medical records were on the backup tapes, but they did

contain your personal information as part of your thild’s billing information, including your name,
address, phone number, insurance information, and Social Security number.

We are taking steps to help prevent this from happeni(ng again, including moving towards encrypting all
backup tapes, retraining employees, and enhancing ouy storage procedures. We have no reason to believe
that the cabinet was stolen or that the information jon the backup tapes has been accessed or used
improperly. It would take highly specialized equipment and specific technical expertise to access any of
the information on the tapes. As a precautionary mea‘sure, however, we have arranged for you to enroll,
at no cost to you, for one (1) year in an online three-bureau credit monitoring service provided by

TransUnion, one of the threc major nationwide credit r‘eponing companies.

To enroll in this free service, go to/| the TransUnion Monitoring Website at
www.transunionmonitoring.com and in the space referenced as “Activation Code”, enter the following
12-letter Activation Code <<Insert Unique 12-letter Activation Code>> and follow the simple steps to

receive your services online within minutes.

If you have any questions regarding this incident, are concerned that you may have an identity theft issue,
or do not have access to the Internet and wish to enroll in a similar offline, paper based, three-bureau
credit monitoring service, please call the TransUnionIFraud Response Services toll-free hotline at 1-855-
685-5408 Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time. (Closed on all U.S. observed

holidays) You can sign up for the online or offline c{redit monitoring service between now and January

31, 2012. Due to privacy laws, we cannot register you directly.

|

Once you are enrolled, you will be able to obtain one year of unlimited access to your TransUnion credit

report and credit score. The daily three-bureau credit monitoring service will notify you 1if there are any

critical changes to your credit files at TransUnion, Experian and Equifax, including fraudulent activity,



new inquiries, new accounts, new public records, late payments, change of address and more. The service
also includes up to $25,000 in identity theft protectio‘n with no deductible. (Certain limitations and
exclusions may apply.) ‘

Whether or not you enroll in credit monitoring, we recommend that you remain vigilant to the possibility
of fraud and identity theft by reviewing your credit lcard, bank, and other financial statements for
unauthorized activity and monitoring free credit reports| Under federal law, you are also entitled to one
free credit report, free of charge once every 12 months, from each of the three major nationwide credit

reporting companies. To order your free report visit www.annualcreditreport.com or call toll free at 1-
877-322-8228.

You also have the right to ask that the nationwide credit reporting companies place a “Fraud Alert” on
your credit file to let potential credit grantors know to verify your identification before extending credit in
your name in case someone is using your information without your consent. This s a free service and
must be renewed every 90 days. A Fraud Alert can mzlike it more difficult for someone to get credit in
your name; however, please be aware that it also may delay your ability to obtain credit. You can call one
of the three nationwide credit reporting companies to place your Fraud Alert: TransUnion, Equifax, or
Experian. As soon as the credit reporting company confirms your Fraud Alert, they will also forward
your alert request to the other two nationwide credit reporting companies so you do not need to contact

each of them separately. The contact information for the three nationwide credit reporting companies 1s:

Equifax TransUnion Experian

PO Box 740256 PO Box 6790 PO Box 9554
Atlanta, GA 30374 Fullerton, CA 92834 Allen, TX 75013
www.equifax.com WWww.transunion.com WWW.experian.com
1-800-525-6285 1-800-680-7289 1-888-397-3742

If you believe you are the victim of identity theft or l‘lave reason to believe your information is being
misused, you should immediately contact the police in your jurisdiction and file a police report of identity
theft. Obtain a copy of the police report as you may need to provide copies of the report to creditors to

clear up your records. You should also contact the Federal Trade Commission and the attorney general’s
office in your home state.

We recommend that you regularly review the explana‘tion of benefits statements that you receive from

your insurer. If you see any service that you believe you did not receive, please contact your insurer.

We deeply regret any inconvenience this incident may| cause you. If you have any questions about this
incident, please call 1-855-685-5408 Monday through Friday, 9:00 a.m. to 7:00 p.m. Eastern time.
(Closed on all U.S. observed holidays)

Sincerely,
David J. Bailey, M.D.

President and Chief Executive Officer
Nemours Foundation






