Neiman Marcus | Group

January 25, 2014

Attorney General Joseph Foster
Office of the Attorney General
NH Department of Justice

33 Capitol Street

Concord, NH 03301

Dear General Foster:

[ write to inform you that Neiman Marcus Group discovered that a criminal cyber-security
intrusion had occurred on its systems which may have affected New Hampshire residents.'

In mid-December, the Neiman Marcus Group’s merchant processor informed the Neiman
Marcus Group of potentially unauthorized payment card activity that occurred following
customer purchases at Neiman Marcus Group stores. The Neiman Marcus Group informed
federal law enforcement agencies and began working actively with the U.S. Secret Service, the
payment brands, its merchant processor, a leading investigation, intelligence and risk
management firm, and a leading payment brand approved forensics firm to investigate the
situation. As a result of the investigation we initiated, using two of the leading computer forensic
investigative firms, we learned for the first time on January 1, 2014 (preliminarily), and then
more concretely on January 2 and 3, that sophisticated, self-concealing malware that can
“scrape” (copy from temporary memory during execution of payment) payment card information
(“the scraping malware”) had been clandestinely inserted into our system. We later learned that
this malware had been inserted in our system as early as July 2013. Separate, related malware
that allows this scraping malware to function appears to have been clandestinely inserted earlier
in 2013. Neiman Marcus was not aware of any of this hidden malware until it was discovered
this month by our investigative experts. Based on current information, the possibly compromised
personal information included name and other Track One payment card data, but, to Neiman
Marcus Group’s knowledge, did not include other sensitive personal information such as Social
Security numbers or dates of birth. The Neiman Marcus Group does not use PIN pads in our
stores.

To date, the information provided to the Neiman Marcus Group by its merchant processor and
the credit card companies state that about 2,400 unique credit or debit cards used at Neiman
Marcus stores were subsequently used for fraudulent transactions. The credit card companies

! The Neiman Marcus Group reserves and preserves all of its rights, including that the submission of this report does
not constitute a waiver of personal jurisdiction in those states where it does not operate retail locations.



informed us that these cards were all previously used at Neiman Marcus stores. However, for
the vast majority of these cards, we have not been provided information about whether these
cards were also used at other retailers that may have been subjected to a cyber attack.
Therefore, we cannot confirm whether Neiman Marcus or another merchant was the source of
information for the fraudulent cards. We have postal addresses for about 71% of these
cardholders. The addresses that the Neiman Marcus Group possess indicate that 2 of these
individuals are residents of New Hampshire.

On January 10, the Neiman Marcus Group sent emails to those cardholders in this group of
approximately 2,400 for whom we had email addresses. We also issued a public statement that
we had suffered a data security incident. For those account holders for whom we had postal
addresses, we began preparing letters, which were mailed the next business day.

Based on information received at this point in the investigation, which is ongoing, it appears that
the scraping malware was active between July 16, 2013 and October 30, 2013, and therefore may
have been obtaining payment-card information during this time. At this point in the
investigation, it appears that scraping malware was not operating at all Neiman Marcus Group
stores and was probably not operating each day during this period. Thus, we cannot state
definitively which payment cards may have been impacted by the scraping malware.

The number of unique payment cards used at all Neiman Marcus Group stores during the July
16, 2013 to October 30, 2013, period was approximately 1.1 million. The Neiman Marcus Group
does not possess postal address information for approximately 31% of these individuals, and so
we have placed a public notice on our website explaining the data security incident, and we are
distributing notice to major media outlets.

The addresses that the Neiman Marcus Group does possess indicate that 822 New Hampshire
residents used a payment card at Neiman Marcus during the July 16, 2013 to October 30, 2013
period, although the Neiman Marcus Group has more than one address for some customers, and
so certain residents may be counted in two states. This information is preliminary, and we expect
the information to become more definite as the investigation continues.

On January 16, our CEO Karen Katz issued a public letter, posted on our website with a clear
and prominent link from our home page, and explained that we had been the victim of a data
security incident. As part of our commitment to our customers, we are offering one free year of
credit monitoring and identity theft protection to all customers who shopped with us at any
Neiman Marcus Group store or online between January 2013 and January 22, 2014. The
notifications and FAQs can be accessed at this link:
http://www.neimanmarcus.com/infosecurity. On January 22, we issued individual notifications
by email and letter to all customers who used a payment card for any Neiman Marcus Group
transaction, in any store or online, any time in the past year for whom we have contact
information. Like our website notice, this notification will provide information about the data
security incident and the free credit monitoring and identity-theft insurance we are providing,.

Notably, these notices are being sent not only to the group of cardholders whose information
appears to have been potentially exposed during the period the scraping malware was



operating — based on the information at this point in the investigation — but also to a much
larger group. We are taking these broader notification steps in an abundance of caution in light
of the uncertainty at this stage of the investigation. Fundamentally, our goal is to communicate
to all our customers that taking care of them is and has always been our top concern.

As a precaution, the Neiman Marcus Group is offering complimentary credit monitoring
services to all customers who shopped with us at any Neiman Marcus Group store or online,
any time between January 2013 and January 22, 2014, and it has provided other precautionary
information and measures customers can take to safeguard their identities. For your
convenience, a copy of the notice template sent to possibly affected New Hampshire residents
is enclosed with this letter.

In response to this incident, the Neiman Marcus Group has taken and is taking a number of steps
to contain the situation to help prevent an unlawful intrusion like this from happening again.
Among them, the Neiman Marcus Group is:

e Contacting and working directly with federal law enforcement agencies

e Conducting a full review of all of its payment card information systems and vulnerability
assessment with the payment brands, its merchant processor, a leading investigations,
intelligence and risk management firm, and a leading payment brand approved forensics
firm

Reviewing its intrusion detection systems and firewalls

Reinforcing its security tools

Reviewing and hardening its systems

Modifying its software and security credentials

Searching for and removing all malware it discovers in the course of its investigation.

If you have any questions or need further information regarding this incident, please do not
hesitate to contact David Hoffman at Sidley Austin IIP or Anthony Jannotta at Dentons. Their
contact information is listed below.

Sincerely,

Senior Vice President, General Counsel
Neiman Marcus Group



Contact information:

David H. Hoffman, Sidley Austin [1.P
Phone: 312-853-2174
Email: david.hoffman@sidley.com

Anthony Jannotta, Dentons
Phone: 212-768-6870
Email: anthony.jannotta@dentons.com




NeimanMarcus |Group

Karen Kotz
Presiderst and Chief Executive Cifficer

Wiz desply regral and are very sorry thal some of our cuslomers’ payment cards were usad fraudulentty offer making
purchases o cur siores. Ve hove oken steps 1o nofity fioss affeciad cusfomers for whom we have contad Information.
W aim s profed your pessanal and financial infoemation. We want you abways to feel confident shopping o Meiman
Marces and youw trust in us Is ow absclule pricsty. As best we know loday, sockal securty rumbers ond birth dotes wese
not compromisad. Customers that shopped orfine do nol oppear @ s lme % hove been impacied by the criminal
cybersecuity innsion. Youw PR was neves af risk berouse we do nol use P pads in our stores.

W have ioken and are confinuing Io loke o number of steps o coniain the siuglion, ond to help prevent an unlowid
Inkusion like this kom happening again. Adions we have jaken nckide working with lederal law enfcecemert, disabling
the malwse we have found, erhancing our secury locls, and mssessing and minfoecing our relaled payment card
systems In light of this new theaat.

In midDecembes, we were iInformed of poteniialy uawthorized payment card achity that occwred lollowing cusiomes
purchoses o our slores. Ve quickly began our investigotion and hired a forarsic iInvestigeeor. Cur forensic Investigalar
discovesad evidence on Joruary 13l thee a aiminal oybessaaurily inirsion hod occurred. The forersic and criminal
Investigations confinue,

If you are concarmed about boudulent acivity, vou can take several sleps:

* Chack your payment card stalements ond  any suspidous or boudulent acivity oppears,
pleasa coll your cord Fssuer o report I

* Conind your local store o call owr credit diision 1 800,485 6505, I you ses
froudulent activity an your Metman Marcus Cord.

The policies of the poyment brands such as Visae, MasteeCorde, Amesican Baresse, Discover® and the Meiman Marcus
cmed provide fhat you hove zero liability for amy unouthonzed charges 1 you repor them In o fmely mannes.

If your have made a payment cord purchase ot Metman Marces between fanvary, 2013 and Janvary, 2014 we will
be olfering you one year of free credt monitosing seevice for an added kayer of protedion. Sign up nstuciions for is
sarvica will be provided of www.neimanmercus.com/infosecurity by Friday, January 24, 2014,

Even os the world of relalling chaonges and threats fo our business such as oiming! cybersecurty atfocks ocour,
MNetman Marcus Group remains seadios! in ow commitment to delfivesing excapional customer service.

Thank you for your palience, your Bust In us and youw business os we deal with $is unforfunate ond regreticbie ntusion.

Sincaredy,

Kowen Kotz
Pragident ond CEO
Peaman Marcus Group



U.S. State Notification Requirements

For additional information, you may contact Neiman Marcus' hetling, hosted by Experian® at (B66) 579-2216,
or visit our informational website, www.neimanmarcus.com/infosacurity.

For reaidents of Calformia, Hawad, Hinois, Jowa, Maryland, Michigan, Missown, Morth Carolina, Oregowt. Vermownd
Vinginia, West Vinginia, and Wiyomimg:

it is recommended by state law that you remain viglant for meidents of fraud and identity thef by reviewing credt card accourt
statements and monitoring your credit repoet fior unauthorized activity. You may obtain a copy of your credit report, free of
charge whether or not you suspect ary unauthonzed achivity on your account by contacting any one or more of tee national
consumer repoeting agencies listed below. They cam alsa provide you widh mformation albcat fraud alerts ard security freezes.

Equifax Expanan TransUnion

P.C. Box 740249 P.0. Bax 2104 P.C\. Box 6790

Aflamia, GA 30348 Allen, TX 7313 Fulleriom, CA 92834-5790
1-800-885-1111 1-B88-397-3742 1-877-322-8228

wnw. eguifae . com WWWLEXPEn . Com www ransunion.com

For residents of lowa:

Stote law advises you to repoet any suspected identity thaft io law enforcement or to the Afiomey General

For residents of Oreqon:
State laws advise you to report any suspected identity theft 1o law enforcement, as well as the Federal Trade Commission.

For residents of illinois, Maryland and North Carplina:

State laws require us to &Il you that you can obtain informadon from the Federal Trade Commission about step= you can take to
avoidd iderdity Shaft (including how to place a frawd alert or security fresze). If you ame a Maryland or North Carclina resdent, you
mary aiso be akle to detaim dis informaton from yowr state'’s Aftomey General.

MD Atomey Genaral™a Office NC Attomey General'a Office Federal Trade Commiasion

200 31 Paul Place 9001 Mail Servce Cantar 600 Pernsyhania Avenue, NW
Baltimoesa, MD 21202 Raleigh, NC 27593-2001 Washington, DC 20580
1-888-T43-0023 1-B77-566-7 226 1-877-IDTHEFT (438-4338)

www.oag . stabe md.us 2w ncalo). gon www fic govwkop'sduimicrosites/idieft/

For residents of Massachusetts and West Virgmnia:

State |aws require us to nfom you of your rght to cotlain a police report if you are a victim of idendly theft. You alsa have the
right i place a security freeze on youwr credit raport. A security freeze is intended to prevent credit loans and services from beng
appraved in your name without your consent. however, using a security freeze may delay your abiity to obitain credit

To place a securnty freeze on your credii repart, you need to send 3 request to a consumer reparting agency by certified mail,
overmight mal, or regular stamped mail. The following infoemation must be nduded when requesting a securily freeze inote hat
if you are reguesiing a credit report for your spouse, this mformation must be provided for imher as wall): (1) full name, with
middle inital and any suffixes; (2) Secal Securty number; (3) date of kirth; (4] curent address and any previous addresses for
the past five years; and (3} any applicabls ncident report or complaint with a law enforcement agency or the Registry of Motoe
Wehicles. The request must alse inchude 3 copy of 3 gavemment-issued identification card and a copy of a recent utility kil or
bank or insurance statement. It is essential that each copy be legible, display your name and current maiing address. and the
daie of issue. The consumer reporting agency may charge a fee of up 1o $5.00 to place a freeze or lift or remove a freeze, unless
you are 3 vicim of identity thefi or the spouse of a victm of identity theft, and you have submitted 3 valid police report relating ©
the identity theft incdent to the consumer reparting agency.

Equniu 3ecurity Freeze Experian 3ecurity Freezs TranaUnion (FVAD)
P.0. Box 105788 P.0. Bax 9554 P.0. Box 6790

Atlarta, GA 30548 Allen, TX 73013 Fullerion, CA S2834-679%0
www equifac com WWWEXEERan Com wiw.fransunicon.com






