MidState fua
Medical Center

A Hartford HealthCare Partner

April 5, 2011

New Hampshire Attorney General
Michael A. Delaney

33 Capitol Street

Concord, NH 03301

Dear Mr. Delaney:

In accordance with N.H. Rev. Stat. Ann. § 359-C:20, [ am writing to provide you with
nofification regarding the nature and circumstances of a recent data security incident.

On February 15, 2011, we learned that a hard drive containing personal information of some
patients of MidState Medical Center had been misplaced. The information contained on the
device consisted of names, addresses, dates of birth, marital status, Social Security numbers and
medical record numbers. Not all of the patients being notified of the incident had Social Security
numbers on the missing hard drive. We promptly began an investigation of the incident and
subsequently reported the event to law enforcement authorities. We have no reason to beheve
that any personal information has been misused as a result of this incident. MidState Medical
Center and other affiliates of Hartford HealthCare are mn the process of reviewing their policies
and are taking steps to help ensure that this type of incident does not happen in the future.
Approximately 65 persons who may be affected by this incident reside in New Hampshire.

Attached for your reference are samples of the notices MtdState Medical Center is sending to
affected individuals. If you have any questions, please do not hesitate to contact me at | i}

Very truly your

Elizabeth DeSanto, RN, JD
In House General Counsel
Director Risk Management/Corporate Compliance

Enclosures

435 Lewis Avenue  Meriden, CT 06451 203 694 8200 tel  www.midstatemedical.org
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Dear John Q Sample:

On February 13, 2011, we leamed that a hard drive containing personal informanion of some patients of MadState
Medical Center had been misplaced  The informanon contained on the device consisted of names. addresses, dates
of birth, mantal status and medical record numbers We promptly began an investigation of the icident and
subsequently reported the event 1o law enforcoment authonttics  We have no reason to belicve that any persenal
information has been misused as a result of thys meident  MidState Medical Center and other affibates of Hartford
HealthCare arc in the process of reviewing thewr pelicies and are laking steps to help ensure that this type of
meident does not happen i the future

We regret that this madent may affect vou. We take our obligation to sateguard patient personal mformation very
sencusly and, therefore, we are alerting vou so vou can fake sieps to protect vourselfl We encourage you to remam
vigilant and regularly review and monitor vour credit reports . The attached Reforence Guide provides details on
these and other steps you may wish to consider.

You are entitled under U.S. law to one free credit report annually from each of the three natonal credit bureaus. To
order your free credit report, call tell-free af (877) 322-8228 or visit www annualcreditreport com

To further assist you, we recommend that you register for two vears of 1dentity protection under the Debix Identity
Protection Network, which we have arranged to offer at no charge to vou. The attached Refercnce Guide provides
informauon on how you can register for Debix Identity Protection and recommendations by the U.S. Federal Trade
Commission on ow to further protect voursclf against identity theft. You also may want to place a fraud alert or
security freeze on your credit file,

We hopce this infonmation 1s useful to you If vou have any questions regarding this mcident. please call (855) 398-
6435 toll-free, Monday through Saturday, betwecn 00 am. EDT and 8:00 pm. EDT.

Again, we regret any mconvenience this may cause vou
Sincerely,

O el E

£

Lualle Janatka
President & Chiaet Executive Officer

MidStae Medical Conter, 435 T ewrs Avenue Menden CT 06431-2101




Reference Guide

We encourage individuats receiving MidState Medical Center’s letter dated April 5, 2011 to take the following steps:

Order Your Free Credit Report. To order yvour free credit report, visit wivw.annualcereditreport com. call toll-
frec at {877) 322-8228, or complete the Annual Credit Report Request Form on the U.S. Federal Trade
Commussion’s (“FTC™) website at www ftc gov and mail it to Annual Credit Report Request Service, P O Box
105281, Atlanta, GA 30348-3281 The three credit bureaus provide free anpual credit reports only through the
website. toil-free number or request form.

When vou receive your credit report, review it carefully. Look for accounts vou did not open  Look m the
“mnquines’ section for names of creditors from whom you haven't requested credit. Some companies bill under
namgs other than their store or commercial names. The credit burcau will be able 1o tell you when thar 1s the casc
Look n the “personal nformation” section for any naccuracies 1n your information (such as home address and
Social Security number). If you see anything you do not understand. call the credit bureau at the telephone number
on the report  Errors 1o this mformation max be a wartung sten of possible identity theft. You should notify the
credit bureaus of any inaccuracies n vour report, whether due to error or fraud, as soon as possible so the
information can be investigated and. if found to be in error, corrected. If there are accounts or charges yvou did not
authonze. immediatety notify the appropriate credit bureau by telephene and in wnting.

If vou find items vou don't understand on your report, call the credit bureaus at the number given on the repont
Credit bureau staff will review vour report with vou  If the information can't be explained. then vou will need to
call the creditors mvolved  Information that can’t be explamned also should be reported to vour lecal police er
shenff s office because it may signal crimmal activity

Register for Credit Monitoring. To help safcguard you from nususe of vour personal information, we
recommend that you remster for two vears of dentity protection under the Debix Identity Protection Network,
which we have arranged to offer at no ¢harge to vou. Debix has indicated that its service includes:

o OnCall Credit Alerts — You will receive actionable OnCall Credit Alerts by phone when there are changes 1n
vour credit file.

e OnCall Investigation Team — Live OnCall investigators will assist you if an issue occurs related to the
MidState Medical Center mcident, and will help file cases with law erforcement.

v OnCall Attack Reports — This allows MidState Medical Center to know if data is being vsed by identity
thieves

e 31 Million Insurance — This service mcludes $1 million in identity theft insurance coverage to correct fraud
and Debix Fraud Resolution Services. if needed. to assist vou in restonng vour credit file.

From the date that vou set up vour account. Debix will envoll you in OnCall Credit Monitoring™ and vou wili
recerve OnCall Credit Alerts regardmg changes w yvour credit file. Using vour phone, you can review and venfy
these credit alerts and the Debix OnCall investigators are there to assist vou in the event that you suspect fraud
You have until Julv 1502011 to register. and this scrvice will be valid for two vears from the date you register  If
the idivadual who has received this letter 1s under the age of exghtcen. we have arranged to offer two vears of
wdentity protection scrvices with Debix ChildScan Debix ChildScan identifies acts of credit. criminal. medical or
employ ment fraud against childien by scarching thousands of pubbe databases for use of the chid’s mformation

How to Enroll. To enroll for Debix dentitsy Protection, vou may register onhine at wiww debiy com/nudstate. by
mal using the enclosed mait-m registrabion form. or by phone by calling (853) 398-6435 toll-free You will need 10
piovide the activation code that s listed at the top of the nest page  Actnaton codes are specilic o cach mdnadual
and cannot be used muluple times Yoo have until July 13 2011 to register. and this service wald be vahd for tno
sears bom the dale vou reerstes



DEB

The ldentity Protection Network

Complimentary Debix Identity Protection
Activation Code:

Enroll at www.debix.com/nudstate
Assistance Hotline: (853) 398-6435

A

If you have questions regarding the MidState Medical Center incident, we have set up a special assistance call
center staffed wath fraud specialists. Representatives are available by calling (833) 398-6433 toll-free Monday
through Saturday, between 8:00 am. EDT and 800 pm. EDT.

Contact the U.S. Federal Trade Commission. If you detect any unauthorized (ransactions in »our financial
account. nromptly notify your payment card company or financial institution  1f vou detect any meaident of identity
theil or fraud. promptly report the incident to your local law enforcement authorties. your statc Attorney General
and the FTC 1f you believe vour identity has been stolen. the FTC recommends that s ou take these additional
steps

* Close the accounts that you have confirmed or believe have been tampered with or opened fraudulently
Use the FTC s 1D Thett Affidavit {available at www fte.gov/idtheft) when you dispute new unavthonzed
accounts

+ [ile alocal police report. Obtam a copy of the police report and subnut 11 to vour ereditors and any others
that may require proef of the identity theft cnme.

Yeu can contact the FTC to learn more about how o protect vourself from becoming a victm ofhdenbity theft

Federal Trade Commission
Consumer Rexsponse Center
600 Pennsylvania Avenuc, NW
Washigton, DC 20380
1-877-IDTHEFT (438-4338)
www. fte.govadtheft/

Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft, consider placing a
fraud alert on your credit file A fraud alert helps protect vou against the possibility of an identity thief opening
new credit accounts 1 your name. When a merchant checks the credit hustory of somcone applving for credit. the
merchant gets a notice that the applicant may be the victim ofhdentity theft  The atert notifies the merchant to take
steps to verify the wdentity of the applicant  You can place a fraud alert on vour credit report by calling any one of
the toll-frec numbers provided below. You will reach an automated telephone system that allows you to flag vour
file with a fraud alert at all three credit bureaus

Equifax P O. Box 740241 877-478-7623 wive equifax com
Atlanta. Georgia 30374-0241

Expenan PO Box 9332 888-397-3742 WRwW.eXperan com
Allen, Texas 75013

TransUmon Frand Victim Assistance Division 800-680-7239 W Lransunion com
PO Box 6790
Fullerton. Cabfornna 92834-6740




PO BOX 3356

The {dentity Protection Network SUWANEE, GA 30024-9347

Register for Dehix Identity Protection Network
To register by mail, complete this form and mail to Debix, Inc. using the enclosed postage-paid envelope or to the address above.
You do not need to complete this form if you register online at www.debix.com/midstate or by phone at 855-398-6435.

Step 1: Verify the printed information. If your name or residential mailing address is not correct, please make changes in the
“Change of Name or Address” section below.

Step 2: Fill in your personal information. All fields are required unless specified otherwise. Please provide at least one phone number.

Step 3: To Register a Minor: if the person to protect is under 18 years old, please provide information {or the parent or legal
guardian. Correspondence concerning a miner will be addressed to the parent ar Jegal guardian.

Please PRINT CLEARLY in BLACK INK within the boxes. )
Shade the bubbles completely. Correct: @ Incorrect: x V. A|B|CID|E 0[1]12]3 o e

ADDRESS INFORMATION
Please do not write in this section. Please use the “Change of Name or Address” section to make corrections.

John Q Sample
123 Main Street
Anytown, US 99955-5959

AR b

PERSONAL INFORMATION ACTIVATION CODCE: 999999559

GENDER DATE OF BIRTH (MM[DD/Y_YYY) ) USOCIAL S_ECURIT‘U\I‘UMBER ([{gqq_!(ed)

O MALE T " ! ™1 | f

O FEMALE L) R T U T T T P

MOBILE PHONE NUMBER HOME PHONE NUMBER WORK PHONE MUMBER

EMAIL ADDRESS (For Online Account Access)

PARENT/GUARDIAN INFORMATION (If Registering a Minor})
_ MIDDLE, LA NAME, s

- _ SUFFIX
TH (MM/DD/YYYY)
I A !

FIRST NAME

GENGER
O MALE
QO FEMALE :.
ONE NUMBER
| I |

WORK PHONE NUMEER

S — W SN KOS SUPSISS WOPSPOE- U

CHANGE OF NAME OR ADDRESS (Optional)
.., MIDDLE  LAST NAME

H i i H i i 3 i i !

SURFIX ..

STATE 2P

By registering for Debix Identity Protection, | agree to the Debix End User License Agreement {enclosed) and |
authorize Debix, who provides Identity Theft Protection, and its service providers, 10 obtain and monitor my own
credit information from credit reporting agencies and send this infermation to me alone for my own use.

| certify that | am the parent/legal guardian of any children that | register for the Debix service.




Place a Security Freeze on Your Credit File. You may wish to place a “security frecze™ (also known as a “crednt
freeze™) on yvour credit file A secunty freeze is designed to prevent potential creditors from aceessing your credit
file at the credit bureaus without your consent. There may be fees for placing. lifting, and/or removing a security
freeze, which generally range from $5-320 per action. DUnlike a fraud alert, you must place a securify frecze on
your credit file at each credu buyeau individtually  Since the insirctions for establishing a security freeze differ
from state to state. please contact the three national credit bureaus to find out more information

Equifax P.O. Box 1057838 §77-478-7625  www.equifax.com
Atlanta, Georgia 30348

Expenan P.O. Box 9554 388-397-3742 WWW . experian.com
Allen, Texas 75013

TransUnion Fraud Vichm Assistance Division 888-909-8872 wiww lransunion. com
P.O. Box 6790
Fullerton, California 92834

The credit bureaus may require proper sdentificanion prnor to honormg vour request.  For example. vou mav be
asked to provide:

¢ Your full name with middle intial and generation (such as fr., Sr. 11, II)

« Your Social Security number

* Your date of hirth

o Proof of vour current residential address (such as a current utthty biil)

e Addresses where vou have hved over the past five vears

e Alegible copv of a government-issued dentification card {such as a state driver’s heense or miitary 1D card)

For Maryland Residents. You can obtan wformation from the Maryland Office of the Attorney General about
steps vou can take to avoud identity theft. You can contact the Marvland Attomey General at

Maryland Office of the Attommey General
Consumer Protection Division

200 St Paul Place

Baltimore. MD 21202

$88-743-0023 (toll-free in Maryland)
410-376-6300

www cag state md us

For Massachusetts Residents. The credit burecaus may charge vou a fee of up to $3 to place a freesc on vour
account, and may require that you provide propur identification prior to honering vour request  There 1s no charge,
however. to place, Iift or remove a sceunty freeze it you provide the crecht bureaus with a valid pohee report You
have the right to ebtain a police report if vou are the victum of identity theft

For North Carolina Residents. You can obtawn information from the North Carolina Attorney General's Office
about preventing wdentity theft  You can contact the North Carolia Attomey General at

North Carolina Attorrev General's Office
Y001 Mad Service Center

Raleigh. NC 27699-9001

877-360-7226 (toll-free m North Caiolina)
GLO-716-6400)

wann nedor eon
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The idenuty Protccnion hetwork Austin, Texas 78701
Customar Suppert 1-888-332-4263 Customer Supporl: 1-877-313-1405

End User Services Agree £

This agreement ("Agreement™) s made by & between Debix One, Inc., 323 Congress Avenog, Ste 300 Austn TN 78701 ("Debin™), & yon {"you") As of the date you register for or
enroll m the Service, the parties agree as follows

1.

[

w

10.
1.

iz,

Definition. The "Service” means the Premium Service and/or the Free Service, defermined in accordance with vour regisiration & the terms hergofl The “Premium Service” means
our “Identily Proteeton Network™ - branded morutoring service or “AllCkar Pro, Powered by Debix” - branded momtorng service, The “Free Service’ means Debix™s “AllerC ue” -
branded restoration service or “AlCiear Free, Powered by Debix” - brunded restoralion service, Relerences Lo the Service include any use vou make of the inlerface avalable al
waw.debix.com or wwavaalleleand.com (the “Site’). Debix may add or remove features of any of the Services of any ume

Provision of the Free Service, Subject to the terms & conditions of Uus Agreement. we will provide you with the I'rec Senaee as set tarth herein

Terain & Tenmination Re: Free Service. Youw subscaption Lo the Fres Services commeness upon yout registration covers wentity theft events ocerpring after registration. & ternm-
natus upon the carier of (1} Debix s notification to you of its termnation of the Free Service, or (1) yowr ¢lection to termunale vour subscriptien 1o the Free Service, each of winch may
occur at any time. Ta additton, unless you opt to re-enyoll at 1he: end of the then susrent subsoripnion penad. Mebrs shall have the right to termminate your participation i the Free Servie-
s

Provision of the Premivm Service. Subjeet 1o the lsrms & vondibons of tis Agresment & o paymient bor the Premium Servies (which may come lrom a 3rd pariy). we wall provide
you with the Premium Service.

Membership Fee. The membership fee for the Premivm Service, if applicable, will be billed at the retail price currently in effeet on the Site (or Jess if there is any applicable promation
code) & accordmg 1o the lenms desenbed herein I you hav e questions regardng yom membershyp fee, please contacl cuslomer senace 1ol fiee at the applicable phone number listed
above Debix will continue to bill vour payment method on a periodic basis eni! the expuation or lermination of your Premium Secvice You may cancel your subsenption for the Pre-
mium Service m acoondance with Section 7 1F you pay monthly & wish to cancel you must call Customer Service prar 1o the stait of the rollowing month If you pay for multipie
months mn advance & cancel your Premwum Service prior to the wnd of the period for which vou have paid, we wiil refund payment for only any tull, unused months

Free Trial. If you recerve the Premium Secvice as the result ol s thisd party procuning it fonr you on your behalf, s Scction s nol apphcable (o vou. If you are purchasing AllCIear Pra
on your own behalf, W may start with a free 1nal period. If you do not cancel before the end of such free tnal period. you arree that Debi is authenized 1o charys you a monthly sub-
seription fee al the surrent rate Lo the payment mothod you provided duning registraiion Y ou must have a vabd pavment method 1o eniollwn the free tnal  Debie will begin billing vour
pavment method tor month!y subserption fuws at the end of the hree tnal penod. unless vou cancel ANClear Pro prion (o the end of The trew bl penod ay aceordance with Scction §
You will ot recuine a nohee from us that your free 1nal penad has eaded or that the paving porhion of your subseription hias begun 1T vou cancel prior to the end of your free triad
period, there will be no charges to your payment method.

Scope of Coverage; Term & Termination Re: Premium Service, Your subsonphion (o the Premmum Service commences upon your regzistration The Premmm Service covers identity
thefi events discovered alier reistration, U a third party has provered the Premium Service on vour behialf, yone sabscaption will termsmale at the end of the lerm spectiied durmg reg-
1stratior, unless you opt o re-envoll, 11 you purchased AllCIear Pro on your own bahall, then at the end of your il subseiiption puriod. vow subsenption will automatically renew
on a monlh 1o month basis unul you lerminate it in accordance with this Sustion or tail 1o prowvide payvmeat when due In addihon. the Premium Service may be 1ermimated or suspended
at any 1ane with or without notice |fpavmcnl 15 not receved when due or if vou breach any o1 ihe terms & condiions .t torth havamn 1M yvour subscripbion to the Premum Service ex-
phies boause you fa) 1o renew 0 fanl 1o provide payment swhen dug. Debis may convert voun ta the Free Serice for one (1) vem subecl tothe terms & conditions appheable to the
Frow Servce ns sol Jorth hevemn

Restrictions. You will vse the Serviee only far vour benetit & for s mtended purpose b oo will mol & will pot pomat any tird parts lo (0 seeepl as exprossiy set forth in ths
Agreement, use, gopy, modify, ereate denvanve works of, distribute, seil subbeense, o ansfer the Suvice (b} reinon e o altar any Debe netives o markings., 01 add any other notices
or markings 1o the Service. () deorypt or attempt 1o decrypt the Senvice. (d) devve o attempt to Jemve the source code of or decompile the Sensce: or (e) disassemble or roverse engi-
neer the Scrvice [P statitory rights make any pant of this seeton voud, vou wall provide us with detalad information regacding any such actnan

Ownership. This Agregment conders no ovwmership rglis to vou & s not a sale of nghts i tie Service Ouaersiup of alt rshis i)e. & nterastin o5 to the Senice & all Feedback & all
ntelicctual property rights conbodied therain are & will remain vur exclusive property You will 1ake all teasonable actions o perlect our ownership. mehedng withoul bmutauon ex-
ectiling nsimments of agsignment We reserve all vights in the Scrvwee & the miclectaal proporty nghls embodied theran not expressly granted hereby The Service contains Mebix
propnetary & confidenual information. You will hold such information in confidence & not to use or disclose it any wav eneepl as evpressly pernvited hereunder. vsing ne less than
rensonable care U you provide leedback &/or generals dais m vsmy the Sernace ("Feedback”y you hereby assign all nght. nde, & miterest m o 10 s W such assignment s neflective,
you agree 1o grant 1o us a non-exclusive. perpetual, tmevocable. royalty free. worldwide hieense 1o use. yeproduce, subhicense. distnbute. modity, & otherwise exploit such Fecdback
withoul restriction

Support. In connection with the Service we will provide the suppot specilied on the Sue from tme 16 ime.

Disclaimer of Warranties. THE SERVICE 1S PROVIDED TO YOU “AS 18" WITBOUT WARRANTY, & ALL WARRANTIIS, EXPRISSED OR IMPLIED, TNCI.UDING
WITHOUT LIMITATION THF WARRANTIES OF MERCHANTARILITY, FITNESS FOR A PURPQSE, NON-{NTFRFERENCT ACCURACY, & NON-INFRINGENENT ARE
DISCLAIMED WE DO NOT WARRANT THAT THE SERVICE WL OPERATE WITHCOUT INTERRUPTION, BL ERROR-FRIT. OR ACHIEVE SPECIFIC RFSULTS THE
SERVICE IS NOT A CREDIT COUNSELING SERVICE WE DO NOT PROMISE TO HELP YOU IMPROVE YOUR CREDIT RECORD. HISTORY, OR RATING

Authorization, You authonze Debix & its service providers 10 oblain & monitor your own information from eredil reporiing agencies apdior other monitoring servces & send this
nformation to you for your own use You agree that this authonzation shall constitnte wnitten instructions to ebtain your credit imformation in accordance with the Fair Credit Reporting
Act It Debax s unable to process the credit monitoring reepiest. Debix vall make a reasonable effort to contact you Yoo certifv that vou have e express consent of all adults that vou
register 10 submit their information 1o Debix with the intent 1o vhilize the Service & 10 agree 1o tis Agreement on their behait You also curlify that each adult that you regster for the
Service has read & accepted this Agreoment You also certity that each adull that you regisicr authorizes Debmne, & 18 somace provaders, to obtam & monitor his or hor own credil in-
formation frem credit reporting agencies & send this information to ham or her alone for hus or her own use. You agres that s authonzation shall constitute wrilten istruclions 1o ob-
Lain his or her eredil information in accordance with the Fair Credit Reporting At You cerisfy thal you are the parent/legal guardion of all cluldien that you reguster for the Service. In-
formation that we collest from you will be treated in accordance with our Privacy Pobey wuay debix com/legal‘pnivacy php

. Limitation of Liakility. WE WILL NOT BE LIABLE FOR INDIRECT, SPECIAL. CONSEQUENTIAL. OR INCIDENT AL DAMAGES (INCLUDING WITHOUT LINMITATION

COST OF COVER), EVEN IE ADVISED OF THE POSSIBH.YTY OF SUCH DANAGES WE SHALL NOT BE LIABLE FOR ANY IRD PARTY CLAIMS OUR CUMULATIVE
LIARILITY WiLL BE LIMITED TO WHAT WAS PAID BY YOU OR ON YOUR BLHALF FOR TUL STCRVICLE PNITD- 12 MONTHS BEFORE THF CLAINM THIS SECTION
IS A FUINDAMENTAL PART OF THF BASIS OF OUR BARGADN, WITHOUTE WO WF WOULD NOT BF ABLE 1O PROVIDE THF SFRVICE, & WH.I APP1Y DESPITE
THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMFDY I some or all of the bmitations & exclusions 1a Sections 11 & |2 are held unenforceable warrantics wall
by disclamed, & our habihity wald be hmiled (o he greatest exlenl permiiled under appheable b

. Compliance with Law. You warrant that in using the Service. you will comply with ali appheable I, meluding without Iimpation sath all regulations of agenaies of the 1.8, Gov-

ernnnt regarding export & re-export restnctions You wilt hold harmiess & defend. at our option. Debes hrom anv thrd party clasm agaimst s amsing from your tadire 1o comply with
Uns Agreement

. Termination — Generad. Pebix may reguure reasonable idenuficauon senfication betore completing any request 1o wrmmste the Sgreement or voneed the Service
. General. Any notice hereunder will be in writing & sent by nwil, return receipt requested, by e-mail, or by reputable come

wildressed to the ather party (3} it 1o Debis, the
adidress aet Torth alive or at supportdidebiveom, & )P to yew, at the address we ecamil address s on provide when yon vegister Tor the Semvice, v at such other address of
which you give siotice in accordance with this provision. Tt is your respimsibility 1o keep s cur contact information up to dare. Notiee will be deemed 1y have been given when
delivered (as confirmed by receipt or other confirmation) er, itdelivery is not accomphishied by fault of the addressee, when tendered. ) hiy Agreement will be governed by ehe
lav s of Texas, without vegard to contlict of baws. The U, Conventien on Contracts tor the International Sale of Goods dues notappty AL disputes will be bronghi ondy
conrtlacated in Travis Conn o TN & you consent to the jurisdiction of K waive ey objection 1o venue o sude conrte T ans pssision bereof s leld unenforceable, the te
maining provisions will be mmfeered. Your rights may ot he assigned without sor wreitten consent Ve may asswn this Agrcement. Tailure or debny in enloreing lns
Agreement will nor be deemed o wabvec, This Agreement iy be ~igned in connterparts, constitntes 1he estice ageecmaont hemween the parties & <upersedes sl prine on con-
tenporanenus agteements with respect (o ibs subject natter. This Agrvement nay sot be aarended exeept in sydting we a snbsespuent chich (o aceept or teleplonic methid ol
fered by Trelin, Tlpows oo termimaban or eapavatzon of ths Aarcament o ol co e caoept Secnons 5 v 1 0 wieh s



s

%
MidState
Medical Center

A Hartford HealthC:ce Partner
Processing Center, P O Box 3825, Suwanee, GA 30024

April 5,2011

. 999 999 9999 **¥¥x AUTQO**MIXED AADC 999
&:% Tohn Q Sample
123 Mam Street
Anytown, US 99999-9999

l'IiIIlllll{lllllllll'l‘"'lllllllll‘l'lllllllll|Il|l|llll|ll|

Dear John Q Sample:

On February 15. 2011, we lcamed that a hard dnve contanmg persenal information of some patients of MidState
Medical Center had been misplaced The information contained on the device consisted of names, addresses, dates
of birth, mantal status, Social Sceurty numbers and medical record numbers. We prompth began an mvestigation
of the incident and subsequently reported the event to taw enforcement authonties. Wce have no reason to believe
that any personal information has been misused as a result of this incident  MidState Medical Center and other
affiliates of Hartford HealthCare are in the process of reviewing their policies and are taking, steps to heip ensure
that this ty pe of incident does nol happen in the futore

We regret that this incident may affect you, We take our obligation to safeguard patient peisonal information very
senously and, therefore. we are alering vou so you can take steps to protect voursclf We cncourage vou to remain
vigilant and regularly review and monitor your credit reports. The attached Reference Guide provides details on
these and other stcps you may wish o consider

You are entitled under U S law to one free credit report annually from each of the three nanonal credit bureaus. To
order your free credit report, call toll-free at {877) 322-8228 or visit www.annualcreditreport com

To further assist you, we recommend that you reguster for two vears of identity protection under the Debix Identity
Protection Network, which we have arranged to offer at no charge to you. The attached Reference Guide provides
information on how you can register for Debix Identity Protection and recommendations by the U.S. Federal Trade
Commuission on how to further protect vourself against wdentity theft  You also may want 1o place a fraud alest or
security frecze on your credit file

We hope this information is useful to vou. If yvou have any questions regarding this incident. please call (835) 39%8-
64335 toll-free, Monday through Saturday, between 8 10 am. EDT and 8.00 p.o EDT

Again, we repret any Inconvenience this may cause vou

Sincerely.

ygwmyﬁﬂ_

Lucille Janatka
President & Chicf Exccutive Officer

MidStare Medieat Conter. 435 Lewas Avenue. Menden. O 1 06431-210)




Reference Guide

We encourage individuals receiving MidState Medical Center’s letter dated Apri) 5, 2011 to take the following steps:

Order Your Free Credit Report. To order your free credit report, visit www.annualereditreport.com, call toll-
free at (877) 322-8228, or complete the Annual Credit Report Request Form on the U.S. Federal Trade
Commission’s (“FTC™) website at www ttc.gov and mail it to Annual Credit Report Request Service, P.O. Box
105281, Atlanta, GA 30348-5281 The three credit bureaus provide free annual credit reports only through the
website, toll-free number or request form.

When you receive vour credit report. review it carefully.  Look for accounts you did not open  Look in the
“mquines” section for names of creditors from whom you haven’t requested credit. Some companies bill under
names other than their store or commercial names. The credit bureau will be able to tell you when that 1s the casc
Look n the “personal information” section for any inaccuracies n vour imformation (such as home address and
Socral Security number)  {f you sec anvthung you do not understand. call the credit bureaun at the telephone number
on the report  Errors in this mformation may be a warung sign of possible 1dentty theft. You should nonfy the
credit bureaus of any inaccuracies in your report, whether due to error or fraud, as soon as possible so the
information can be investigated and. if found to be in error, corrected. If there are accounts or charges you did not
authonze, immediately notify the appropnate credit burcau by telephone and in wnting.

If you find items you don't understand on your report. call the credit bureaus at the number given on the report
Credit bureaw staff will review your report with vou. If the information can't be explained. then you will nead to
call the creditors mvolved.  Infonmaton that can’t be explained also should be reported to your local police or
shen{T™s office because 1t may signal criminal activity.

Register for Credit Monitoring. To help safeguard you from misuse of your personal information. we
recommend that vou register for two vears of dentity protection under the Debix ldentity Protection Nerwork.
which we have arranged to offer at no charge to you. Debix has indicated that its service mcludes:

+ OnCall Credit Alerts — You will receive actionable OnCall Credit Alerts by phone when there are changes in
your credit file.

e OnCall Investigation Team — Live OnCall investigators will assist you if an issue accurs related to the
MidState Medical Center incident, and will help file cases with law enforcement

e OnCall Attack Reports ~ This allows MidState Medical Center to know 1if data s being used by identity
thieves

» 5] Mulion Insurance - This service includes $1 mullion in 1dentity theft insurance coverage to correct fraud
and Debix Fraud Resolution Services, if needed. to assist vou in restoring your credit file.

From the date that you set up your account, Debix will enroll vou in OnCall Credit Monitoring™ and vou will
receive OnCall Credit Alerts regarding changes in your credit file  Usmg vour phone, vou can review and venfy
these credit alerts and the Debix OnCall investigators are there to assist vou i the event that you suspect fraud
You have until July 15, 2011 to register, and this service will be valid for two vears from the date you register [
the mchividual who has received this letter 1s under the age of eighteen. we have arranged to offer two vears of
identity protection services with Debix ChildSean Debix ChildScan identifics acts of credit, criminal. medical oy
cmployment fraud against children by searching thousands of public databases for use of the chuild’s information

How to Envoll. To enroll for Dehix [dentity Protection, you may register onhine at www debix com/nidstale by
marl usmyp the enclosed mal-in registranon form. or by phenc by calling {85333 398-6435 toll-free You sall need (o
provide the activation code thatis histed at the top of the next page  Activauon codes are specific to cach mdrvidual
and cannot be used multiple tmes . You have unul July 13, 201} te register. and this service will be vahd for tavo
vears from the date s ou 1egister



DE,

The Kentlty Protection Netwark

Complimentary Debix Identity Protection
Activation Code:

Enroll at www.debix.com/midstate
Assistance Hotline: (855) 398-6435

If you have questions regarding the MidState Medical Center incident, we have set up a special assistance call
center staffed with fraud specialists. Representatives are available by calling (855) 398-6435 toll-frec Monday
through Saturday, between 8:00 a.m. EDT and §:00 p.m. EDT.

Contact_the U.S. Federal Trade Commission. I{ vou detect any unauthorized transactions in vour financial
account, promptly notifv your payment card company or finrancial institution.  If you detect any incrdent of identity
theft or fraud, promptly report the incident to vour local law enforcement authenties. vour state Attorney General
and the FTC If vou believe your identity has been stolen, the FTC recommends that vou take these additional
steps:

» (Close the accounts that vou have confirmed or beheve have been tampered with or opened fraudulently
Use the FTC s 1D Theft Affidawit {available at www fte.gov/idtheft) when you dispute now unauthonzed
accounts.

s File a local pelice report. Obtain a copy of the pohee report and submit it to vour creditors and any others
that may require proof of the wdentity theft crime

You can contact the FTC to learn more about how to protect vourself from becoming a vichm of identity theft.

Federal Trade Comnussion
Consumer Response Center
600 Pennsylvania Avenue, NW
Washington, DC 20580
1-877-IDTHEFT {438-4338)
www fic gov/idtheft/

Place a Fraud Alert on Your Credit File. To protect yourself from possible identity theft. conssder placing a
fraud alert on your credit file. A fraud alert helps protect vou against the possibility of an wdentity thief opening
new credit accounts m your name. When a merchant checks the eredit history of somcone applving for credit. the
merchant gets a notice that the applicant may be the vicum of identity theft. The alert notifies the merchant to take
steps to verify the identity of the appticant. You can place a fraud alert on your credit report by calling any one of
the toll-free numbers provided below  You will reach an automated telephone system that allows vou to flag vour
file with a fravd alert at all three credit bureaus.

Equifax P.O Box 740241 877-478-7623 www.equifax com
Atlanta. Georgia 30374-0241

Expenian P.O Box 9532 388-397-3742 WWW EXpenan coi
Allen. Texas 75013

TransUmon Fraud Victum Assistance Division J00-680-7289 wWwn Lransuinon com
P.O Box 6790

Fullerton. Califorma 92834-6790




Place a Security Freeze on Your Credit File. You may wish to place a “sccunty freeze™ (also known as a “credit
freeze™) on your credit file. A securitv fieeze is designed to prevent potential creditors from accessing vour credit
file at the credit bureaus without your consent. There may be fees for placing, lifting, and/or removing a security
freeze, which generally range from $3-$20 per action. Unlike a fraud clert, you must place a security freeze on
vour credit file at each credit bureau individually. Since the instructions for establishing a secunty {reeze differ
from state to state, please contact the three national credit bureaus to find cut more information

Equifax P.O. Box 105788 877-478-7625 wiww equifax.com
Atlanta, Georgia 30348

Experan P.O. Box 9554 888-397-3742 WWW, CXpenan.com
Allen, Texas 75013

TransUmon Fraud Vichim Assistance Division 388-909-8872 W Transunion ¢om
P.O. Box 6790
Fullerton, California 92834

The credit bureaus may require proper rdentification prior to honoring yous request.  For example, vou may be
asked to provide:

s Your full name with middle inibal and gereration (such as Jr., Sr.. 11 11D

* Your Social Secunty number

* Your date of birth

+ Proof of vour current residential address (such as a current utihty bill)

+ Addresses where yvou have lived over the past five vears

* A legible copy of a govemment-issucd wdentification card (such as a state drver’s license or military D card)

For Maryland Residents. You can obtain information from the Maryland Office of the Attorney General about
steps vou can take to avoid identity theft  You can contact the Marvland Attermey General at:

Maryland Office of the Attorney Gengeral
Consumer Protection Division

200 St Pauf Place

Baltumore, MD 21202

888-743-0023 (toll-free in Maryland)
410-376-6300

wwiw oag state.md.us

For Massachusetts Residents. The credit bureaus may charge you a fee of up to $3 to place a freeze on vour
account. and may require that you provide proper identification prior to honorning vour request. There is no charge.
however. to place, tift or remove a secunty freeze if vou provide the credul burcaus with a vahd police report. You
have the right to obtain a police report if vou are the victim of identity theft

For North Carolina Residents. You can obtain information from the North Carolina Attorney General’s Office
about preventing identity thefl. You can contact the North Carolina Attorney General at:

North Carolina Attornes General s Office
9001 Mait Service Center

Raleigh. NC 27699-000

877-560-7226 {toll-free m North Carolina)
GI9-T16-6400

waaw nedo) oy



PO BOX 3356
SUWANEE, GA 30024-9847

The ldentity Protection Netwark

Register for Debix Identity Protection Network
To register by mail, complete this form and mail to Debix, inc. using the enclosed postage-paid envelope or to the address ahove.
You do not need to complete this form if you register online at www.debix.com/midstate or by phone at 855-398-6435.

Step 1: Verify the printed information. If your name or residential mailing address is not correct, please make changes in the
“Change of Name or Address” section below.

Step 2: Fill in your personal information, All fields are required unjess specified otherwise. Please provide at least one phone number.

Step 3: To Register a Minor: If the person to protect is under 18 years old, please provide information for the parent or legaf
guardian. Correspondence concerning a minor will be addressed to the parent or legal guardian.

Please PRINT CLEARLY in BLACK INK within the boxes. j
Shade the bubbles completely, Correct: @ Incorrect: X -V A|BICIDIE 0[112]3 L P
ADDRESS INFORMATION
Please do not write in this secticn, Please use the “Change of Name or Address” section to make corrections.

lohn Q Sample
123 Main Street
Anytown, US $9999-9999

pef i
S
ACTIVATION CCGDE: 95999999

PERSONAL INFORMATION
GENDER DATE OF BIRTH (MM/DD/YYYY) — SOCALSECURITY NUMBER {Required)
O maE | oo ! ™1 | R %
i b :
O FEMALE L..i. d.1 L IR

-

£

1 14

MOBILE PHONE NUMBER HOME PHONE NUMBER

EMAIL ADORESS (For Online Account Access)

i
H
]
¥

H

PARENT/GUARDIAN INFORMATION {if Registering a Minor)
MIDDLE  LAST NAME SUFFIX
GENDER F BIRTH (MM/DB/YYYY) SOCIAL SECURITY
OMALE 1} /0 L/ T -
O FEMALE bdd ¥ bdecd ¥ ledeonnd ad L e &
MOBILE PHONE NUMBER HOME PHONE NUMBER
s E f f:

EMAIL ADDRESS {For Online

CHANGE OF NAME OR ADDRESS (Optional)
~ MIDDLE  LAST NAME

SUFFIX )

5

L T

STATE 2P

By registering for Debix |dentity Protection, ! agree to the Debix End User License Agreement (enclosed) and i
authorize Debix, who provides Identity Theft Protection, and its service providers, to obtain and moniter my own
credit information from credit reporting agencies and send this information to me alone for my own use.

| certify that I am the parent/legal guardian of any children that | register for the Debix service.
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DEBXX 823 Congress Avenue, Suite 300 Clear D

Thw e ritiny Proces tion Nelwork Austin, Texas 78701
Cuslomer Support. 1-888-332-4963 Customer Supporl: 1-877-313-1405

End User Services Agreement

This agseement ("Agreenent™) s made by & between Debix One, Inc.. 823 Congress Avenue, Ste 300, Avstin, TX 78701 ("Debix™). & you ("you") As of the date you regisier for or
caroll in e Service, the parlics agree as follows.

bl

tn

10.
11,

12.

13,

4.

. Termin
. Geneeal. Any netice hereunder will be inwriting & sext by nil, return receipt requested, by e-mail, er by reputable com

Definitien. The "Service” means the Premium Service and’or the Free Service, determined in sceordance with your registration & the terms hereof. The “Prenvium Serviee” means
our “Identily Prolection Network™ - branded montonng service or “AlKClear Pro, Powered by Debix™ - branded monntorms senice. The “Free Service” means Debni’s “AfterCare” -
branded restomtion serviee or “AllCkar Free, Powered by Debin” - branded restoration service, References to the Service include any use you make of the wierfuce avardabie ol
wiww debix.com or wew allclearid.com (the “Site’. Debix may add or remove featurss of any of the Services at any time

Provision of the Free Service. Subjeci 1o the tesms & conditions of this Agreement we will provide you with the Free Service as sel forth herem

Term & Termination Re: Free Service. Your subscription to the Free Services commences upon your registration. covers wlentity thetl events occurring aller registration, & temn-
nates upor the sarlier of (i) Debix’s natification to vou of (s termunation of the Free Service. or (1i) your glection Lo lerminate vour subseniption to the Free Service, each of whick anay
oceur at any ime o addition, unless you opt 1o re-enroll at the endt of the then current subseription peried, Debix shall have the nght 1o lerminate your participation in the Free Senow-
=3

Provision of the Premivm Service. Subeol to the terms & condiions of this Agreement & 10 payment for the Premuum Service (wineh may come [rom a 3rd party). we wall provid.
you with the Premium Senvice.

Membership Fee. The membership fee for the Preminm Service, if apphicable, will be tilied at the retail price currently in effcet on the Site (or less if there is any applicabic promotion
code) & according to the terms desenbed herein. I vou have questions regardmg your membership fee, pleass contact cuslomer service toll free at the applicable phone number lsted
above Debix wall continue to bill your payment method on a pericdic basis unli] the expiration or teammation of your Prennnm Service Yon may cancel vour subscniption for thy P
miurt Service w aconrdance with Section 7 If you pey monthly & wish to cancel you muost eall Customer Senvise prior 1o the slant of the following month. 1f you pay for mulbple
months i advance & cancel vour Premium Service prior Lo the end of the perod for whieh you have pard, we will refond payment for only any full, unused months,

Free Trial. I you receive the Premum Service as the result of o thrd porty procwring i for you on your behall, this Seetion s not apphaable Lo vou. T you are purchasing AHClear Pro
on your own behalfl it may start with a free trial period I vou do net cancel before the end of such fiee trial penod. vou agree that Debud 15 authorized to charge you a monthly sub-
scription fee at the current rale to the paymint method you provided durma rusisteation Y ou inust have a valid pavmeni method o enroll m the free tnial Diebix wall begun bidling ~oer
payment method for monthly subscnpuon fees at the end of the free tnal penod. unlkess you cancel ANClear Pro prior 1o ihe end of the iree bral penod w aceordancs witly Seclion 3
You will nat reseive a notice from us that vour free tnal penad has ended or that the payving portion of your subscription has begun If you cancel prior to the end of yeur free trind
periad, there will be no charges to yous payment methed.

Seope of Covernge; Vorm & Termintion Re: Premium Service, Yowr subscnphon 1o the Premum Service commences upon your registration The Premium Service covers donbily
thell events discovered afler remstrabion. I a thrd panty has procured the Premivm Service on your beballl vour subseiiption will termimate at the end of (he lerm speehisd dunng res-
istration, unless vou opt o re-enroll 1f you purchased AJCIear Pro on your own bebalfl then at the end of your initbial subserpuion puriod your subseription wall automatically renew
on a month 1o month basis until you lerminate it n accordance with this Siehon or fail to provide payment when due In addition. the Premium Scrvice may be tervminated or suspended
at any tune with o withoul notice 1f payment 1s nol recerved when due o il you breach any of the termas & condhltions set torth herem. I your subscription to the Premium Service ex-
pires becanse vou tal Lo renew it or fail to provide payment wien due Debin may convert you to the Free Sorvice Tor one (13 vear subject to the terms & conditions applicabl. to the
Frec Service as set tortly heren

Restrictions. Y ou will nse the Servicy only for your benefit £ for s intended purpose You wall not. & wall not peonit any thud party o (a) exeept as copressly sel Jorth o thas
Agreement. use, wopy, modtily. ereale denvaiive works ofl distnibule sell seblreense. or transfer the Servive (b) remove or after ane Débin natives or markings, or add any other potices
or markings to the Service e} deerypt or allempt to deerypt the Sen o (01 durve o7 attempt to derive the source vode of or ducomple the Service: o1 {e) disassemble or reverse engi-
necr the Servwe I statutory rights make any part of this section vord vou wall provide us wath detaled information regarchng any such s vty

Orwnership. This Agreement conters no ovwnesshp vights 16 you & ot asale of nghts o the Servics. Gunenstop o all il inle, & omitzeest oo (o the Serace & all Feedbalk & all
intelleclual property nights embodied theram are & will remap our enclus e property  You will take all ceasonable sctions 1o porfvet our ownership, ncluding withoul hmitahon o~
ceuling instouments o assignment We reserve al) mights in the Seroce & the intellectual propeity nghis embodicd therein aot cwpressly granted hereby The Service contams Debey
propnetary & contidential information. You will hold such mformanen in confidence & not to use or dsclose ihan any wav cweepl as evpressiy pesmitied hereunder. using no tess than
reasonable care [ you provide feedback Svor generale dalz m vsing the Servive ("Feedback™) you hereby assigm ail nght. bile. & interest in it 10 us. I such assignment 15 meflectne,
you agree 1o grant to us a nen-exclusive, perpetual, urevocable, royalty few. worldwide license 1o use. reproduce, subloense disinbute, modify, & otherwise exploit such Feedbock
without restrichion

Support. It connection with e Service we will provide the support speolied on the Site from tme to bime

Disclaimer of Warranties. THE SERVICE [S PROVIDED TO YOU “AS 18" WITHOUT WARRANTY, & ALL WARRANTICES, EXPRESSED OR IMPLIED, INCLUDING
WITHOUT LIMITATION THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PURPOSE, NON-INTERFERFNCF, ACCURACY, & NON-TNFRINGEMENT ARE
DIMCLATMED WL DO NOT WARRANY THAT THE SERWICE WILL OPERATE WITHOUT INTERRUPTION, BE ERROR-FREE. CR ACHIEVE SPECIFIC RESULTS THE
SERVICE 18 NOT A CREDIT COUNSELING SERVICE WE DO NOT PROMISE TO HELP YOU IMPROVE YOUR CREDIT RECORD, HISTORY, OR RATING
Authorization, You asthorize Debus & its service providers to oblan & monitor your own information from eredit reportng agencies and‘or olher monitoring services & send this
informalion to you for your own use You agree that this authoaization shall constitule writien instructions 10 obtain your ceedit mtormation in accordance with the Fair Credit Reporting
Act. If Debrr 1s unable 1o process 1he credit menitonng request. Debed well make a reasonable effort to sontact you  ¥You certity that vou have the express consent of ail aduits that you
register to submit thewr informanon 1o Debix with the mient to virlze the Servive & to agres to this Apreem-nt on their baball YWou Jso o rtely that cach adult that you register for the
Service has read & accepted tis Agreement You also certify that cach adult thai you repister authonizes Dehex, & its serviee providers, to obiain & monitor us or her own ercelit in-
formation from credit reporting agencies & send thas information 1o hun or her alons for lus or her own use. Y ou agres that this authonzation shall consbtute wnllen instructions 1o ob-
tawn his or her crecht mformation in accordance with the Far Credit Reportng Act. YVou ceriify that you are the parent’legai guardian of all children that you vegisier for the Service  [n-
foemation thal we collect from you will e treated in accordance with our Prinvacy Policy wanw debix coni/legal/privacy php

Limitation of Liability. WL WILL NOT BE LIABLE FOR INDIRETT, SPECIAL, CONSEQUENTIAL. OR INCIDENTAT. DAMAGES (INCLUDING WITHOUT CIMITATION
COST OF COVER) EVENIT ADVISED OF THE POSSIBILITY OF SUCT DAKAGES WE SHALL NOT BLE T IABLY FUR ANY 3R PARTY CLAMS OUR COMULATINVE
LIABILITY WL B LIMITED 70 WHAT WAS PARD BY Y OU OR ON Y OUR BEHALF FOR THE SERVICE IN 1 12 MONTHS BEFORE 1HF CLAIM THIS SECTION
iS5 A FUNTIAMENT AL PART OF THE BASIS OF QUR BARGATN. WITHOU T WHICH WE WOUNLD NOT BE ARLE VO PROVIDE YHE SERVICF, & W1 APPLY DFSFITE
THE FAILURE OF ESSENTIAL PURPOSE OF ANY LIMITED REMEY 1 some or all of the hmlations & exclusions i Swetions 11 & 12 are beld unenforcable, warranbes wiil
be dhselauned. & our Bability soill be limiled 1o the greatest extent pennitted uode sppheable law

Compliance with Low. You warront that 10 using the Service. vou will comply with ali appheable law, including without himuaton wah afl cegulations of agencies of the U'S Gov-
crameni reyarching epont & re-oxport restrictions Veu will hold hammiess & defend. ar our aplion, Debus from any sl party olann aganst us ansing from your taslure 10 comphy wath
thus Apreement

ion ~ General [Debis may require rets onable sdenbificabon yonticanon belore completing any request 1o ernonate 1he vercement or cancel the Service

- adidressed to the other party (i) f to Debiy, the
address set forth ahove or at supportiidebivcom, & (@) Mo youo at the addvess ov e-mail suldress yor provide when yon yegister tons the Service. or at such vther address of
which you give notice inaccordance with this provision. 1t iy deuy responsibility to keep your contact intormation up t date. Notice will be deenred to have been given when
defivered (as confirmed by veceipt or other confirnmtion) or, if delivery is notaccomplished by fault of the addressee, whea tendered. This Agreement will be governed by the
Iawes of Texas, withiut vegard to conflict of Lisvs. The TN Convention an € ontracty for the International Sale of Goods does nut appl. All disputes will be bronght ondy in a

court located in Fravis County O TXC & sou eonsent o the jucisdiction of & svaibve any ubjection i veune of sud courts Wans prosision heveol s held uienforcenble, the e
maining provisions will be unaflected, Y our rights neay uot he asvdzocal without sur writien consent. Yve nue wsien this Avreesnent. Fadlure or telay in enforcing this
Mareement wil net e deemed awaiver. Vs Aeecement oy e sies

3t connrer pavets, constitutes the entire g eemont homaeen the partes & supersedes all prict w con-
termporancony agrecinents with vespect o its subject naticr This dzrceroeni nay aet beamemted exceptin wrding or o sabseguent elich 1o aveept o1 telephonic metlund ot
fered by Debin 1 pon any tenmmabion or exprzanon of thie Agrcomuont sl o will cease eneept Sections 5 & $ - 16 which e oo





