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June 29, 2010
Re: RSA 359-C:19 et seq.

Cffice of the Attomey General
State of New Hampshire

33 Capitol Street

Concord NH 03301

To Whom it May Concem:

This lefter shall serve to notify the New Hampshire Office of the Attomey General that Litleton Regional Hospital has
become aware of a security breach of computenzed personal information reganding a patient.

in response to information received from an employee on May 21, 2010, we initialed an investigatory audit of our
computer system. Through this investigation, we determined that an employee accessed a limited amount of personal
information for several patients during the month of May 2010 for a purpose that was not related to the patients’
treatment or other Hospital business. Appropriate disciplinary action has been taken in this matter. Written notice of the
security breach was provided to the affected patients on June 29, 2010. Pursuant to New Hampshire RSA 359-C:19 ef
seq., we are providing you with notice of this apparent security breach.

Please do not hesitate to contact me directly by calling (603) 444-9280 should you have any questions regarding this
matter.

Sincerely,

Linda Gilmore, RN, BSN, CHC, CPHRM
Chief Administrative Officer/Chief Nursing Officer
Littleton Regional Hospital
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June 29, 2010

RE: Notification of Unauthorized Access to Personal Information
«AddressBlock»

«Greetingline»

We regret to inform you that an employee of Littleton Regional Hospital improperly obtained personal
information about you through our computer system without authorization and in violation of hospital
policy. On May 21, 2010, a hospital employee informed our office that a fellow employee had improperly
accessed the personal information of several patients. The hospita! initiated an investigation, including an
audit of our computer system. Through this investigation, we have determined that a hospital employee
accessed your personal information during the month of May 2010 for a purpose that was not related to
your treatment or other hospital business.

Our investigation indicates that the employee who engaged in this improper behavior accessed prograss
notes of patient care encounters you have had with a Littleton Regional Hospital employed physician during
the spring months of 2010. The computer screens that were improperly accessed contained personal
demographic and diagnostic information, including:

e Name, Address and Phone Number

e Date of Birth and Age

Insurance Information

Primary Care Provider and Referring Physician names
Medical History and Allergies

Date, Time, Type, Provider name and Reason for visit
Provider notes regarding the visit in question

We have no reason to believe that this information has been disclosed to any third parties, and we do not
believe that there are any particular steps you need to take to protect yourself from potential harm resulting
from this employee’s improper activities. As noted in the enclosed Littleton Regional Hospital Notice of
Privacy Practices, Littleton Regional Hospital takes patient privacy very seriously. We have taken the
necessary steps to ensure that this will not occur in the future and the employee who engaged in this
improper behavior is no longer employed by the hospital. We have also provided additional education to
staff of Littleton Regional Hospital and its Physician Practices regarding federal and state privacy laws.
Finally, we will provide notice to the New Hampshire Office of the Attorney General as required by state law
and the Secretary of the Department of Health and Human Services as required by federal law.



We are providing you with notice of this improper access of your private information pursuant to New
Hampshire RSA 359-C:19 et seq.{the New Hampshire Right to Privacy Act), and 45 C.F.R. 164.404 (the HIPAA
Privacy Rule). We sincerely apologize for any inconvenience this may have caused you. Should you have any
further questions regarding this situation, please do not hesitate to contact the Littleton Regional Hospital
Quality Services office by calling (603) 444-9280.

Sincerely,

Linda Gilmore, RN, BSN, CHC, CPHRM
CAQ/CNQ, Corporate Compliance Officer
Littleton Regional Hospital

Enclosure (1)



NOTICE OF

PRIVACY
PRACTICES

Effective Date: February 17, 2010

WLALTH INSDRANGE PORTABILITY
e ACCOUNTABILITY ACT

FUEAA

ADMISTLAE T
PRIVACT. HCUATY, RANIALTIONS

This notice describes how medical information
about you may be used and disclosed and how
you can get access to this information. Please
review it carefully.

If you have any questions about this notice, please
contact the Privacy Officer at (603) 444-9219,

é@%h LITTLETON REGIONAL HOSPITAL

600 ST, JOHNSBURY ROAD
LLLTLEION LITTLETON, NH 03561




OUH PLEDGE AND RESPONSIBILI
INFORMATION

We understand that medical .information abont you and your health is personal.
Medical information includes personal information such as name, address, date of birth,
social security number and insurance information. We create a record of the eare and
services you receive at the hospital or hospital-owned physician practice. We need this
record to provide you with quality care and to comply with certain legaj requirements.
This notice applies to all of the reeords of your care generated at or by the hospital,
whether made by hospital personnel, your personal doctor or specialists involved in
your treatment or other caregivers. Your personal doetors may have different policies
and notices regarding the use and diselosure of your medical information created in the
doctor's office or clinic.

We are required by law to make sure that your personal health information will be kept
private at all times and provide you with a deseription of our privacy practices with
respect to your medicat information. We will abide by the terms of this notice.

WHO WILL FOLLOW THIS N
Littleton Kegional Hospital (the "hospital”) is a clinically integrated care setting in
which patients typically receive health care from more than one health care provider.
This means that your care may be provided by (1) hospital staff members, (2) physicians
and other practitioners in hospital-based physician practices, andfor (3) physicians and
other practitioners who practiee in independent settings but who have privileges to
provide care at the hospital. Those physicians and other practitioners who are
independent will have their own medical information practices in their own offiees, but
they have agreed to abide by the practices described in this notice with respect to care
they provide to you here at the hospital and the medical information in your records
here at the hospital.

Therefore, this notice describes our hospital's practices and those of: (1) auy health
care professional authorized to enter information into your hospital chart; (2} all
departments and units of the hospital; (3} any member of a volunteer group we allow fo
help you while yon are in the hospital; (4) all employees, hospital-based physician
practiees, staff and other hospital personnel; and (5) all owned subsidiary practices of
the hospital.

All these entities, practitioners and caregivers follow the terms of this notice. In
addition, these entities, praetitioners and caregivers may share medical information with
each other for treatment, payinent or health care operations purposes described in this
notice.

We may disclose protected health information (PHI) to business associates with whom we
have written agreements containing terms to protect the privacy of your PHI for health
care pperations purposes. A "business associate” is a person or entity who performs or
assists the Hospital with an activity involving the use of disclosure of medical information
that is protected under the federal privacy regulations.

You have a right to be notified if your Protected Health Information (PHI) is breached.

HOW WE MAY USE AND DISCLOSE MEMOAL INFORMATION ABOLUT YO

The following categories describe different ways that we use and disclose medical
information. For each category of uses or disclosures we explain what we mean and try
to give some examples. Not every use or disclosure in a category will be listed. However,
all of the ways we are permitted to use and diselose information will fall within one of
the categories.

For Treatment. We may use medical information about you to provide you with
medical treatment and services. We¢ may disclose medical information about you to
doctors, nurses, technicians, medieal students, or other hospital personnel who are
involved in taking care of you at the hospital. For example, a doctor treating you for a
broken leg may need to know if you have diabetes because diabetes may slow the
healing process. In addition, the doetor may need to tell the dietitian if you have
diabetes so that we can arrange for appropriate meals. Different departments of the
hospital also may share medieal information about you in order to coordinate the
different things you need, such as prescriptions, lab work and x-rays. We also may
disclose medical information about yon to people outside the hospital who may be
involved in your medical care after you leave the hospital, such as, for example, home
health agencies, physical therapists, or other health care practitioners who may provide
services Lhat are part of your care.

For Payment. We may use and disclose medica)l information about you so that
treatment and services you reeeive at the hospital may be billed and payment may be

collected from you, an insurance eompany or a third party. For example, we may need
to give your health plan information about surgery you received at the hospital so your
health plan will pay us or reimburse you for the surgery. We may also tell your health
plan about a trealment you are going to receive 'to obtaim prior approval or to
determine whether your plan will cover the treatment.

For Health Care Operations. We may use and disclose medical information about you
for hospital operations. These uses and disclosures are necessary 1o run the hospital
and make sure that all of our patients receive quality care. For example, we may use
inedical information 1o review our trealment and services and to evaluate the
performance of our staff in caring for you. We may also combinc medical information
about many hospital patients to decide what additional services the hospital should
offer, what services are not needed and whether certain new treatments are effective.
We may also disclose information to doctors, nurscs, technicians, medical students, and
other hospital persennel for teview and learning purposes. We may also combine the
medical information we have with the improvements in the care and services we offer.

Other Activities. We may also use and disclosc your protected health information:

¢ To contact you as a reminder that you have an appointment for trcatment ot medical
care at the hospital

¢ To tell you about or recommend possible treatment options or alternatives

¢ To inform you about health-related benefits and services that may be of interest to
you

¢ To contact you as part of our fund-raising efforts, unless you provide us with written
notification to opt-out of those efforts.

Business Associates. As part of our health care operations, we may disclose
information aboul you to contractors that provide a service to our faeility such as a
photoeopy services that is responsible for photocopying our health records requested by
palients, attorneys, health care providers, insurance companies, or other agencies. For
example, (1) we may disclose patient information to an external transcription company
or coding service for purposes of retransmitting that data back to our faeility's clinical
repository for inclusion in the patient health record, (2) we may disclosc patient
information to an external hospice agency that has been given permission to assume
care of a patient, or (3) we may disclose medical information to a utilization review/case
management group contracted with the facility to perform utilization review/lcngth-of-
stay/physician utilization or other interaction with third party payors for the purpose of
obtaining authorization for continued patient hospitalization or appealing medical
denials.

Research. Under certain circumstances, we may use and disclose medical information
about you for researeh purposes. For example, a research project may involve
comparing the health and recovery of all patients who receive one medieation to those
who receive another, for the same condition. All research projects, however, are subject
to a special approval process. This process evaluates a proposed research project and
its use of medical information, trying to balance the research needs with patients’ need
for privacy of their medical information. Beforc we use of disclose medical information
for research, the project will have been approved through this research approval
process, but we may, however, disclose medical information about you to people
preparing to eonduct a research project, for example, to help them look for patients
with specific medical needs, so long as the medical information they review does not
leave the hospital. We will almost always ask for your specific permission if the
researcher will have access to your name, address or other information that reveals who
you are, or will be involved in your care at the hospital.

Marketing. Occasionally, the hospital may request to use your name or photograph for
reasons for promoting a particular product or service that encourages others to
purehase or use a particular product or service. An example would be to use your
photograph in a promotional advertisement for a particular service we offer to the
community. We will obtain your permission for this and prior to the use or disclosure
of any of your information for marketing unless the marketing communication occurs in
a face-to-face meeting we have with you or concerns promotional gifis of nominal value
we give you. If the hospital s to receive money from another party in connection with
the marketing communication with you, we will state that fact on the authorization we
request from you. You have the option to opt-out of any such marketing efforts by
providing us with written notification.

As Required by Law. We will disclose medical or other information about you when
required to deo so and only to the extent required by law. This may include but is not
limited fo:




Public Health Authorities eharged with preventing or controlling disease, injury or
disability

Aauthorities responsible for investigating suspected child or adult abuse or negleet
Health Oversight” Agencies’ authorized by law for licensing or other purposes
Funeral Direetors, Coroners and Medical Examiners

County attorneys about a death we believe may be the result of or occurred during
criminal conduet

To employers regarding work-related illness or injury required under the
Qecupational Safety and Health Act {OSHA) or other similar laws.

4 We may use or disclose your PHI to a public or private entity authorized by law or by
s charter {o assist in disaster relief efforts.

State Specific Requirements, Many states have separatc privacy laws that may apply
additional legal requirements. In situations where the laws in New Hampshire are more
stringent than federal privacy laws or where they give patients more rights, the state law
preempts the federal law, and we must abide by tbe applieable state law. For example,
HIV testing information is subject to greater protections and more limited disclosure
under New Hampshire law.
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Judicial and Administrative Proceedings. If you are involved in a lawsuit or a dispute,
we may disclose information about you in response to a court or administrative order.
We may also diselose information about you in response te a subpoena, discovery
request, or other legal process by someone else involved in the dispute, but only if
efforts have been made to tell you about the request or to obtain an erder protecling
the information requested.

Law Enforcement. We may release limited personal information if asked to do so by a
law enforeement official:

# In response to a eourt order, subpoena, warranl, summons, or similar process (but
only if efforts are made to obtain an order protecting the information requested);

¢ To identify or locate a suspecl, fugitive, material witness, or missing person;

# About the victim of a crime if, under certain limiied circumstances, we are unable 10
obtain the person's agreement;

# If we believe in good fajth that it is evidence of criminal conduct thal occurred on the
premises of the hospital; and

# In emergency cireumstances 10 report a crime; the {ocation of the crime or victims; or
the identity, description or location of the persen who committcd the crime.

¢ To correctional institutions regarding inmates.

Organ and Tissue Donation. If you are an organ deonor, we may relcase information
about you te organizations that handle organ procurement or organ, eye or lissue
transplantation or to an organ donation bank, as necessary, to facilitale organ or tissue
donation and transplantation.

Military. If you are a member of the armed forces, we may refease information about
you as required by military command authorities, We may also release information
about foreign military personnel to the appropriate foreign military authority.

Worker's Compensation. We may releasc medical information about you for worker's
compensation or similar programs which provide benefits for work-related injuries or
illness.

Food and Drug Admiaistration. We may release medical information aboul you to
report reactions to medications or problems with products.

National Security and Intelligence Activities. We may release information about you to
authorized federal officials for intclligence, counlterintclligence, and other national
security activities as authorized by law.

Protection Services for the President and Others. We may disclose information aboul
you to authorized federal officials so they may provide proieclion o the President,
other authorized persons or foreign heads of state or to conduct special investigations.
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Hospital Directory. We may include certain limited infermation about you in the
hospital directory while you are a patient at the hospital. This information may include
your name, location in the hospital, your general condition (e.g., fair, stable, cic.) and
your religious affiliation. The directory information, cxcept for your religious
affiliation, may also be released to people who ask for you by name. Your religious
affiliation may be given to any member of the clergy, such as a pricst or rabbi, even if
they don't ask for you by name. This is so your family, friends and clergy can visit you in
the hospital and generaily know how you are doing. You have the right to object, in
writing, upon admission to the hospital, and any time during hospitalization, to the use




or disclosure of your medical information {rom the hospital directory to famuy
members, friends, visiters, clergy, and others who may ask for you by name (sueh as a
florist). and, if you do so, we will follow your wishes. As allowed by law, we may use
your personal information from the hospital directory in the evenl you are ineapacitated
or undergoing emergency medical treatmeut, but only consislent with your prior
expressed wishes.

Individuals Involved in Your Care or Payment for Yonr Care. Wc¢ may release
information about you to a friend or family member who is involved in your medical
care. We may also give your information to someone who helps pay for your eare. We
may also tet) your family or friends your condition and that you are in the hospital. In
additiou, we may disclosc medical information about you to an authorized entity
assisting in a disaster relicf effort so that your family can be notified about your
condition, status and location. You have the right to object, in writing, to the use and
disctosure of your personal health infermation 1o family or friends who are involved in
your care or who help pay for your care and, if you do so, we will follow yont wishes.

YOUR RIGHTS REGARINNG MEDICAL INFORMATION ABOLT YOI
You have the following rights regarding medical information we maintain about you:

# Right to Jospect and Copy. You have the right to inspect and copy medical
information about you. This includes medical and billing records. We may deny your
request 1o inspect your records in ¢ertain very limited circumstances, bnt you always
have the right to a copy of the records. To inspect and copy or receive a copy of your
medieal information, you must submit your rcquest in writing to the Health
Information Management Department at the hospital or respeetive hospital-owned
physician practice. State and federal laws permit the hospital to charge reasonable
cost-based [ees for photocopies of your medical records requested by you or if you
request a written summary of your records. State law limits the amount we may
charge you for photocopying your record to 3.50 per page or 5§15 for the first 30
pages, whichever is greater plus reasonable cost for films. You will be advised in
advanee of any such fees.

# Right to Amend, If you feel that medical information we have about you is incorrect
or incomplete, you may ask us to amend the information. You have the right to
request au amendment for as Jong as the information is kept by or for the hospital.
To request an amendment, your request must be made in writing and submitted Lo
the Director of Health Information Management al the address listed at the bottom
of the first page of this notice. We may deny your request for an amendment and if
we do, you will be nelifted of the reason for the denial.

# Right to an Accounting of Diselosures. You have the right to request an "accounting
of disclosures.” This is a list of certain disclosures we made of medical information
about you for reasons other than treaiment, payment, or our health care operations.
To request this list or accounting of disclosnres, you must submit your request in
wriling to the Health Information Management Department at the address shown al
the bottom of the first page of this notice. Your request must state a time period,
which may be no longer than six years and may not include dates before April 14,
2003. Your request should indicate in what form yon want the list {(for example, on
paper or electronically). The first list you request within a 12-month period will be
free of charge. For additional lists, we may charge you for the cost of providing the
list. 'We will notify you of the cost involved and you may choose to withdraw or
modify your request at that time before any costs are incurred.

# Right to Request Restrietions. You bhave the right to request a restriction or
limitation on the medical information we use or disclose about you for treatment,
payment or health care operations. You also have the right 1o request a limit on the
medical information we diselose about yon to someone who is involved in your eare
or the payrment for your care, like a family member or friend and for disaster relief
pucposes as deseribed in the paragraph headed "Individuals Involved in Your Care or
Payment for Your Care." For example, you could ask that we not use or disclosc
informatiou about surgery you had te certain individuals or entities.

We are not required 1o agree to your request. If we do agree, we will comply with
your request vuless the information is nceded to provide you emergency treatment or
when required by law.

To request restrictions, you must make your request in writing to Director, Health
Information Management at the address shown at the bottom of the first page of this
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notice. In your request, you must tell us (1) what information yon want to Qmit; (2)
whether you want to limil our use, disclosure or both; and (3) 10 whom yon want the
limits to apply. for example, disclosures to your spouse. |

# Lffective February 17, 2010: Right to Restrict Disclosure of Certain Protected Health
Information: You have the right te request a rcstriction on disclosures of your
protected heaith information if: (1) the disclosure is to a health plan for purposes of
carrying out payment or health care operations (bnt not treatment): AND (2) the
protected health informalion relates to a health care item or service for whieh the
provider has already been paid by you in full.

# Effective Fehruary 17, 2010: Right to Accounting of Electronic Health Records: Ifa
“covercd entity” maiulains an "electronic health record” about yon, you have the right
to (1) obtain a copy of the information in electronic format and (2) tell the covered
entity to send the copy to a third party. We may charge yon a reasonable fee for our
labor costs for sending the electronic copy of your health informalion.

# Right fo Request Confidential Communications. You have the right to request that
we communicate with you about medical matters in a ccrtain way or al a certain
location. For exarnple, you can ask thal we only conlact you at work or by mail. We
will accommodate all reasonable reqnests.

To request confidential communications, yon must make your request in writing (o
the Privacy Officer at the address shown at the bottom of the first page of this notice.
Your written request must also specify how or where yon wish to be contacted in
order 1o receive bills for services rendered by the hospital and any related
correspondence regarding payment for serviees. We reserve the right to contact yon
by other means and at other locations if you fail to respond to any communication
from us thal reqnires a response. We will notify you in accordance with your ariginal
request prior to attcmpting Lo contael you by other means or at another location.

# Righi to a Copy of this Notice. You have Lhe right to receive a paper copy of this
notice. You may ask us to give you a copy of this notice at any time. Even if you
have agreed to receive this notice electronieally, yon arc still entitled o a paper copy
of this notice. 1f you wish & receive a paper copy of this notiec, you may contact the
Privacy Officer by suhmitting yonr request in writing.

You may alse obtain an electronic copy and/or printable copy of this noliee al our
website, waaw letletonn

CHANGES T THIS NOTICF
We reserve the right to ehange this notice. We reserve the right Lo make the revised or
changed notice effective for medical information we already have about you as well as
any information we receive or create about you in the tnture. We will post a copy of the
current notice in the hospital. The notice will contain on the first page, in the top
eenter, the effective date. In addition, the first time yon register at or are admitted to
the hospital for treatment or health eare services as an inpatient or culpatient after the
effective date of the notice, we will give yon a copy of the current notjce in eftect.
Thereafter, cach lime you register at or are admitted to the hospital, we will offer you a
eopy.
CUOMPLAINTS
If you believe your privacy rights have been violated, you may file a complaint with the
hospital or with the Secretary of the Department of Health and Human Serviecs,
Hubert H. Humphrey Building, 200 Independence Avenue S.W.. Washington, D.C.
20201 or at the appropriatc regional office of the Office of Civil Rights of the U.S.
Department of Health and Human Services. To file a complaint with the hospital,
contact the Direclor of Quality Services at the address listed at the bottom of the first
page of this notice. All eomplaints must be submitted in writing.
You will not be penalized or retaliated against in any way for filing a complaint.
OTHER USES OF MEDICAL INFORMATION
Other uscs and diselosures of medical information not covered by this notice or the laws
that apply to use will be made only with your written permission. If you provide ns
permission to use or disclose medieal information abont you, you may revoke this
permission, in writing, at any time. It you revoke yonr permission, we will no longer nse
or disclose medical information abont you for the reasons covered by yonr writlen
authorization. You understand that we are unable (o take back any disclosnres we have
alrcady made with your permission, and that we are reqnired to retain onr records of
the care that we provided to you.




