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By Certified Mail Return Receipt Requested

RECEIVED
MAY 04 2023

May 1, 2023

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

Concord, NH 03301

Re: Legal Notice of Information Security Incident
Dear Sir or Madam:

| write on behalf of our client, Kerecis LLC (“Kerecis”), to inform you of a security incident involving personal
information for certain Kerecis employees. Kerecis is providing notice to these individuals, including one
New Hampshire resident, via written letter outlining some steps they may take to help protect themselves.

Kerecis recently became aware that some employees were identified by the IRS as potential victims of
identity theft and Kerecis promptly launched an investigation. The investigation revealed that certain
information of current and former employees may have been exposed on February 24, 2023. Kerecis
determined that this was not a hack into their systems but likely the result of a sophisticated social
engineering scheme.

Kerecis took steps to address this incident promptly after it was discovered including launching an
investigation. Kerecis also promptly initiated its Incident Response Plan to determine what happened and
has taken additional measures designed to help prevent this type of incident from reoccurring in the future
such as implementing tighter security restrictions, upgrading email structures and notifications, and
improving internal training on data security issues. These measures are in addition to those Kerecis
regularly maintains, which include internal security audits and security training programs for all new hires
and current employees. In addition, Kerecis has notified law enforcement and will assist them in their
investigation.

As noted above, the affected individuals will be notified via written letter, which we expect will begin mailing
on or around May 2nd, 2023. A form copy of the letter being sent to one affected New Hampshire resident
is included for your reference. If you have any questions or need further information regarding this incident,
please contact me at +

Sincerely,
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(3) information regarding the third party or parties who are to receive the credit report or
the period of time for which the credit report may be released to users of the credit
report; and

(4) payment of a fee, if applicable.

A consumer reporting agency that receives a request from a consumer to lift temporarily a freeze on a
credit report shall comply with the request no later than three business days after receiving the request.
As of September 1, 2008, a consumer reporting agency shall comply with the request within fifteen
minutes of receiving the request by a secure electronic method or by telephone.

A security freeze does not apply in all circumstances, such as where you have an existing account
relationship and a copy of your credit report is requested by your existing creditor or its agents for certain
types of account review, collection, fraud control or similar activities; for use in setting or adjusting an
insurance rate or claim or insurance underwriting; for certain governmental purposes; and for purposes
of prescreening as defined in the federal Fair Credit Reporting Act.

If you are actively seeking a new credit, loan, utility, telephone or insurance account, you should
understand that the procedures involved in lifting a security freeze may slow your own applications for
credit. You should plan ahead and lift a freeze, either completely if you are shopping around or specifically
for a certain creditor, with enough advance notice before you apply for new credit for the lifting to take
effect. You should contact a consumer reporting agency and request it to lift the freeze at least three
business days before applying. As of September 1, 2008, if you contact a consumer reporting agency by a
secure electronic method or by telephone, the consumer reporting agency should lift the freeze within
fifteen minutes. You have a right to bring a civil action against a consumer reporting agency that violates
your rights under the Fair Credit Reporting and |dentity Security Act.

For more information, including information about additional rights, you can visit https://www.consumer ftc.gov/
articles/pdf-0096-fair-credit-reporting-act.pdf, https://www.consumerfinance.gov/learnmore/, or write to:

Consumer Financial Protection Bureau, 1700 G Street N.W., Washington, DC 20552.

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national
credit reporting agencies listed below.

National Credit Reporting Agencies Contact Information

Equifax (www.equifax.com) Experian (www.experian.com) TransUnion (www.transunion.com)

General Contact: General Contact: General Contact, Fraud Alerts and

P.O. Box 740241, Atlanta, GA 30374 P.O. Box 2104, Allen, TX 75013

Security Freezes:

800-685-1111 888-397-3742 P.O. Box 2000, Chester, PA 19022

Fraud Alerts and Security Freezes:  Fraud Alerts and Security Freezes:

800-916-8800

P.O. Box 740256, Atlanta, GA 30374 P.O. Box 9556, Allen, TX 75013






