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Dear Sample A Sample:

We are writing to inform you about a data security breach experienced by Keolis Commuter Services
(“Keolis” or “Company”) affecting some of our employees and potentially some dependents of
employees. This incident involved the potential compromise of personally identifiable information
(“PII”), in the form of social security number (“SSN”’) and driver’s license number. As a result, Keolis
is providing you and potentially affected dependents with two years of complimentary Experian
IdentityWorks identity and credit protection services, which are described further below. If an adult or
minor dependent was affected, that individual will receive a letter addressed to the dependent, in
addition to this letter sent to you. We encourage you to review this letter, promptly enroll in the
IdentityWorks program, and call (833) 327-5932 or send an email to inquiries@keoliscs.com if you have
any questions.

What Happened? On Saturday, October 10, 2020, Keolis experienced a ransomware event. The
Company’s advanced threat detection system alerted us to the situation, and we deactivated our network
within a few hours. Keolis immediately notified law enforcement, and hired an outside computer security
forensic expert to help investigate and remediate. With the help of the expert, and the diligence of our
own Digital Solutions team, the Company had restored the network to normal operations by Tuesday,
October 13, 2020. Fortunately, this event did not, and will not, impact the continued safe operations of
the MBTA Commuter Rail.

On Thursday, October 15, 2020, Keolis discovered that some employee information had been exported
from our network during the ransomware incident. As a result, you may recall that, on Friday, October
16, 2020, the Company informed all employees about the matter.

Our forensic expert and Digital Solutions team immediately investigated further. Based on that investigation,
Keolis believes that one or more files containing information about some of our employees was compromised
in the incident. Further, although Keolis does not have specific information that employee dependent
information was actually compromised, a file with such information was maintained in a location within the
IT infrastructure which may have been compromised. Accordingly, the Company is providing you and
potentially affected dependents with this further notice, and encouraging you to enroll yourself and those
potentially affected dependents in the identity and credit protection services described below.

470 Atlantic Avenue, 5th Floor, Boston, MA 02210 » www keoliscs.com

November 10, 2020

F9528-L01



























