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Office of the New Hampshire Attorney General 
Cons~mer Protection & Antitrust Bureau 
33 C~pitol Street 
Concord, NH 03301 

Norton Rose Fulbright US LLP 
Tabor Center 
1200 17th Street, Suite 1000 
Denver, Colorado 80202-5835 
United States 

Direct line +1 303 801 2758 
kris.kleiner@nortonrosefulbright.com 

Tel +1 303 801 2700 
Fax +1 303 801 2777 
nortonrosefulbright.com 

Re: Legal Notice of Information Security Incident 

Dear l irs or Madams: 

I writ'- on behalf of my client, Keller Williams Realty Inc. ("Keller Williams"), to inform you of a 
potential security incident that may have affected the personal information of 1,977 New 
Ham~shire residents. Keller Williams is notifying potentially affected individuals and outlining 
somel steps they may take to help protect themselves. 

Keller Williams learned on June 25, 2017, that an unauthorized individual was able to gain 
access to certain portions of its network and, based on the information currently available, it 
appe~rs that the unauthorized individual had the ability to access certain employee files 
between May 6 and May 10, 2017. The information contained in client files includes name, 
addrJss, Social Security number and in some cases Keller Williams username and password . 
Notei' hat this incident did not affect any information relating to Keller Williams customers. 

Kelle Williams takes the privacy of personal information very seriously, and deeply regrets that 
this i f cident occurred. Keller Williams took steps to address and contain this incident promptly 
after it was discovered, including engaging an independent forensic firm to assist in its 
inves igation and response to this incident and forcing a reset of all Keller Williams credentials. 
Kelle f Williams is currently working with the forensic firm and security consultants to reconfigure 
various components of its systems designed to help prevent unauthorized access in the future 
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and to enhance the security of its systems. In addition, Keller Williams has contacted law 
enfort ement and will continue to cooperate in their investigation of this incident. 

I 
Affected individuals are being notified via a written letter which will begin mailing on or about 
July d19 , 2017. A form copy of the notice being sent to the affected New Hampshire residents is 
inclu ed for your reference. 

If yo~ have any questions or need further information regarding this incident, please contact me 
at (3f 3) 801-2758 or kris.kleiner@nortonrosefulbright.com. 

Very truly your 
I . 

.--,._,,,,,,,._. 

Kristdpher Kleiner 

I 
KCK 
Encl15ure 

28515233.1 



I 

kW 
KELLERWILLIAMS. 
Keller Wil \iams Realty 
1221 S. Mopac Expy. Ste. 400 
Austin, TX 78746 

~~ 
~ 

##C9235-LOl-0123456 000 1 0000000 1 **************9-0 ELZZ 123 
SAMPLE A SAMPLE - US Standard 
APT ABC 
123ANY ST 
ANYTOWN, US 12345-6789 
11 l11 1•1 11 1• 111 111 •1111•1• 11 1•1111 11111•1 11··· 11• 1•1•1 11l1ll1l•l1 

Dear Sam! le A Sample, 

I 

July 19, 2017 

Keller Will iams Realty, Inc. recently experienced a potential security incident involving the personal information of some of 
its current and former associates. We are providing this notice as a precaution to inform potentially affected individuals of 

the incider t and to call your attention to some steps you can take to help protect yourself. We sincerely regret any concern 
th is may cause you . 

What Hap~ened 
We recen! ly learned that an unauthorized third party was able to gain access to portions of the Keller Williams network 
and, while on the network, may have been able to access certain associate files stored in our systems. 

What Info motion Was Involved 
We believ that certain associate information, including first and last name, addresses, Social Security number, and in some 

cases, Kel er Williams usernames and passwords, were contained in these files and could be affected as a result of this 

incident. Please note that at this time, we are not aware of any fraud or misuse of your information as a result of this 
incident. 

What We Are Doing 
Keller Williams takes the privacy and protection of personal information very seriously, and deeply regrets that this incident 
occurred. ,Upon learning of this situation, we took immediate action to identify, block and prevent future unauthorized 

access, a1d initiated an investigation with the assistance of external forensic experts. In addition, we have contacted law 
enforcem nt and will continue to cooperate in their investigation of this incident. 

To help protect your identity, we are offering a complimentary membership in Experian ldentityWorkssM. This product 

helps detf ct possible misuse of your personal information and provides you with superior identity protection support 
focused or immediate identification and resolution of identity theft. Included with this service are fraud resolution services 
that provide an Experian Fraud Resolution agent to work with you to investigate and resolve each incident of fraud that 

occurred t.rom the date of the incident (including, as appropriate, helping you with contacting credit grantors to dispute 
charges a d close accounts; assisting you in placing a freeze on your credit file with the three major credit bureaus; and 
assisting ou with contacting government agencies to help restore your identity to its proper condition) . While this Fraud 
Resolutio f assistance is immediately available to you without any further action on your part. you can also activate the 
fraud detection tools available through enrolling in ldentityWorks at no cost to you. To enroll in these services, visit 
https://wlvw.experianidworks.com/creditone by October 31, 2017, and use the following activation code: ABCDEFGHI. 

You may also enroll over the phone by calling 888-829-6550 between the hours of 9:00 AM and 9:00 PM (Eastern Time), 

Monday through Friday and 11:00 AM and 8:00 PM Saturday (excluding holidays) . Please provide the following engagement 

oumbec ·r pcoof of elig;b;!ity' 0802396. 

0123 .. 56 

r-:~:.~·~ 
~ 
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Once you enroll in ldentityWorks, you will have access to the following features : 

• L perian credit report at signup: See what information is associated with your credit file . Daily credit reports are 

• 
• 

• 

• 

available for on line members only. * 
Credit Monitoring: Actively monitors Experian credit file for indicators of fraud . 
Identity Restoration: Identity Restoration specialists are immediately available to help you address credit and 
~on-credit related fraud . 
Experian ldentityWorks ExtendCARE™ : You receive the same high-level of Identity Restoration support even 
~fter your Experian ldentityWorks membership has expired . 

~~~n~~~~~n Identity Theft lnsurancet : Provides coverage for certain costs and unauthorized electron ic fund 

There are add itional actions you can consider taking to reduce the chances of identity theft or fraud on your account(s) . 

Please refer to www.ExperianlDWorks.com/restoration for this information. 

What You Can Do 
We want fo make you aware of steps you can take to guard against fraud or identity theft. You can carefully check your 
credit repprts for accounts you did not open or for inquiries from creditors you did not initiate. If you see anything you do 
not understand, call the credit agency immediately. If you find any suspicious activity on your credit reports, call your local 
police or Jheriffs office, and file a police report for identity theft and get a copy of it. You may need to give copies of the 
police re+ rt to cred itors to clear up your records. Also, the "Information about Identity Theft Protection" reference guide, 
included l'lere, describes additional steps that you may take to help protect yourself, including recommendations by the 

Federal Trade Commission regarding identity theft protection and details on placing a fraud alert or a security freeze on 
your credit file. 

For More Information 
For morej information about this incident, or if you have additional questions or concerns about this incident, you may 
contact u · directly at 888-829-6550 between the hours of 9:00 AM and 9:00 PM (Eastern Time), Monday through Friday and 
11:00 AM and 8:00 PM Saturday (excluding holidays) . Again, we sincerely regret any concern this event may cause you. 

Very truly yours, 

John Davis 

CEO 

-

* Offline ~embers will be eligible to call for additiona l reports quarterly after enrolling 
t Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. (AIG). The 
description herein is a summary and intended for informational purposes on ly and does not include all terms, conditions and exclusions 
of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. Coverage may not be 
available in all jurisdictions. 
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lnformatjon aboyt !dentjtv Theft Protection 

Review Accounts and Credit Reports: You can also regularly review statements from your accounts and periodically obtain your cred it 
report from one or more of the national credit reporting companies. You may obtain a free copy of your credit report online at 
www. annu~ lcred itreport.com, by call ing toll-free 1-877-322-8228, or by mailing an Annual Credit Report Request Form (available at 
www. annu~ lcreditreport.com) to: Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281. You may also 
purchase al copy of your credit report by contacting one or more of the three national credit reporting agencies listed at the bottom of 
th is page. 

You should remain vigilant with respect to reviewing your account statements and credit reports, and you should promptly report any 
suspicious activity or suspected identity theft to the proper law enforcement authorities, including local law enforcement, your state' s 
attorney general, and/or the Federal Trade Commission (" FTC" ). You may contact the FTC or your state' s regulatory authority to obtain 
additiona l information about avoiding and protection against identity theft: Federal Trade Commission, Consumer Response Center 600 
Pennsylvanlia Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft. 

For residents of Maryland: You can obtain information about preventing and avoiding identity theft from the Maryland Office of the 
Attorney G:eneral : Maryland Office of the Attorney General, Consumer Protection Division, 200 St. Paul Place, Baltimore, MD 21202, 
1-888-743-0023, www.oag.state.md.us. 

For residJ ts of North Carolina: You can obtain information about preventing and avoiding identity theft from North Carolina Attorney 
General' s Office: North Carolina Attorney General' s Office, Consumer Protection Division, 9001 Mail Service Center, Ra leigh, NC 
27699-9001, 1-877-5-NO-SCAM, www.ncdoj .gov. 

For residents of Rhode Island: You can obtain information about preventing and avoiding identity theft from the Rhode Island Office of 
the Attorney General : Rhode Island Office of the Attorney General, Consumer Protection Unit, 150 South Main Street, Providence, RI 
02903, 401-274-4400, http://www.riag.ri.gov. 

Fraud Alerts: There are two types of fraud alerts that you can place on your credit report to put your creditors on notice that you may be 
a victim oflfraud: an initial alert and an extended alert. You may ask that an initial fraud alert be placed on your credit report if you 
suspect yow have been, or are about to be, a victim of identity theft. An initial fraud alert stays on your credit report for at least 90 days. 
You may h~ve an extended alert placed on your credit report if you have already been a victim of identity theft with the appropriate 
documend ry proof. An extended fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit 
report by c1,ontacting any of the three national credit reporting agencies at t he addresses or toll-free numbers listed at the bottom of th is 
page. 

Credit Fre~zes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file, so that no new cred it 
can be opened in your name without the use of a PIN number that is issued to you when you initiate a freeze . A cred it freeze is designed 
to preventJ' potential credit granters from accessing your credit report without your consent. If you place a credit freeze, potential 
creditors ar. d other third parties will not be able to get access to your credit report unless you temporarily lift the freeze . Therefore, 
using a cre~ it freeze may delay your ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze . 
Credit freei2:e laws vary from state to state. The cost of placing, temporarily lifting, and removing a credit freeze also varies by state, 
generally sis to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a credit freeze on your 
credit file at each credit reporting company. Since the instructions for how to establish a credit freeze differ from state to state, please 
contact the three major credit reporting compan ies as specifi ed below to find out more information. 

You can obtain more information about fraud alerts and credit freezes by contacting the FTC or one of the national credit reporting 

agencies li1
1
ted below. 

National Credit Reportjng Agencies Contact Information 

Equr x (www.equifax.com) Experian (www.experian .com) TransUnion (www.transunion .com) 

General Contact: General Contact: General Contact: 
P.o .JBox 740241 P.O. Box 2002 P.O. Box 105281 
Atla ta, GA 30374 Allen, TX 75013 Atlanta, GA 30348 
800-685-1111 888-397-3742 877-322-8228 

Fra d Alerts: 
P.o .jBox 740256, Atlanta, GA 30374 
Credit Freezes: 
P.O. Box 105788, Atlanta, GA 30348 

Fraud Alerts and Security Freezes: 
P.O. Box 9554, Allen, TX 75013 

Fraud Alerts and Security Freezes: 
P.O. Box 2000, Chester, PA 19022 
888-909-8872 
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