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Experian IdentityWorks (for individuals) and Business Credit Advantage (for organizations). In
addition, the City informed individuals how to implement a fraud alert and freeze or lock their
credit accounts, and is providing affected individuals and organizations with a toll free telephone
hotline and email to address questions and concern.

Thank you for your attention to this matter. Please contact us if you have any questions or
we can be of any assistance with this matter.

Very truly yours,

/s/ Cameron G. Shilling

Cameron G. Shilling
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August 26, 2020
Re: Notice of Mascoma Bank Data Security Incident

Dear City of Keene,

Mascoma Rank is writing to notify you of a recent data security incident that may affect the security of information of

certain 0. ...z City of Keene’s residents. This information was provided to Mascoma Bank by our lockbox managed service
provider.

What Happened? Mascoma Bank was recently notified by our lockbox provider Technology Management Resources, Inc.
(“TMR”) of a security incident that inpacts certain resident information that TMR processes for us, on your behalf. TMR
regularly collects the contents of your PO Box lockboxes and scans check images into an online database for processing.
TMR'’s internal investigation of the incident showed that between June 1, 2020 through July 1, 2020, a single unauthorized
actor accessed the TMR online database and was able to view scanned images of checks written by your residents for the
period of August 2019 to Janvary 2020. To date, we are unaware of frandulent activity against your residents as a result of

this incident. The information related to these individuals includes their name, address, bank routing nuraber, and account
number.

Under applicable law, The City of Keene may be required to provide notice of this incident to the affected residents as well
as certain regulators. We are unable to provide you with legal advice and recommend you discuss the contents of this letter
and your company’s potential notification duties with your own legal counsel should you require specific legal guidance.

On behalf of The City of Keene, Mascoma Bank is offering to pay for your mailing of any written notice of this incident if
you choose that path. Additionally, complimentary credit monitoring/identity theft protection services to your impacted
consumers whom request protection due to sensitive information that may have been viewed by the unauthorized actor, to

the extent address information exists for such consumers. We will also provide notification of this incident to our regulatory
bodies.

We need to have further conversations about your approach on next steps in regard to this mailing and assist with resources
regarding customer comununication.

Mascoma Bank takes the privacy and security of the personal information in our care seriously and appreciate you being a
customer. Please call Scott Young, at 603-443-8649 or scott.young@mascomabank.com with any questious or concerns.

Young, CKief RZﬂicer

Mascoma Bank
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