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March 6, 2015

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol St.

Concord, NH 03301

RE: Notice of Incident
Dear Sir/Madam:

We are writing on behalf of our client the Indiana State Medical Association (“ISMA”) to
notify you of an incident that may have resulted in the unauthorized access of personal
information. As background, the ISMA collects health and life insurance applications for its
member physicians. The ISMA maintains a back-up copy of its database on archive hard drives.
Each week an ISMA employee transports the archive drives to a separate location as part of the
ISMA’s disaster recovery program. On Friday, February 13, 2015, two archive drives of the
ISMA’s database were stolen while an ISMA employee was transporting the archive drives to
the off-site storage location. The archive drives contained certain information which included
name, address, date of birth, email address (if provided) and health plan number. For some
individuals the drives also included medical history information and/or social security number.
The ISMA discovered the theft the same day it occurred and reported it to the Indianapolis
Metropolitan Police Department (“IMPD”). This was a random criminal act. The archive drives
were on a media device that is not common for personal computer users. Therefore, data on the
archive drives cannot be accessed without specific equipment and technical expertise.

Historically, the ISMA’s archive drives have been encrypted. However, the ISMA
learned as part of this incident that the encryption feature was recently disabled. At this point in
the ISMA’s investigation it appears that encryption was disabled by an information technology
vendor without the ISMA’s knowledge. The ISMA is continuing to investigate to confirm this
and other related facts. Encryption has been restored as of February 16 and all archive drives are
now encrypted. The ISMA has also revised a number of internal policies and procedures and
provided education to its employees.

In addition, the ISMA is working with the IMPD to capture the thief and recover the
archive drives. The ISMA helped discover a surveillance video capturing the theft. The ISMA
is offering one year of credit monitoring and credit repair services through ID Experts at no cost
to all individuals potentially affected by the incident.
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