





IMPORTANT INFORMATION
Return Mail Processing Center PLEASE REVIEW CAREFULLY
PO Box 6336
Portland, OR 97228-6336

[ am writing with important information regarding a recent security incident. The privacy and security of the personal
information we maintain is of the utmost importance to Grinnell College. As such, we wanted to follow up on our

email notification to you with updated information about the incident, and to explain the services we are making
available to you.

What Happened?

As we have previously reported to you, we learned that an unauthorized individual may have obtained access, for a
short period of time on March 7, 2019, to the system that houses admission-related information.

What We Are Doing.

Upon learning of the issue, we commenced a prompt and thorough investigation, working very closely with external
cybersecurity professionals and law enforcement. We discovered on March 9, 2019, during the extensive ongoing
forensic investigation and manual review of the potentially accessed data, that the impacted files contained some of
your personal information. We have no evidence that your personal information has been misused. Nevertheless, out
of an abundance of caution, we want to provide this update.

What Information Was Involved?

The impacted files that were accessed contained some of your personal information, including your full name,
address, date of birth, and Social Security number.

What You Can Do.

To protect you from potential misuse of your information, we are offering a complimentary two-year membership
of Experian IdentityWorks®™ Credit 3B. This product helps detect possible misuse of your personal information and
provides you with identity protection services focused on immediate identification and resolution of identity theft.
IdentityWorks Credit 3B is completely free to you and enrolling in this program will not hurt your credit score. For
more information on identity theft prevention and IdentityWorks Credit 3B, including instructions on how to activate
your complimentary two-year membership, please see the additional information provided in this letter.

This letter also provides other precautionary measures you can take to protect your personal information, including
placing a fraud alert and/or security freeze on your credit files, and/or obtaining a free credit report.

Additionally, you should always remain vigilant in reviewing your financial account statements and credit reports for
fraudulent or irregular activity on a regular basis.
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For More Information.

Please accept our sincere apologies that this incident occurred. We remain fully committed to maintaining the
privacy of personal information in our possession and have taken many precautions to safeguard it. We continually
evaluate and have already modified our practices to enhance the security and privacy of your personal information.

If you have any further questions regarding this incident, pleaii iill iur iedicated and confidential toll-free

response line that we have set up to respond to questions at . This response line is staffed with
professionals familiar with this incident and knowledgeable on what you can do to protect against misuse of your
information. The response line is available Monday through Friday, 8 a.m. to 8 p.m. CDT.

SincrM,

Grinnell College
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