A
NORTON ROSE FULBRIGHT

Norton Rose Fulbright US LLP

1225 Seventeenth Street, Suite 3050
Denver, Colorado 80202

United States

Direct line +1 303 801 2738
erin.locker@nortonrosefulbright.com

November 30, 2017
Tel +1 303 801 2700

Fax +1 303 801 2777
nortonrosefulbright.com

By Certified Mail
Return Receipt Requested

Office of the New Hampshire Attorney General
Consumer Protection & Antitrust Bureau

33 Capitol Street

Concord, NH 03301

Re: Preliminary Legal Notice of Information Security Incident
Dear Sirs or Madams:

| write on behalf of my client, Grass Advantage, LLC d/b/a Amazing Grass (“Grass Advantage”),
to inform you of a potential security incident which may have affected the personal information of
certain Amazing Grass customers, including approximately five (5) New Hampshire residents.
Grass Advantage is notifying these individuals and outlining some steps they may take to help
protect themselves.

On November 3, 2017, Grass Advantage was alerted to a potential security incident affecting its
website and online store at www.AmazingGrass.com. Grass Advantage promptly engaged an
independent forensic firm to assist in its investigation of this matter. Based on the forensic firm’s
investigation, Grass Advantage believes that malicious software designed to capture payment
card data was installed by an unauthorized individual on portions of the Amazing Grass website.
Information entered by certain customers when making purchases on the website between
September 11, 2017 and November 3, 2017 may have been affected, including names, contact
information, order details, credit or debit card numbers, expiration dates and card verification
numbers.

Grass Advantage takes the privacy of customer information very seriously, and deeply regrets
that this incident occurred. Upon discovering the incident, Grass Advantage promptly initiated an
investigation and took steps to ensure that the malicious software was removed from the Amazing
Grass website and that the incident had been contained. To heip prevent an incident like this
from recurring in the future, Grass Advantage is continuing to work with the company that hosts
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and manages the website to make additional updates and enhancements to security. Grass
Advantage also notified federal law enforcement about this incident and will cooperate in their
investigation.

Affected individuals are being notified via written letter, which includes an offer for one year of
complimentary identity monitoring services related to protecting payment card information. These
notifications will begin mailing on or around November 30, 2017. A form copy of the notice being
sent to potentially affected New Hampshire residents is included for your reference.

If you have any questions or need further information regarding this incident, please contact me
at (303) 801-2738 or erin.locker@nortonrosefulbright.com.

Very truly yours,

Cwifon )

Erin Locker

ELL
Enclosure
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RETURN MAIL PROCESSING CENTER
PO BOX 6336

PORTLAND, OR 97228-6336

<<Mail 1D>>
<<Name >3

<< Address
<<Address 3
88 b <<Date>>

Dear <<Namel>>:
Notice of Potential Data Incident

Amazing Grass recently became aware of a potential data security incident that may have affected the personal
information of certain individuals who made a payment card purchase on our website. We are providing this notice
as a precaution to inform potentially affected individuals about the incident and to call your attention to some steps
you can take to help protect yourself. We sincerely regret any concern this may cause you.

What Happened

We were recently alerted to a potential security incident affecting our website, www.AmazingGrass.com.
We promptly began investigating this matter and engaged an independent forensic computer firm to help us determine
what may have happened. Based on the forensic firm’s investigation, we believe that an unauthorized individual gained
the ability to install malicious code designed to capture payment card information on certain pages of our website.

What Information Was Involved

This incident may have affected certain online order information entered by our customers between September 11, 2017
and November 3, 2017, including name, address, email address, telephone number, order information, payment card
account number, expiration date and card verification number. According to our records, you made or attempted to make
a payment card transaction during this period so it is possible that you were affected. Please note, Amazing Grass does
not collect sensitive information like Social Security numbers from our customers, so that information was not affected
by this incident.

What We Are Doing

We take the privacy of personal information seriously, and deeply regret that this incident occurred. We took steps to
address this incident promptly after we were alerted to it. We engaged an outside forensic computer firm to assist in
our investigation of the incident and ensured that the malicious script was removed from our website and the incident
had been contained. We also reported this matter to federal law enforcement and will cooperate in their investigation.
To help prevent an incident like this from recurring in the future, we have worked with our website hosting provider
to update and enhance the security of the Amazing Grass website.

We have also engaged a leading identity protection services company to provide twelve months of identity monitoring
services related to protecting payment card information at no cost to you. More information about these services and
instructions on enrolling are included with this letter in the enclosed “Information About Identity Theft Protection”
reference guide.
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What You Can Do

You can carefully review credit and debit card account statements as soon as possible in order to determine if there
are any discrepancies or unusual activity listed. We urge you to remain vigilant and continue to monitor statements
for unusual activity going forward. If you see anything you do not recognize, you should immediately notify the
issuer of the credit or debit card as well as the proper law enforcement authorities, including local law enforcement,
your state’s attorney general, and/or the Federal Trade Commission (“FTC”). In instances of payment card fraud,
it is important to note that cardholders are typically not responsible for any fraudulent activity that is reported in a
timely fashion.

Although Social security numbers were not at risk in this incident, as a general practice you can carefully check
your credit reports for accounts you did not open or for inquiries from creditors you did not initiate. If you see
anything you do not understand, call the credit agency immediately, As an additional precaution, we are providing
information and resources to help individuals protect their identities. This includes an “Information About Identity
Theft Protection” reference guide, enclosed here, which describes additional steps you may take to help protect
yourself, including recommendations from the Federal Trade Commission regarding identity theft protection and
instructions for enrolling in a complimentary one-year membership in identity monitoring services from Experian.

For More Information

For more information about this incident or if you have additional questions or concerns, you may contact us toll free
at 866-274-4371 between 9 a.m. and 9 p.m. Eastern Time, Monday through Friday, or between 11 a.m. and 8 p.m.
Eastern Time, Saturday through Sunday. Again, we sincerely regret any concern this event may cause you.

Sincerely,

Amazing Grass
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