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Ed Finn 1275 Drummers Lane, Suite 302
Office: 267-930-4776 Wayne, PA 19087
Fax: 267-930-4771

Email: efinn@mullen.law

December 28, 2016

VIA U.S. MAIL

Attorney General Joseph Foster

Office of the New Hampshire Attorney General
Attn: Security Breach Notification

33 Capitol Street

Concord, NH 03301

Re: Notice of Data Event

Dear Mr. Foster:

Our office represents Graphik Dimensions, Ltd. (“Graphik Dimensions™), 2103 Brentwood Street,
High Point NC 27263, the owner and operator of the e-commerce site pictureframes.com. We are
writing to provide you with notice of an event that may impact the security of financial information
relating to approximately one hundred twenty-eight (128) New Hampshire residents. By providing
this notice, Graphik Dimensions, Ltd. does not waive any rights or defenses regarding the
applicability of New Hampshire law, applicability of the New Hampshire data event notification
statute, or personal jurisdiction.

Background

On or around November 9, 2016, Graphik Dimensions was advised that it had been identified as a
common point of purchase for credit card fraud. On or around November 29, 2016, Graphik
Dimensions’ investigation confirmed that an unidentified third party had injected malicious code into
the pictureframes.com e-commerce site. The malicious code enabled the unidentified third party to
acquire credit card information while the purchase took place. Graphik Dimensions’ investigation
revealed that the exploit existed between July 12, 2016 and November 30, 2016.

The specific information that may have been obtained by the unidentified third party included
customers’ name, billing address, full credit card number, expiration date, CVV number, and user
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name and password. Graphik Dimensions removed the malicious code from the affected system, and
continues to take steps to ensure the security of its systems. It worked with the investigators, along
with other subject matter experts, to ensure the security of its customers’ data and to implement a
remediation plan to improve security in Graphik Dimensions’ network.

Notice to New Hampshire Residents

While the investigation is ongoing, Graphik Dimensions has concluded that the financial information
of approximately one hundred twenty-eight (128) New Hampshire residents was affected by this
incident. Beginning on or about December 28, 2016, Graphik Dimensions, Ltd. is mailing written
notice of this incident to the individuals whose credit card information may have been affected by
this incident, in substantially the same form as the letter attached hereto as Exhibit A.

Other Steps Taken and To Be Taken

Graphik Dimensions takes the security of its customers” information extremely seriously. In addition
to the steps taken above, Graphik Dimensions is providing its affected customers notice of this
incident along with information on how to better protect against identity theft and fraud.

In addition to providing notice of this incident to your office, federal law enforcement and the credit
card brands have been notified, and Graphik Dimensions is providing notice of this incident to other
regulators and consumer reporting agencies where required.

Contact Information

Should you have any questions regarding this notification of other aspects of this event, please contact
us at 267-930-4776.

Very truly yours,
s

Ed Finn of
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(D Graphik Dimensions Ltd.®
Return Mail Processing Center

PO Box 6336
Portland, OR 97228-6336

“maild- -
S iestName - o LastName - -
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Oy - e State - = AP o Date -
Dear -~ NAMIE =

Graphik Dimensions, the operator of pictureframes.com, is writing to alert you about a recent incident that may have
affected the security of your credit card information. We are providing this notice to ensure that you are aware of the
incident so that you may take steps to protect your information should you feel it is appropriate to do so.

What Happened? On or around November 9, 2016, Graphik Dimensions was advised that it was identified as a
common point of purchase for credit card fraud. We began an investigation and discovered that an unidentified third
party had injected malicious code into the pictureframes.com e-commerce platform. The malicious code enabled the
unidentified third party to acquire credit card information while the purchase took place. Our investigation revealed
that this exploit existed between July 12, 2016 and November 30, 2016. We have removed the malicious code from
the affected system, and continue to take steps to ensure the security of our systems.

What Information Was Involved? The information that may have been obtained by the unidentified third party
included your name, billing address, full credit card number, expiration date, and CVV number. Your pictureframes.
com username and password may also have been accessed.

What is Graphik Dimensions Doing? Graphik Dimensions takes the security of its customers’ financial information
extremely seriously. Upon learning of this incident, we worked with third party investigators to confirm the timeframe
and scope of the incident and to ensure the malicious code had been removed. We also worked with the investigators,
along with other subject matter experts, to ensure the security of our customers’ data and to implement a remediation
plan to improve security in our network. The credit card issuers and federal law enforcement have been notified.

In addition to the steps taken above, we are also providing notice of this incident to you, along with information
on how to better protect against identity theft and fraud. The enclosed Privacy Safeguards contains information on
protecting against identity theft and fraud.

What Can You Do? You can review the additional information included in the attached Privacy Safeguards on how
to better protect against identity theft and fraud.

For More Information. Should you have any questions regarding this incident, please call 844-893-3071, Monday
through Friday, 9:00 a.m. — 9:00 p.m. ET.

We would like to sincerely apologize for any inconvenience this may cause. We also want to assure you that we
continue to take appropriate actions to protect the privacy and security of your information.

Regards,

%?% Ahayedian_

Mary Shanahan
VP of Marketing & Customer Care
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