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The «LName» Household
«Address»
«M_2nd_address»
«City», «State» «Zip»
Notice of Data Breach

Dear Valued Customer:

What happened?

You are receiving this letter because a payment was received on your account through our online Click2Gov payment
portal. People that utilized our online payment system potentially had some personal data exposed through a data
breach of our Click2Gov payment portal. It is very important that you read this letter in its entirety.

On Monday, May 7, city staff was notified of a possible breach of the credit/debit card payment system. As a safeguard,
the system was turned off the same day. The city’s third-party payment vendor immediately conducted a forensic

investigation, which confirmed the system was breached in spite of all normal cybersecurity precautions.

What information was involved?

Forensics specialists have indicated that some personal data belonging to whoever utilized our online payment system
may have been exposed to the unauthorized intruder. This data may have included name, address and payment card
information. Law enforcement was also notified and is conducting their own investigation.

We are taking appropriate precautionary measures to ensure your financial security and help alleviate concerns you
may have.

What - -*fy ~“ Good'-~~- doing to address this situation?

We are committed to helping those people who may have been impacted by this unfortunate situation. That’s why the
city of Goodyear is providing access to Triple Bureau Credit Monitoring* services at no charge to the person whose
payment card may have been impacted. These services will provide alerts for twelve months from the date of
enrolliment when changes occur to any of one of your Experian, Equifax or TransUnion credit files. This notification is
sent the same day that the change or update takes place with the bureau. In addition, we are providing proactive fraud
assistance to help with any questions that the cardholder might have. These services will be provided by CyberScout, a
company that specializes in identity theft education and resolution.

* Services marked with an *“*” require an Internet connection and e-mail account and may not be available to minors under the age of 18 years of age. Please note that
when signing up for monitoring services, you may be asked to verify personal information for your own protection to confirm your identity.












