


Notice of Data Breach
enw-~ Tth 5/14/2020

from Genworth Life Insurance Company,

Data Security Team Genworth Life and Annuity Insurance Company,
PO Box 1280 3

Lynchburg, Virginia 245051280 or Genworth Life Insurance Company of
DataSecurityTeam.Genworth@genworth.com New York .

Genworth.com

Re: Case Number: |||l

Dear,

Genworth respects your privacy and works hard to protect your confidential information. We are writing you about
unauthorized access to documents that contain your information.

What Happened:
On April 20, 2020, we identified unauthorized access to your insurance agent’s online account which provided access to

documents containing your information. We immediately began investigating the series of events that led to the
unauthorized access and discovered compromised login credentials for your agent to our online portal where insurance
agents and producers manage their policies.

What Information Was Involved:
The online documents that were accessed include your name, address, age, gender, date of birth, financial information,
social security number, and signature.

What We Are Doing:
As a result of our ongoing investigation of the unauthorized access, we have disabled your agent’s user account to

prevent further access to documents and information. While your agent's user access has been disabled, we continue to
monitor the user account as well as your policy for any suspicious behaviors. At this point, there has been no evidence of
further unauthorized activity.

We have also been in contact with Federal Authorities to address this incident.

We have no indication of further misuse of your information however; as a courtesy, we would like to offer a one-year
subscription of credit monitoring and resolution services with 1D Experts®, at no cost to you. With this protection, 1D
Experts® will help you resolve issues if your identity is compromised.

What You Car ™~

If you are intereswed, please contact our office and we will provide the enroliment code needed to take advantage of the ID
Experts® subscription. Even if you decide not to accept our offer, we encourage you to take steps to protect yourself from
the risk of identity theft or other potential harm as described in the enclosed Guide.

For More Information: .
If you have any questions or need further assistance, please contact us at 866.381.2906 Monday - Friday, 8:30 a.m. to 5:00
p.m. Eastern Time.

Sincerely,

Genworth Data Security Team
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5/14/2020
aent.. 'rl' ! from Genworth Life Insurance Company,
Data Security Team Genworth Life and Annuity Insurance Company,
o e or Genworth Life Insurance Company of
DataSecurityTeam.Genworth@genworth.com New York

Genworth.com

Re: Case Number | ]

Dear,

Genworth respects your privacy and works hard to protect your confidential information. We are writing to inform you of
unauthorized activity using your online producer account.

What Happened:
On April 20, 2020, we identified unauthorized access to your online producer account which provided access to

documents containing your information. We immediately began investigating the series of events that led to the
unauthorized access and discovered that your login credentials were compromised.

What Information Was Involved:
The online documents that were accessed include your name, address, phone number, social security number, and
signature.

What We Are Doing:
As a result of our ongoing investigation of the unauthorized access, we have disabled your producer account to prevent

further access to documents and information. While your user access has been disabled, we continue to monitor the
account as well as the policies within your book of business for any suspicious behaviors. At this point, there has been no
evidence of further unauthorized activity.

We have aiso been in contact with federal authorities to address this incident.

You should take immediate action to change and further safeguard your login credentials. Our investigation
indicates that your Genworth login credentials were stolen from another site.

Also, please be advised that some of your clients may also have been impacted by this breach and will receive notification
of their own.

We have no indication of further misuse of your information however; as a courtesy, we would like to offer a one-year
subscription of credit momtonng and resolution services with ID Experts®, at no cost to you. With this protection, ID
Experts® will help you resolve issues if your identity is compromised

What You Can Do:

If you are interested, please contact our office and we will provide the enroliment code needed to take advantage of the ID
Experts® subscription. Even if you decide not to accept our offer, we encourage you to take steps to protect yourself from
the risk of identity theft or other potential harm as described in the enclosed Guide.

For More Information:
If you have any questlons or need further assistance, please contact us at 866.381.2906 Monday - Friday, 8:30 a.m. to 5:00
p.m. Eastern Time.

Sincerely,

Genworth Data Security Team

11/6/15 Page1of 4 DBINL_V1











