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Dear Attomey General Foster:

Pursuant to N.H. Rev. S ta t. Arm. §  359-C:20(I)(b), we  a re  writing to notify you of a  da ta  security
incide nt involving two Ne w Ha mpshire  re s ide nts . We  a re  submitting this  notifica tion on be ha lf of our clie nt,
Ga rdine r & Appe l Group, Inc.

Na tu re  Of The  S e c urity Bre a c h

Gardine r & Appe l Group is  an accounting firm loca ted in Seve rna  Pa rk, Maryland. On or about Janua ry
16, 2017, Gardine r & Appe l Group became  the  victim of a  cybe r a ttack by which an unknown third pa rty was
able  to access  Gardine r & Appe l Group's  compute r ne twork and some  of its  client's  pe rsona l informa tion. As  a
result, some  of its  clients ' pe rsona l information may have  been exposed to othe rs , including the ir firs t and la s t
names, home addresses , socia l security numbers , and2015 compensa tion da ta . Gardiner & Appel Group has  no
reason to be lieve  tha t anyone  has used the  information.

The  Ne w Ha mpshire  re s ide nts  involve d in this  incide nt will be  forwa rde d le tte rs  notifying the m of this
incident a s  soon a s  poss ible . A copy of the  form le tte r is  a tta ched he re to. Notifica tion to New Hampshire
re s idents  will not be  de layed due  to law enforcement inves tiga tion.

S teps  Taken  Re la ting  To The  Inc ident

Upon lea rning of the  cybe r a ttack, Gardine r & Appe l Group took immedia te  s teps  to inves tiga te  and
dete rmine  the  source  and extent of any access  to its  clients ' persona l information in order to deve lop a  be tte r
unde rs tanding of wha t had taken place  and how. Gardine r & Appe l Group reported the  incident to the  loca l
police  a nd the y a re  inve s tiga ting. Ga rdine r & Appe l Group is  now in the  proce ss  of re vie wing its  inte rna l
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policies  and da ta  management protocols  and will be  implementing enhanced security measures  to he lp prevent
this  type  of incide nt from re curring in the  future .

Gardine r & Appe l Group has  a lso a rranged to have  Experian protect the  a ffected individua ls ' identity for
one  yea r a t no cos t to them through its  P rotectMyID se rvice . This  se rvice  offe rs  additiona l laye rs  of protection
including cre dit monitoring a nd a  $1 million ide ntity the ft insura nce  policy.

Should you need additiona l information regarding this  matte r, please  contact me .

Very truly yours,

U

DAVID J .  S HANNON

DJs:jl
Encl.

S



GARDIN EIMSLAPPEL
| GROUP. INC.

TAX ACGOUNTANTS. I .BUSINESS COUNSELORS

February 16, 2017

RE: Important Security and Protection Notification
Please read this entire letter.

Dear

We are contacting you regarding a data security incident that occurred on or about January 16, 2017 at
Gardiner & Appel Group. This incident may have involved some of your personal information. As a
result, your personal information may have been potentially exposed to others. Please be assured that
we have taken every step necessary to address the incident, and that we are committed to fully
protecting all of the information that you have entrusted to us.

On or about January 16, 2017, Gardiner 8¢ Appel Group became the victim of a cyber attack by which
an unknown third party was able to access Gardiner 8¢ Appel Group's computer network and some of
its client's personal information. As a result, some of your personal information may have been
exposed to others, including your first and last name, home address, social security number, and 2015
compensation data. We have no reason to believe that anyone has used the information.

Gardiner 8< Appel Group takes the privacy and protection of its clients' personal information very
seriously and we deeply regret that this incident occurred. We took steps to address this incident
promptly after it was discovered, including undertaking an internal investigation of the matter in order to
develop a better understanding of what had taken place and how, We reported the incident to the local
police and they are investigating. We are now in the process of reviewing our internal policies and data
management protocols and will be implementing enhanced security measures to help prevent this type
of incident from recurring in the future.

lf you believe there was fraudulent use of your information as a result of this incident and would like to
discuss how you may be able to resolve those issues, please reach out to an Experian agent. If, after
discussing your situation with an agent, it is determined that fraud resolution support is needed then an
Experian Fraud Resolution agent is available to work with you to investigate and resolve each incident
of fraud that occurred from the date of the incident (including, as appropriate, helping you with
contacting credit grantors to dispute charges and close accounts, assisting you in placing a freeze on
your credit file with the three major credit bureaus, and assisting you with contacting government
agencies to help restore your identity to its proper condition.)

Please note that this offer is available to you for one-year from the date of this letter and does not
require any action on your part at this time.

The Terms and Conditions for this offer are located at www.experian.com/fraudresolution. You will also
find self-help tips and information about identity protection at this site.

Fax 410-647-'7792570 Baltimorc Annapolis Blvd.
www:gardinemappelg1'oup.eom

Severna Park,M D 21146.1410-647-7777
eiildils gr<>up@gardiuerappe1group.com



While Frau_d Resolution assgtance is immediately available to_you, we also encourage you to activate
the fraud detection tools available through ProtectMylD® Alert as a complimentary one-year
membership. This product provides you with superior identity detection and resolution of identity theft.
To start monitoring your personal information please follow the steps below:

Ensure that you enroll by: 02-25-2018 (Your code will not work after this date.)
Visit the ProtectMylD website to enroll: www.p@teg;|31yid.cgrgLg|ert
Provide your activation code: . -

If you have questions about the product, need assistance with fraud resolution that arose as a result of
this incident or would like an alternative to enrolling in ProtectMylD online, please contact Experian's
customer care team at 877-297-7780 by 02-25-2018. Be prepared to provide engagement number
PC106602 as proof of eligibility for the fraud resolution services by Experian.

ADDITIONAL DETAILS REGARDING YOUR 12-MONTH PROTECTMYID MEMBERSHIP:

A credit card is not required for enrollment in ProtectMy|D.

You can contact Experian immediately regarding any fraud issues, and have access to the following
features once you enroll in ProtectMylD:

Experian credit report at signup: See what information is associated with your credit file.
Active Surveillance Alerts: Monitors Experian, Equifax and Transunion files for indicators of
fraud.
Fraud Resolution: Identity Theft Resolution agents are immediately available to help you
address credit and non-credit related fraud.
ExtendCARE: You receive the same high-level of Fraud Resolution support even after your
ProtectMylD membership has expired.
$1 Million ldentity Theft lnsurance*: Provides coverage for certain costs and unauthorized
electronic fund transfers.

What you can do to protect your information: There are additional actions you can consider taking
to reduce the chances of identity theft or fraud on your account(s). Please refer to
vLww.experian.com[fraudresolutiop.for this information.

We sincerely apologize for this incident and regret any inconvenience it may cause you. Should you
have questions or concerns regarding this matter, please do not hesitate to contact us at 410-647-
7777.

Sincerely,

`".Q.. ;_ * (_.
ii*-

Karl J. Appel, CPA
President, Gardiner & Appel Group, Inc.

* Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American international Group, Inc.
(AIG). The description herein is a summary and intended for informational purposes only and does not include all terms,
conditions and exclusions of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of
coverage. Coverage may not be available in all jurisdictions.



In fo rm a tio n  a b o u t Id e n titv Th e f1_P re ve n tiQn

We recommend tha t you regula rly review s ta tements  troin your accounts  and pe riodica lly obta in your credit
re port iiorn one  or more  of the  na tiona l cre dit re porting compa nie s . You ma y obta in a  fre e  copy of your
cre dit re port online  a t www.a nnua lcre ditre portcorn, by ca lling toll-8e e  1-877-322-8228, or by ma iling a n
Annua l Cre dit Re port Re que s t Form (a va ila ble  a t www.a nnua lcre ditre portcom) to: Annua l Cre dit Re port
Request S e rvice , P .O. Box 105281, Atlanta , GA, 30348-5281. You may a lso purchase  a  copy ot your credit
report by contacting one  or more  of die  three  na tiona l credit reporting agencies lis ted be low.

Eq u ifa x : P .O. BOX 740241, Atla nta , Ge orgia  30374-0241, 1-800-685-1111,
www.e quifa x.com
Exp e r ia n : P .O. Box 9532, Alle n, TX 75013, 1-888-397-3742, www.e xpe ria n.co1n
Tra n s Un i0n : P .O. BOX 1000, Che s te r, P A 19022, 1-800-888-4213, www.tra nsunion.com

Whe n you re ce ive  your cre dit re ports , re vie w the m ca re fully. Look for a ccounts  or cre ditor inquirie s  tha t
you did not initia te  or do not re cognize . Look for informa tion, such a s  home  a ddre ss  a nd S ocia l S e curity
number, tha t is  not a ccura te . If you see  anything you do not unde rs tand, ca ll the  credit reporting agency a t
the  te lephone number on the  report.

We  re comme nd you re ma in vigila nt with re spe ct to re vie wing your a ccount s ta te me nts  a nd cre dit re ports ,
a nd  prom ptly re port a ny s us p ic ious  a c tiv ity or s us pe c te d  ide n tity the ft to  us  a nd  to  the  prope r la w
e nforce me nt a uthoritie s , including loca l la w e nforce me nt, your s ta te 's  a ttorne y ge ne ra l a nd/or the  Fe de ra l
Tra de  Com m is s ion ("FTC"). You m a y conta c t the  FTC or your s ta te 's  re gula tory a uthority to  obta in
additiona l infonna tion about avoiding identity the ft.

Fe d e ra l Trade  Commission, Consumer Response  Cente r
600 P e nnsylva nia Avenue , NW , Washington, D C
www.fto.gov/idthe ft

20580, 1-877-]])TH]8FT (438-4338),

For re s ide nts  of Ma ryla nd' You Ma y a ls o obta in informa tion a bout pre ve nting a nd a voiding ide ntity
the ft from the  Maryland Office  of the  Attorney Genera l:

Ma ryla nd Office  of the  Attorne y Ge ne ra l, Consume r P rote ction Divis ion
200 S t. Paul P lace , Ba ltimore , MD 21202, 1-888-743-0023, www.oag.sta te .md.us

For re s idents  of Massachuse tts : You a lso have  the  right to obta in a  police  report.

Fo r re s id e n ts  o f No rth  Ca ro lin a : You ma y a ls o obta in informa tion a bout pre ve nting a nd a voiding
identity thefk from the  North Carolina  Attorney Genera1's  Office :

No rth  Ca ro lin a  Atto rn e y Ge ne ra l's  Office , Consume r P rote ction Divis ion
9001 Mail S e rvice  Cente r, Ra le igh, NC 27699~9001, 1-877-5-NO-S CAM, www.ncdoj.gov

We recommend tha t you regula rly review the  explana tion of bene fits  s ta tement tha t you rece ive  from your
'msu1° er. If you see  any service  that you believe you did not receive , please  contact your insurer a t the  number
on the  s ta tement. If you do not rece ive  regula r explana tion of benefits  s ta tements , contact your provider and
request them to send such sta tements following the  provision of services in your name or number.

You m a y wa nt to  orde r copie s  of your c re dit re ports  a nd che ck for a ny m e dica l b ills  tha t you do not
re cognize . If you ind a nything s us picious , ca ll the  cre dit re porting a ge ncy a t the  phone  numbe r on the
report. Keep a  copy of this  notice  *for your records in case  of future  problems with your medica l records. You



ma y a lso wa nt to re que s t a  copy of your me dica l re cords  from your provide r, to se rve  a s  a  ba se line . If you
are  a  Ca lifornia  re s ident, we  suggest tha t you vis it the  web s ite  of the  Ca lifornia  Office  of P rivacy P rotection
a t www.privacy.ca .gov to fmd more  infomra tion about your medica l privacy.

F ra u d Ale rts : The re  a re  a lso two type s  of tra ud a le rts  tha t you ca n pla ce  on your cre dit re port to put your
creditors  on notice  tha t you may be  a  victim of fraud: an initia l a le rt and an extended a le rt. You may ask tha t
an initia l fraud a le rt be  placed on your credit repoit if you suspect you have  been, or a re  about to be , a  victim
of ide ntity the ft. An initia l fra ud a le rt s ta ys  on your cre dit re port for a t le a s t 90 da ys . You ma y ha ve  a n
e xte nde d a le rt pla ce d on your cre dit re port if you ha ve  a lre a dy be e n a  victim  of ide ntity the ft with the
appropria te  documentary proof. A11 extended fraud a le rt s tays on your credit report for seven years. You can
pla ce  a  § 'a ud a le rt on your cre dit re port by ca lling the  toll-fre e  fra ud numbe r of a ny of the  thre e  na tiona l
credit reporting agencies lis ted be low.

Equifa x:
Expe ria n:
Tra nsUnion:

1-888-766-0008, www.e quifa x.com
1-888-397-3742, www.experia11.oom
1-800-680-7289, '.|iaud.transu11ion.com

Cre dit Fre e ze s  (for Non-Ma s s a chus e tts  Re s ide nts ): You ma y ha ve  the  right to put a  cre dit He e ze , a ls o
known as a  security iiceeze , on your credit file , so tha t no new credit can be  opened in your name without the
use  of a  P ]N number tha t is  issued to you when you initia te  a  Eeeze . A credit freeze  is  de s igned to prevent
potentia l credit grantors  from access ing your credit report without your consent. If you place  a  credit freeze ,
pote ntia l cre ditors  a nd othe r third pa rtie s  will not be  a bie  to ge t a cce s s  to your cre dit re port unle s s  you
te m pora rily lift the  He e ze . The re fore , us ing a  cre dit Ne e ze  m a y de la y your a bility to  obta in cre dit.  In
addition, you may incur fees  to place , lift and/or remove  a  credit freeze . Credit freeze  laws vay from sta te  to
sta te . The  cost of placing, tempora rily lifting, and removing a  credit freeze  a lso va ries  by s ta te , genera lly $5
to $20 pe r action a t each credit reporting company. Unlike  a jra ud a le rr you mus t s e pa ra te ly pla ce  a  cre dit
]9'eeze on your c re ditjile  a t e a ch cre dit re porting e ompa rzyt S ince  the  ins tructions  for how to e s ta blish a
credit freeze  dider from sta te  to sta te , please  contact the  three  maqor credit reporting companies as specified
be low to find out more  informa tion;

Equifa x: P .O. Box 105788, Atla nta , GA30348, www.e quifa x.com
Expe ria n: P.O. Box 9554, Alle n, TX 75013, www.e xpe ria n.com
Tra ns Union LLC: P.O. BOX 2000, Chester, PA, l9022~2000, freeze.transLu'1ion.com

You can obtain more information about 1:i'aud alerts and credit freezes by contacting the FTC or one of the
national credit leporting agencies listed above.

Cre dit Fre e ze s  (for Ma ssa chuse tts  Re s ide nts ): Ma ssa chuse tts  la w give s  you the  right to pla ce  a  se curity
fre e ze  on your consume r re ports . A se curity fre e ze  is  de s igne d to pre ve nt cre dit, loa ns  a nd se rvice s  from
be ing approved in your name  without your consent. Using a  security freeze , however, may de lay your ability
to obta in credit. You may request tha t a  freeze  be  placed on your credit report by sending a  request to a  credit
reporting agency by certified mail, overnight mail or regular s tamped mail to the  address be low :

Equifa x: P .O. BOX 105788, Atlanta , GA30348, www.equifax.com
Expe ria n: P.O. BOX 9554, Alie n, TX75013, www.e xpe ria n.com
TransU11ion LLC: P .O. Box 2000, Chester, PA, 19022-2000, freeze .transunion.com

Unlike  a /'a uol a le rt,  you nius f s e pa ra te ly pla ce  a  cre ditjie e ze  on your cre ditjiie  a t e a ch cre dit re porting
compa ny The  following infomia tion should be  include d whe n re que s ting a  se curity fre e ze  (docume nta tion
for you a nd your spouse  must be  submitte d whe n ite e zing a  spouse 's  cre dit re port): full na me , with middle
initia l a nd a ny suffixe s ; S ocia l S e curity numbe r, da te  of birth (month, da y a nd ye a r); curre nt a ddre ss  a nd



previous addresses for the  past five  (5) years , and applicable  fee  (if any) or incident report or compla int with
a  law enforcement agency or the  Department of Motor Vehicles. The  request should a lso include  a  copy of a
gove rnment-issued identifica tion ca rd, such a s  a  drive r's  license , s ta te  or milita ry ID ca rd, and a  copy of a
utility bill, bank or insurance  s ta tement. Each copy should be  legible , display your name and current mailing
address, and the  da te  of issue  (sta tement da tes must be  recent). The  credit reporting company may charge  a
reasonable  fee  of up to $5 to place  a  freeze  or lift or remove a  freeze , unless you are  a  victim of identity theft
or the  spouse  of a  victim of ide ntity the ft, a nd ha ve  submitte d a  va lid police  re port re la ting to the  ide ntity
theft to the  credit reporting company.


