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January 31, 2015

New Hampshire Office of the Attorney General
33 Capitol Street
Concord, NH 03301

Re: Blue Sky Casino LLC / Security Incident Involving Credit Card Data
Dear Sir or Madam:

This letter is respectfully submitted to the New Hampshire Attorney General’s Office in relation to a
security breach involving credit card data, which was experienced by our client, Blue Sky Casino
LLC. Blue Sky Casino is the owner of the French Lick Resort in Indiana, which includes the French
Lick Springs Hotel, the French Lick Casino, golf courses and the West Baden Springs Hotel.
Although your office already received notification of this incident on January 28, 2015, via an email
from “ lllinois Assistant Attorney General, we wanted to formalize the
notification via this letter in order to ensure full compliance with the state breach notification
obligations.

This incident included breach notification letters to 17 residents of New Hampshire.

The Resort initially became aware if this situation on January 13, 2015, via a credit union in
Indiana that reported credit card compromises on 28 accounts. The common link appeared to be
use of the credit cards at the Resort. The Resort managers and IT security team took immediate
steps to evaluate possible intrusion with assistance from their incident response team as well as
external legal and IT security/forensics experts.

On January 19, the IT security/forensics experts identified malware that had been installed on the
system on April 22, 2014, and which was activated on April 23, 2014. The IT team was able to
neutralize the maiware on January 19%, and confirmed on January 21st, that they had
neutralized/blocked it from capturing any more credit card data.

The Resort also retained PCl-certified forensics experts to help ensure that its system is protected
from security compromises on a go-forward basis, and is working with law enforcement authorities
to help identify and prosecute the hackers.

in order to notify ail possible affected individuals, the Resort sent notification letters to all 87,975
guests, visitors and employees who were identified from its databases (e.g., hotels, casino, golf
course, etc.) during the period that the malware was active, and issued a press release to media in
Indiana and neighboring Kentucky on January 27, 2015. The notification letters were sent to the
printer on January 26th, and given the volume, were mailed out over the week. We have received
confirmation from the printer that all of the letters will be in the mail on or before Monday,
February 2, 2015.
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The Resort is offering credit monitoring to those who receive letters (i.e., the best plan available
through Experian, which covers all three credit bureaus and includes $1 million dollars in identity
theft protection insurance coverage) and also established an internal call center, which is
operational 7 days a week, from 7 am through 11 pm.

| have enclosed a copy of the notification letter, credit monitoring instructions and identity theft
fact sheet which was included with the letters, as well as a copy of the press release. These
materials were also attached to Matt Van Hise’'s email to you.

Please do not hesitate to let us know if you have any questions or would like any additional
information.

Thank you.

Very truly yours,
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FRENCH LICK RESORT

FRENCH LICK & WEST BADEN - INDIANA

January 27, 2014

FOR IMMEDIATE RELEASE:

French Lick Resort confirms theft of guest credit cards

French Lick, Ind. — On January 13, the accounting department at the French Lick Resort learned
of a possible compromise to its credit card payment system. After thorough review and internal
investigation that involved the services of an expert IT data security company, it has been
determined that credit and debit card numbers belonging to guests and visitors of the Resort may
have been compromised. Any visitors to the resort between April 23, 2014 and January 21, 2015
who used a credit card may be affected by the theft.

The investigation revealed that malware was introduced to the payment system. That malware
threat has been addressed. No credit cards used at the Resort after January 21 are believed to
be at risk.

“Many members of the community, our employees, and friends of the resort could be among the
guests whose credit card information was compromised,” said Chris Leininger, chief operations
officer of French Lick Resort. “We hope to contact anyone who could have been affected by this
to ensure that they can act to protect themselves.”

Anyone who used a credit or debit card at the resort between April 23, 2014, and January 21,
2015 could be at risk. If you have any questions about if you were affected or what you should do
next, call the resort at 877-664-3577.

For anyone who was affected by this issue, we are offering a year of free identity protection.

“Identity theft can be unsettling and scary,” said Chris Leininger. “We're truly sorry that our guests
have to experience this, and we’ll do our utmost to prevent anything like this from happening in
the future.”
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