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May 4, 2015

Via FedEx Overnight Courier

Office of the Attorney General
ATTN: Consumer Protection Division
33 Capitol Street

Concord, NH 03301

Ladies and Gentlemen:

Pursuant to NH Rev. Stat. Ann. 359-C:20, we are writing on behalf of our client, Fort Campbell
Federal Credit Union with its principal office in Clarksville, Tennessee (the “Credit Union” or
“Client”), to notify your office of an inadvertent disclosure of personal information involving
one New Hampshire resident, who is a member of the Credit Union.

On or around April 7, 2015, Credit Union management became aware that a third-party vendor
contracted to produce and mail member statements and various other account notices to Credit
Union members inadvertently mailed overdraft notices to a number of our members, including
notices intended for other Credit Union members. The overdraft notices included the names,
mailing addresses, member numbers and account balances. While our Client does not have any
indication that the information has been used improperly, the Credit Union is taking prompt,
appropriate precautionary actions to notify affected members and to prevent and detect any
attempted misuse of member information.

Upon discovery of the incident described above, the Credit Union took immediate steps to
investigate the incident. During the course of the investigation to date, the Credit Union
determined that, according to the third party vendor, a printing error occurred after a Credit
Union staff member requested a signature block modification to reflect a recent personnel
change. Apparently, the modification effected by our Client’s vendor caused some end-of-
file/end-of-page markers to be altered so that a number of unrelated (by member number) notices
were grouped together under one individual member number instead of being processed
separately. The modification also caused full disclosure of the member number which is
normally truncated.

Additional research indicates the erroneous mailings occurred during the period March 12 to
April 6, 2015 and involved 1,523 notices mailed to 36 individual members. Taking into aggount,
that multiple notices were generated for some accounts, it has been determined there were 4,307~ &
members involved (out of a total membership of 48,943) including the 36 intended reuplents In—) =
some cases (357 of the 1,307) electronic notices were generated for access via our home banking
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web site; the remaining (951 of 1,307) were mailed. The Credit Union’s IT staff was able to
identify those members (of the 36) who actually viewed the notices online; if IT determined the
notices were not viewed, they were removed from the online application (review indicates most
members had not viewed/accessed the notices).

In response to the incident our Client has, to date, taken the following steps to eliminate or
mitigate any potential consequences to the members involved:

e The Credit Union contacted its third party vendor to ensure no further occurrences
immediately after learning of the error.

e Our Client’s bonding company has been placed on notice.

e The Credit Union attempted to contact each member who received erroneous notices and
requested they return them to the Credit Union if still in their possession. Staff also
contacted local area post offices and were able to intercept a portion of the notices mailed
just prior to the Credit Union learning of the error.

e Warnings were placed on all affected member accounts so that when an individual contacts
the Credit Union to conduct a transaction, whether in person or by telephone, they will be
asked to provide supplemental identifying information.

e All affected members will soon receive written notice of the incident and an offer for one
year of complimentary credit monitoring. A copy of the form notice is enclosed.

The information erroneously divulged (i.e., the member number) cannot be used to access an
account via remote/electronic means. Our Client’s system requires the use of additional
information to effect any type of electronic transaction.

Our Client takes this matter seriously and has taken, and continues to take, appropriate actions to
eliminate or reduce the consequences of this event.

Please do not hesitate to contact the undersigned at either _ or
I siould you have any questions or require further

information. Thank you.
Very truly yours,

E sure as stated
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