LANE POWELL

ATTORNEYS & COUNSELORS

JOANN LEE KOHL, EsQ.
503.778.2116
kohlj@lanepowell.com

March 4, 2013

VIA ELECTRONIC/REGULAR MAIL

NH Department of Justice
Office of the Attorney General
33 Capitol Street

Concord, NH 03301
DOJ-CPB@doj.nh.gov

Re:  Notice of Data Security Breach
070308.0001

Dear Sir or Madame:

I am writing on behalf of our client, Fabric Depot, Inc. (“Fabric Depot”). The
purpose of this letter is to report a potential data security incident pursuant to § 407.1500 of
the New Hampshire Revised Statutes. Two hundred forty five (245) New Hampshire
residents were affected by this data security incident.

On or about January 7, 2013, the president of Fabric Depot learned that Fabric
Depot’s website and data systems may have been hacked. Fabric Depot hired a nationally
recognized computer forensic investigator to conduct a thorough review of the potentially
affected records and computer system and to help Fabric Depot determine the scope of the
breach and the individuals who may have been affected by it. Fabric Depot also took the step
of completely shutting down its online payment processing system. Law enforcement and the
credit card brands have been notified and Fabric Depot is cooperating with their
investigations.

From the forensic investigation, Fabric Depot learned that on or about October 16,
2012, an external criminal hacker attacked Fabric Depot’s website and data system and may
have extracted the first and last names, credit card and debit card numbers, credit card
verification codes, and billing addresses of Fabric Depot’s online customers. Fabric Depot
does not collect its customers’ social security numbers, dates of birth, passport numbers, state
identification numbers, or other personal information.

www.lanepowell.com A PROFESSIONAL CORPORATION LAW OFFICES
T. 503.778.2100 601 SW SECOND AVENUE, SUITE 2100 ANCHORAGE, AK . OLYMPIA, WA
F. 503.778.2200 PORTLAND, OREGON PORTLAND, OR . SEATTLE, WA

97204-3158 LONDON, ENGLAND



NH Department of Justice
March 4, 2013
Page 2

Fabric Depot has taken and is in the process of taking measures to ensure its
customers’ information is protected and to prevent this type of event from happening again,
including: (a) engaging a trusted third party payment processor to collect and handle credit
card payment data submitted through its website, (b) conducting regular reviews of its
website and online data systems to detect and address vulnerabilities; (c) routinely verifying
that the website is compliant with Payment Card Industry security standards, and (d)
implementing additional technological safeguards to improve the security of Fabric Depot’s
data systems and website.

Fabric Depot will mail a written notice disclosing the security incident to all affected
customers, including New Hampshire residents, on March 4, 2013. A copy of the notice is
enclosed herein. Notice is also being provided to the three credit reporting agencies.
Notification to affected customers has not been delayed because of any law enforcement
investigation.

Fabric Depot’s contact information is as follows:

Trudy Parry, President
Fabric Depot, Inc.

700 SE 122nd Ave.
Portland, OR 97233
(503) 252-7960
trudyp@fabricdepot.com

Please contact me at (503) 778-2116 or kohlj@lanepowell.com if you have any
questions.

Very truly yours,

LANE POWELL pC

JoAnn Lee Kohl, Esq.

cc: Trudy Parry
Renee Beacock
Carter Mann
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Dear Sample A Sample:

On January 7, 2013, I learned of a data security incident that may have resulted in the disclosure of the
credit card information, names, and billing address associated with your online purchase. Shortly after learning of
the incident, we retained a forensic computer investigator, who determined that on or about October 16, 2012, an
unauthorized third party gained access to our website and data system. We are taking additional steps to enhance
the security of our systems. Such steps include changing our entire online payment process to have all credit card
information submitted through our website collected and handled by trusted third party payment processors.
Additionally, we have notified law enforcement and are cooperating with their investigation.

Unfortunately, the unauthorized third party may have obtained the first and last names, credit card and
debit card numbers, credit card verification codes, and billing addresses associated with your account. Fabric
Depot does not collect your social security number or date of birth.

We are notifying you so that you can be aware of this situation and take steps to protect your information
from any harm, including contacting your bank and/or credit card company. It is important to carefully review
your account statement over the next 12 to 24 months, and promptly report any suspicious transactions to your
credit card company. Please review the attachment to this letter for information on additional steps you can take
to protect your information.

As a valued customer, we would like to offer you (a) 30% off your next online order, (b) a free gift
(a fat quarter bundle) to be included with the order shipment, and (c) a USD $10.00 gift card to be included
with the order shipment. To redeem this offer, type the promotion code FGIN331 on the checkout page when
you place an order on www.fabricdepot.com. This offer will expire on April 30, 2013 and can only be used with
one order.

If you have any questions, please call us toll free at 1-855-770-0005, Monday through Friday between
8:00 am and 8:00 pm EST. When prompted, please enter the following 10-digit reference number: 3227022513,

We value your business and take the privacy of your information very seriously. We sincerely apologize
for any inconvenience this may cause you.

Sincerely,

%‘4/@

Trudy Parry, President
Fabric Depot, Inc.
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STEPS YOU CAN TAKE TO PROTECT YOUR INFORMATION

We recommend that you cancel any credit cards or debit cards that may have been compromised, and that you
remain vigilant for incidents of fraud by reviewing your account statements and monitoring your credit reports. You
may obtain a free copy of your credit report online at www.annualcreditreport.com, by calling toll-free
1-877-322-8228, or by mailing an Annual Credit Report Request Form (available at www.annualcreditreport.com) to:
Annual Credit Report Request Service, P.O. Box 105281, Atlanta, GA, 30348-5281. You may also purchase a copy
of your credit report by contacting one or more of the three national credit reporting agencies listed below.

Equifax, P.O. Box 740241, Atlanta, Georgia 30374-0241, 1-800-685-1111, www.equifax.com
Experian, P.O. Box 9532, Allen, TX 75013, 1-888-397-3742, www.experian.com
TransUnion, P.O. Box 6790, Fullerton, CA 92834-6790, 1-800-916-8800, www.transunion.com

When you receive your credit reports, review them carefully. Look for accounts or creditor inquiries that you did not
initiate or do not recognize. Look for information, such as home address and Social Security number, that is not
accurate. If you see anything you do not understand, call the credit reporting agency at the telephone number on the
report. Promptly report any suspicious activity to us and to the proper law enforcement authorities, including local
law enforcement, your state’s attorney general and/or the Federal Trade Commission (“FTC").

You may contact the FTC or your state’s regulatory authority to obtain additional information about avoiding identity
theft.

Federal Trade Commission, Consumer Response Center
600 Pennsylvania Avenue, NW, Washington, DC 20580, 1-877-IDTHEFT (438-4338), www.ftc.gov/idtheft.

For residents of Maryland: You may also obtain information about preventing and avoiding identity theft from
the Maryland Office of the Attorney General;

Maryland Office of the Attorney General, Consumer Protection Division
200 St. Paul Place, Baltimore, MD 21202, 1-888-743-0023, www.oag.state.md.us

For residents of North Carolina: You may also obtain information about preventing and avoiding identity theft
from North Carolina Attorney General’s Office;

North Carolina Attormey General’s Office, Consumer Protection Division
9001 Mail Service Center, Raleigh, NC 27699-9001, 1-877-5-NO-SCAM, www.ncdoj.gov

Fraud Alerts: There are also two types of fraud alerts that you can place on your credit report to put your creditors
on notice that you may be a victim of fraud: an initial alert and an extended alert. You may ask that an initial fraud
alert be placed on your credit report if you suspect you have been, or are about to be, a victim of identity theft. An
initial fraud alert stays on your credit report for at least 90 days. You may have an extended alert placed on your
credit report if you have already been a victim of identity theft with the appropriate documentary proof. An extended
fraud alert stays on your credit report for seven years. You can place a fraud alert on your credit report by calling
the toll-free fraud number of any of the three national credit reporting agencies listed below.

Equifax; 1-800-525-6285, www.equifax.com
Experian; 1-888-397-3742, www experian.com
TransUnion: 1-800-680-7289, www.transunion.com

Credit Freezes: You may have the right to put a credit freeze, also known as a security freeze, on your credit file,
so that no new credit can be opened in your name without the use of a PIN number that is issued to you when you
initiate a freeze. A credit freeze is designed to prevent potential credit grantors from accessing your credit report
without your consent. If you place a credit freeze, potential creditors and other third parties will not be able to get
access to your credit report unless you temporarily lift the freeze. Therefore, using a credit freeze may delay your
ability to obtain credit. In addition, you may incur fees to place, lift and/or remove a credit freeze. Credit freeze laws
vary from state to state. The cost of placing, temporarily liting, and removing a credit freeze also varies by state,
generally $5 to $20 per action at each credit reporting company. Unlike a fraud alert, you must separately place a
credit freeze on your credit file at each credit reporting company. Since the instructions for how to establish a credit
freeze differ from state to state, please contact the three major credit reporting companies as specified below to find
out more information:

Equifax Security Freeze Experian Security Freeze TransUnion (FVAD)

P.O. Box 105788 P.O. Box 9554 P.O. Box 6790

Atlanta, GA 30348 Allen, TX 75013 Fullerton, CA 92834-6790
www .equifax.com www.experian.com www.transunion.com

LVv1-80188



